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Commercial Bank Examination Manual
Supplement 22—November 2004

LIST OF CHANGES

Section number

Description of the change

1000.1

2020.1,
2020.3

2040.1,
2040.2,
2040.3

The “Examination Strategy and Risk-Focused Examinations” section inc
porates a May 2004 recommended-practices document promulgated by
interagency State-Federal Working Group. The working group consists
state bank commissioners and senior officials from the Federal Reserve
the Federal Deposit Insurance Corporatiohhe recommended practices
highlight the importance of communication and coordination between st:
and federal banking agencies in the planning and execution of supervis
activities over state-chartered banking organizations. The recommen
practices are the common courtesies and practices examination and st
visory staff are to follow in the implementation and execution of thei
agencies’ supervisory activities. These recommended practices further r
force the long-standing commitment of federal and state banking supervis
to provide efficient, effective, and seamless oversight of state banks of
sizes. The practices apply to institutions that operate in a single state o
more than one state. (See SR-04-12.)

The “Investment Securities and End-User Activities” section has bee
updated to include the revised Uniform Agreement on the Classification
Assets and Appraisal of Securities Held by Banks and Thrifts (the unifor
agreement) that was jointly issued by the federal banking and thrift agenc
(the agencies) on June 15, 2004. The revised uniform agreement amend
1938 classification of securities agreement (the 1938 accord), which v
revised on July 15, 1949, and May 7, 1979. The uniform agreement sets fc
the definitions of the classification categories and the specific examinat
procedures and information for classifying bank assets, including securiti
The classification of loans in the uniform agreement was not changed by
June 2004 revision. The revised uniform agreement addresses, among ¢
items, the treatment of rating differences, multiple security ratings, and s
or partially rated securities. It also eliminates the automatic classification
sub-investment-grade debt securities. (See SR-04-9.) The examination

cedures were also revised to incorporate the supervisory guidance provi
in the revised uniform agreement.

The “Loan Portfolio Management” section has been revised to incorpore
a detailed discussion on tying arrangements. Section 106 of the B:
Holding Company Act Amendments of 1970 generally prohibits a bank fro
conditioning the availability or price of one product or service (tyieg
product, or the desired product) on a requirement that a customer obtair
another product or service (thied product) from the bank or an affiliate of
the bank. Section 106 prevents banks from using their market power o
certain products (specifically credit) to gain an unfair competitive advanta
in other products.

1. The source for the recommended-practices document is the November 14, 1996, Nationwide State and Federal Sup
Agreement (the agreement) to enhance the overall state-federal coordinated supervision program for state-chartered ba
agreement provides for the supervision of state-chartered banks that have interstate branches. (See SR-96-33.)
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Section number

Description of the change

3000.1,
3000.2,
3000.3,
3000.4

3020.1,
3020.3

Section 106 also prohibits a bank from conditioning the availability or price
of one product on a requirement that a customer (1) provide another product
to the bank or an &ffiliate of the bank or (2) not obtain another product from
a competitor of the bank or from a competitor of an affiliate of the bank. For
example, the statute prohibits a bank from requiring that a prospective
borrower purchase homeowners' insurance from the bank or an affiliate of
the bank to obtain a mortgage loan from the bank. Section 106 contains
several exceptions to its general prohibitions, and it authorizes the Board to
grant, by regulation or order, additional exceptions from the prohibitions
when the Board determines an exception “will not be contrary to the
purposes’ of the statute.

Under the federal banking laws, a subsidiary of a bank is considered to be
part of the bank for most supervisory and regulatory purposes. Therefore, the
restrictions in section 106 generally apply to tying arrangements imposed by
a subsidiary of a bank in the same manner that the statute applies to the
parent bank itself. Thus, a subsidiary of a bank is generally prohibited from
conditioning the availahility or price of a product on the customer’ s purchase
of another product from the subsidiary, its parent bank, or any affiliate of its
parent bank. Section 106 generally does not apply to tying arrangements
imposed by a nonbank affiliate of a bank.

In addition to the regulatory prohibitions and exceptions, this section
includes the Board or Board staff interpretations on tying arrangements,
including those issued on August 18, 2003, and February 2, 2004. These two
interpretations state that bank customers that receive securities-based credit
can be required to hold their pledged securities as collateral at an account of
abank holding company’s or bank’ s broker-dealer &ffiliate. The examination
objectives and examination procedures have also been revised to address
tying arrangements.

The “ Deposit Accounts” section has been revised to incorporate the June 15,
2004, interagency advisory “ Guidance on Accepting Accounts from Foreign
Governments, Foreign Embassies, and Foreign Political Figures” The
advisory was issued by the federal banking and thrift agencies (the agencies)
and the U.S. Department of the Treasury’s Financial Crimes Enforcement
Network (FinCEN). The advisory was issued in response to inquiries the
agencies and FinCEN received on whether financial institutions should do
business and establish account relationships with the foreign customers cited
in the advisory. Banking organizations are advised that the decision to accept
or reject such foreign-account relationshipsis theirs alone to make. Financial
institutions are to be aware that there are varying degrees of risk associated
with these accounts, depending on the customer and the nature of the
services provided. Institutions should take appropriate steps to manage these
risks, consistent with sound practices and applicable anti-money-laundering
laws and regulations. (See SR-04-10.) The examination objectives, exami-
nation procedures, and internal control questionnaire were also revised to
incorporate the advisory’s supervisory guidance.

The “ Assessment of Capital Adequacy” section has been updated to include
provisions of a final rule revision pertaining to a bank’s risk-based capital
requirements for asset-backed commercia paper (ABCP) programs. The
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Section number

Description of the change

4030.1,
4030.2,
4030.3,
4030.4

41251,
41253

Board approved the rule changes on July 17, 2004 (effective September 30,
2004). See appendix A of Regulation H (12 CFR 208, appendix A).

In January 2003, the Financial Accounting Standards Board (FASB) issued
FASB Interpretation No. 46, “ Consolidation of Variable Interest Entities”
(FIN 46). FIN 46 required, for the first time, the consolidation of variable
interest entities (VIES) onto the balance sheets of companies deemed to be
the primary beneficiaries of those entities. In December 2003, FASB revised
FIN 46 as FIN 46-R. (The interpretation (FIN 46 or FIN 46-R) was effective
for reporting periods that ended as early as December 15, 2003. However,
there are various effective dates, which are determined on the basis of the
nature, size, and type of business entity.) FIN 46-R requires the consolidation
of many ABCP programs onto the balance sheets of banking organizations.

Under the Board's revised risk-based capital rule, a bank that qualifies as a
primary beneficiary and must consolidate an ABCP program that is defined
as a variable interest entity under generally accepted accounting principles
may exclude the consolidated ABCP program’s assets from risk-weighted
assets provided that it is the sponsor of the program. Banks must also hold
risk-based capital against eligible ABCP liquidity facilities with an original
maturity of one year or less that provide liquidity support to ABCP by
applying a new 10 percent credit-conversion factor to such facilities. Eligible
ABCP liquidity facilities with an origina maturity exceeding one year
remain subject to the rule’'s current 50 percent credit-conversion factor.
Ineligible liquidity facilities are treated as direct-credit substitutes or
recourse obligations, which are subject to a 100 percent credit-conversion
factor. When calculating the bank’s tier 1 and total capital, any associated
minority interests must also be excluded from tier 1 capital. The examination
procedures were also revised to incorporate the revised risk-based capital
requirements.

The “Asset Securitization” section has been revised to incorporate the
Board's July 17, 2004, approval (effective September 30, 2004) of a fina
rule to the risk-based capital requirements for ABCP programs and their
liquidity facilities. For more details, see the summary for section 3020.1. The
examination objectives, examination procedures, and internal control ques-
tionnaire were also revised to incorporate the revised rule for ABCP
programs.

The “Payment System Risk and Electronic Funds Transfer Activities’
section incorporates the Board' s September 22, 2004, changes to its Policy
on Payments System Risk (the PSR policy). (See 69 Fed. Reg. 57917,
September 28, 2004, and 69 Fed. Reg. 69926, December 1, 2004.) Effective
July 20, 2006, the PSR policy requires Reserve Banks (1) to release interest
and redemption payments on securities issued by government-sponsored
enterprises (GSES) and certain international organizations (institutions for
which the Reserve Banks act as fiscal agents but whose securities are not
obligations of, or fully guaranteed as to principal and interest by, the United
States) only if the issuer’s Federal Reserve account contains sufficient funds
to cover them and (2) to align the treatment of the general corporate account
activity of GSEs and certain international organizations with the treatment of
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Section number

Description of the change

the activity of other account holders that do not have regular access to the
discount window and those account holders not eligible for intraday credit.
The examination procedures have also been updated to incorporate the
revisions to the Board's PSR policy.

FILING INSTRUCTIONS

Remove

Insert

1000.1, pages 1-4, 4.1-4.3

2020.1, pages 1-2
pages 5-8, 8.1-8.9

2020.3, pages 1-4, 4.1

2040.1, pages 1-2
pages 8.1-8.3

2040.2, page 1

2040.3, pages 1-2
pages 5-8

3000.1, pages 14, 4.1
3000.2, page 1
3000.3, pages 1-6
3000.4, pages 1-6

3020.1, pages 1-10
pages 21-51

3020.3, pages 14

4030.1, pages 14
pages 18.1-18.6, 19-28

4030.2, page 1
4030.3, pages 1-3
4030.4, page 1

4125.1, pages 1-21

1000.1, pages 1-4, 4.1-4.4

2020.1, pages 1-2
pages 5-8, 8.1-8.11

2020.3, pages 14, 4.1

2040.1, pages 1-2
pages 8.1-8.7

2040.2, page 1

2040.3, pages 1-2
pages 59

3000.1, pages 14, 4.1-4.2
3000.2, page 1

3000.3, pages 1-6

3000.4, pages 1-6

3020.1, pages 1-10, 10.1-10.2
pages 21-56

3020.3, pages 14

4030.1, pages 14
pages 19-37

4030.2, page 1
4030.3, pages 1-3
4030.4, pages 1-2

4125.1, pages 1-22

November 2004
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Remove Insert

4125.3, pages 1-2 4125.3, pages 1-2

Subject Index, pages 1-16 Subject Index, pages 1-16
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LIST OF CHANGES

Section number

Description of the change

1010.1

2040.1,
2040.3,
A.2040.3

2070.1

2100.1,
2100.4

4050.1

This revised section on internal control and audit function, oversight, and
outsourcing incorporates a brief overview of the joint final rules adopted by
the Board and the other federal bank and thrift regulatory agencies. (See the
Board’s August 8, 2003, press release.) Section 36 of the Federal Deposit
Insurance Act, as implemented by 12 CFR 363, governs the agencies’
authority to take disciplinary actions against independent accountants and
accounting firms that perform audit and attestation services required by the
act. Attestation services address management’s assertions concerning inter-
nal controls over financial reporting. An insured depository institution must
include the accountant’s audit and attestation reports in its annual report. The
joint final rules established the practices and procedures under which the
agencies can, for good cause, remove, suspend, or bar an accountant or firm
from performing audit and attestation services for federally insured deposi-
tory institutions with assets of $500 million or more. The rules became
effective October 1, 2003.

Two of the loan portfolio management sections were revised to provide
references to accounting pronouncements that apply to mortgage banking
transactions and activities and that are consistent with the bank call report
instructions. Comprehensive mortgage banking examination procedures are
provided in the new section A.2040.3 (in the appendix to the manual). The
comprehensive procedures address the examination, supervisory, and valu-
ation concerns discussed in the following guidance: the February 25, 2003,
Interagency Advisory on Mortgage Banking; SR-03-4, “Risk Management
and Valuation of Mortgage Servicing Assets Arising from Mortgage Bank-
ing Activities”; the mortgage banking examination modules; and many of
the mortgage banking inspection (examination) procedures found in section
3070.0 of the Bank Holding Company Supervision Manual.

This section on the allowance for loan and lease losses (ALLL) was revised
to include references to updated accounting guidance, SR-04-5, and the
March 1, 2004, interagency Update on Accounting for Loan and Lease
Losses. The interagency update covers recent developments in accounting,
current sources of generally accepted accounting principles, and supervisory
guidance that applies to the ALLL. Other SR-letters associated with the
supervisory guidance for the ALLL are referenced. (See also section 2072.1.)

The section on real estate construction loans and the respective internal
control questionnaire were revised to incorporate the October 27, 2003,
interagency statement on Independent Appraisal and Evaluation Functions
and, to a limited extent, the supervisory guidance in SR-03-18. (See the
summary for section 4140.1 below.)

The section on bank-related organizations was revised to include brief
definitions and descriptions of the limited activities and services authorized
in Regulation K for foreign bank offices and organizations (that is, foreign
bank branches, agencies, commercial lending companies, representative
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Section number

Description of the change

4140.1,
4140.3,
4140.4

4180.1,
4180.2,
4180.3,
4180.4

offices, and correspondent banks). For the purposes of sections 23A and 23B
of the Federal Reserve Act, the definition of affiliate was also clarified and
expanded on the basis of the provisions of the Board’s Regulation W.

The section on real estate appraisals and evaluations and the respective
examination procedures and internal control questionnaire were revised to
reference and incorporate the October 27, 2003, interagency statement on
Independent Appraisal and Evaluation Functions. A banking institution’s
board of directors is responsible for reviewing and adopting policies and
procedures that establish and maintain an effective, independent real estate
appraisal and evaluation program (the program) for all of its lending
functions. Concerns about the independence of appraisals and evaluations
arise from the risk that improperly prepared appraisals may undermine the
integrity of credit-underwriting processes.

An institution’s lending functions should not have undue influence that
might compromise the program’s independence. Institutions may not use an
appraisal prepared by an individual who was selected or engaged by a
borrower. Likewise, institutions may not use “‘readdressed appraisals”—
appraisal reports that are altered by the appraiser to replace any references to
the original client with the institution’s name. Altering an appraisal report in
a manner that conceals the original client or intended users of the appraisal
is misleading and violates the agencies’ appraisal regulations and the
Uniform Standards of Professional Appraisal Practice (USPAP). (See SR-
03-18.)

These new sections discuss the January 5, 2004, Interagency Policy on
Banks/Thrifts Providing Financial Support to Funds Advised by the Banking
Organization or Its Affiliates. The policy alerts banking organizations,
including their boards of directors and senior management, to the safety-
and-soundness implications of and the legal impediments to a bank provid-
ing financial support to investment funds advised by the bank, its subsidi-
aries, or affiliates (that is, an affiliated investment fund).

The interagency policy emphasizes the following three core principles. A
bank should not—

* inappropriately place its resources and reputation at risk for the benefit
of affiliated investment funds’ investors and creditors;

e violate the limits and requirements in Federal Reserve Act sections 23A
and 23B and Regulation W, other applicable legal requirements, or any
special supervisory condition imposed by the agencies; or

e create an expectation that the bank will prop up the advised fund (or
funds).

In addition, bank-affiliated investment advisers are encouraged to establish
alternative sources of financial support to avoid seeking support from
affiliated banks. A bank’s investment advisory services can pose material
risks to the bank’s liquidity, earnings, capital, and reputation and can harm
investors, if the risks are not effectively controlled. Bank management is
expected to notify and consult with its appropriate federal banking agency
before (or, in an emergency, immediately after) providing material financial
support to an affiliated investment fund. (See SR-04-1.) Examination

May 2004
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Section number Description of the change

objectives, examination procedures, and an internal control questionnaire
have been provided to address the supervisory concerns set forth in the
policy.

FILING INSTRUCTIONS

Remove Insert
Table of Contents, pages 1-2 Table of Contents, pages 1-2
1010.1, pages 1-6 1010.1, pages 1-6, 6.1
2040.1, pages 1-2 2040.1, pages 1-2
pages 5-6, 6.1-6.3, 7-8 pages 5-8, 8.1-8.3
pages 21-24 pages 21-24, 24.1-24.2
2040.3, pages 1-8 2040.3, pages 1-8
2070.1, pages 1-2 2070.1, pages 1-2
2090.1, pages 1-2 2090.1, pages 1-2
pages 15-18 pages 15-18
2090.4, pages 1-3 2090.4, pages 1-3
2100.1, pages 1-2 2100.1, pages 1-2
pages 5-6 pages 5-6, 6.1
2100.4, pages 1-5 2100.4, pages 1-5
3020.1, pages 14, 4.1 3020.1, pages 14, 4.1
pages 13-14 pages 13-14
pages 25-28 pages 25-28
pages 32.1-32.3, 33-34 pages 32.1-32.2, 33-34, 34.1
4030.1, pages 5-6 4030.1, pages 5-6
4050.1, pages 1-2 4050.1,pages 1-2, 2.1
pages 13-14, 14.1-14.3 pages 13-14, 14.1-14.4
4140.1, pages 1-2 4140.1, pages 1-2, 2.1
pages 11-12 pages 11-14
4140.3, pages 1-2 4140.3, pages 1-2
4140.4, pages 1-2 4140.4, pages 1-2

4180.1, pages 1-2
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Remove Insert

4180.2, page 1
4180.3, page 1
4180.4, page 1
A.2040.3, pages 1-20

Subject Index, pages 1-15 Subject Index, pages 1-16
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Commercial Bank Examination Manual
Supplement 20—December 2003

This supplement corrects two pagesin the new * Insurance Sales Activities and Consumer Protection
in Sales of Insurance” sections that were added to the manual in supplement 19 (November 2003).
In section 4043.1, the list of short-form insurance disclosures should appear in all capital letters. In
section 4043.3, examination procedure number 7 under  Consumer Protection in Sales of Insurance
Regulation” has been revised.

FILING INSTRUCTIONS

Remove Insert

4043.1, pages 11 and 12 4043.1, pages 11 and 12

4043.3, pages 3 and 4 4043.3, pages 3 and 4
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Supplement 19—November 2003

This supplement reflects changes since the publication of the May 2003 supplement.

LIST OF CHANGES

Section number

Description of the change

1010.1

4020.1,
4020.3,
4020.4

4043.1,
4043.2,
4043.3,
4043.4

This revised section on the internal control and audit function, oversight,

outsourcing incorporates the May 5, 2003, Statement on Application
Recent Corporate Governance Initiatives to Nonpublic Banking Organi:
tions issued by the Federal Reserve, the Office of the Comptroller of t
Currency, and the Office of Thrift Supervision. The interagency stateme
responds to questions the agencies received regarding how small, nonpt
banking organizations are to comply with the corporate-governance, au
ing, and other requirements of the Sarbanes-Oxley Act. Although the
does not require small, nonpublic banking organizations to strictly adhere
its provisions, the agencies expect these banking organizations to ensure
their policies and procedures are consistent with applicable law, regulatic
and supervisory guidance and that they remain appropriate for the org:
zations’ size, complexity, risks, and resources. The revision also brie
discusses guidance issued by the Securities and Exchange Commis
(SEC) on the independence of external auditors for public institutions. (S
SR-03-08.)

These revised sections on asset/liability management incorporate the July
2003, Interagency Advisory on the Use of the Federal Reserve’s Prim
Credit Program in Effective Liquidity Management. The interagency ad\
sory presents information on the new Federal Reserve primary and sec
ary credit programs. The advisory provides guidance on the appropriate
of primary credit in effective liquidity management. The board of directol
and senior management of a depository institution are advised to considel
Federal Reserve's primary credit program as part of their contingen
funding plans and to provide for adequate diversified potential sources
funds to satisfy liquidity needs, which includes planning for certai
significant liquidity events. (See SR-03-15.) The examination procedul
and internal control questionnaire are also revised.

These new sections provide examination guidance on insurance and anr
sales activities and consumer protection in sales of insurance. Guidanc
provided to examiners for (1) conducting risk assessments of state mern
bank insurance and annuity sales activities in accordance with the Fed
Reserve’s risk-focused supervisory approach and (2) examining a si
member bank’s compliance with the new Consumer Protection in Sales
Insurance (CPSI) regulation, subpart H of the Board’s Regulation H (12 ClI
208.81-86). The CPSI regulation (effective October 1, 2001) implemel
section 305 of the Gramm-Leach-Bliley Act (12 USC 1831x) (the GLB Act
The guidance provides a comprehensive review of insurance and ann
sales activities as they pertain to state member banks and discusses
Federal Reserve’s responsibility for enforcing a depository institution
compliance with the CPSI regulation. Consistent with the GLB Act, th
guidance incorporates applicable restrictions on examining a functiong
regulated insurance subsidiary of a state member bank.
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Section number

Description of the change

4050.1,
4050.3

4200.1

5040.1

The CPSI regulation reguires certain disclosures in connection with the
retail sale or solicitation of insurance products and annuities by a bank, by
any other person at bank offices where retail deposits are accepted from the
public, or by any person “acting on behaf of the bank.” Appendix A
discusses the August 17, 2001, joint interpretations of the CPSI regulation
(the issues raised and the banking agencies’ responses) that were issued by
the federal banking agencies. The appendix also includes a summary of the
February 28, 2003, joint statement in which the agencies responded to a
request to clarify whether the disclosure requirements apply to renewals of
pre-existing insurance policies sold before October 1, 2001. Appendix B is
a glossary of terms associated with insurance and annuity sales activities.
Examination objectives, examination procedures, and an internal control
guestionnaire are also provided.

The section on bank-related organizations is revised to incorporate the
examples found in Regulation W for the rule's quantitative limits, collateral
requirements, valuations, exemptions, and timing of covered transactions.
Additional interim examination procedures for Regulation W are included;
these new procedures are based on the expected examination procedures
discussed in the rule's preamble, procedures found in examination modules,
and other examiner and staff guidance.

The introduction to the fiduciary activities section has been revised to
provide more examination guidance on the industry standards and examiner
responsibilities. For a state member bank’s subsidiary that is engaged in
fiduciary activities, the examiner should rely on the findings of the
appropriate functional regulator that has the primary supervisory responsi-
bility for evaluating risks, hedging, and risk management. (See SR-00-13.)
The revision includes a discussion of the available reported supervisory
information and analytical support tools that an examiner can use to evaluate
a bank’s fiduciary activities.

This revised section on formal and informal corrective actions discusses the
existing restrictions on, and requirements for, severance payments made to
institution-affiliated parties (so-called golden parachute payments). The
restrictions originated from the Crime Control Act of 1990, which added
section 18(Kk) to the Federal Deposit Insurance Act (12 USC 1828(k)) (the
FDI Act). The FDIC' s regulations on golden parachute agreements, found in
12 CFR 359, are discussed. The 30-day prior-notice requirement for
appointing any new directors or senior executive officers of state member
banks and bank holding companies is also discussed. (See section 32 of the
FDI Act (12 USC 1831i) and subpart H of Regulation Y (12 CFR 225.71.)
This notice requirement also applies to any change in the responsibilities of
any current senior executive officer who proposes to assume a different
position. (See SR-03-06.)

November 2003
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Section number

Description of the change

2080.3, These sections update references to, and include certain provisions of,
2090.1, sections 23A (Relations with Affiliates) and 23B (Restrictions on Transac-
2110.3, tionswith Affiliates) of the Federal Reserve Act, Regulation W (Transactions
2160.3, Between Member Banks and Their Affiliates), Regulation CC (Availability
3000.1, of Funds and Collection of Checks), Regulation L (Management Official
5000.3, Interlocks), Regulation O (Loans to Executive Officers, Directors, and
7030.3, Principal Shareholders of Member Banks), and other statutes or regulations.
7050.3

FILING INSTRUCTIONS

Remove

Insert

Table of Contents, pages 1-2
1010.1, pages 1-24

2080.3, pages 1-6

2090.1, pages 1718

2110.3, pages 14

2160.3, pages 1-5

3000.1, pages 14, 4.1
pages 78

4020.1, pages 1-2
4020.3, page 1

4020.4, page 1

4050.1, pages 1-2
pages 8.1-8.19

4050.3, pages 14

4200.1, pages 1-2

Table of Contents, pages 1-2
1010.1, pages 1-32

2080.3, pages 1-6

2090.1, pages 17-18

2110.3, pages 14

2160.3, pages 1-5

3000.1, pages, 14, 4.1
pages 7-8

4020.1, pages 1-2, 2.1-2.2
4020.3, pages 1-2

4020.4, page 1

4043.1, pages 1-22
4043.2, page 1

4043.3, pages 14

4043.4, pages 14

4050.1, pages 1-2
pages 8.1-8.24

4050.3, pages 1-7

4200.1, pages 1-2, 2.1
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Remove Insert
5000.3, pages 1-6 5000.3, pages 1-6
5040.1, pages 1-2 5040.1, pages 1-2
pages 5-7 pages 5-8
7030.3, pages 1-6 7030.3, pages 1-6
7050.3, pages 1-5 7050.3, pages 1-5
Subject Index, pages 1-15 Subject Index, pages 1-15
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Commercial Bank Examination Manual
Supplement 18—May 2003

This supplement reflects changes since the publication of the November 2002 supplement.

LIST OF CHANGES

Section number

Description of the change

1010.1,
1010.2,
1010.3,
1010.4

2020.1

The internal control section was revised to incorporate the Interager
Policy Statement on the Internal Audit Function and Its Outsourcing, issu
by the federal banking and thrift regulatory agencies on March 17, 2003. T
section is now titled “Internal Control and Audit Function, Oversight, an
Outsourcing” to reflect its broadened scope. The 2003 policy stateme
supersedes a 1997 interagency policy statement on internal auditing.
new policy conveys recent developments in internal auditing and addres
supervisory concerns, policies, practices, and procedures about the inte
audit function and its outsourcing. Supervisory guidance is also provided
the independence of accountants, especially those who provide both inte
and external audit services to institutions.

Provisions of the 2002 Sarbanes-Oxley Act and associated Securities
Exchange Commission (SEC) rules are also addressed in the 2003 pc
statement. Banking institutions that are subject to section 36 of the Fed
Deposit Insurance Act—essentially those with $500 million or more |
assets—should comply with the Sarbanes-Oxley Act prohibition on intert
audit outsourcing to an external auditor. When discussing the prohibitions
nonaudit services, the Sarbanes-Oxley Act describes three broad princi
that define potential conflicts of interest for an external auditor. An exterr
auditor should not (1) audit his or her own work, (2) perform manageme
functions, or (3) act in an advocacy role for the client. Institutions should u
these principles as a framework for analyzing existing or proposed nonat
services in order to avoid potential conflicts of interest for the extern
auditor.

The Sarbanes-Oxley Act also established a Public Company Account
Oversight Board (PCOAB). The section discusses the PCOAB's authority
set and enforce auditing, attestation, quality-control, and ethics (includi
independence) standards for auditors of public companies. Accounting fir
that conduct audits of public companies must register with the PCOAB a
be subject to its supervision.

The examination objectives, examination procedures, and internal con
questionnaire were amended to consider any new provisions within t
policy statement. (See SR-03-5 and SR-02-20.)

This revised section on investment securities and end-user activities prov

historical information on the nature and application of the “Uniforn
Agreement on the Classification of Assets and Appraisal of Securities Hi
by Banks.” Table 3 of the section was revised to acknowledge the use
“fair values” (market values), which is the current terminology used in th
application of generally accepted accounting principles (GAAP) whe
classifying securities. (Table 3 of section 2020.1 is referenced within t
preamble to the final Regulation W, which the Board approved on Novemt
27, 2002.)
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2040.4

2080.1
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2082.2,
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2130.1,
2130.2,
2130.3,
21304

3010.1

3020.1

This revised section on loan portfolio management incorporates a February
25, 2003, interagency advisory on mortgage banking. The advisory high-
lights various supervisory concerns regarding the valuation and hedging of
mortgage-servicing assets and similar mortgage banking assets. Supervisory
guidance also is provided on sound risk-management practices pertaining to
valuation and modeling processes, management information systems, and
internal audit involved with mortgage banking activities. (See SR-03-4.) The
examination objectives, examination procedures, and internal control ques-
tionnaire were also revised.

The commercial and industrial loans section was revised to include a
reference to the use of statistical sampling for reviewing loan portfolios of
community banks. (See SR-02-19.)

This new section discusses the Federa Reserve System’s loan-sampling
program for certain community banks. The section discusses the use of a
statistically based sampling approach to loan reviews as an alternative to the
traditional target-coverage approach. The loan-sampling program is directed
toward banks currently having a CAMELS composite and asset quality
rating of 1 or 2 and also assets less than $1 billion. The section discusses the
concept and structure of a sampling program to be used as an aternative to
the “top-down” loan-coverage approach, the benefits for using it, and its
specific implementation procedures. (See SR-02-19.) Examination objec-
tives and examination procedures are provided.

The revised consumer credit section includes the January 8, 2003, inter-
agency guidance on supervisory account management and the allowance for
loan and lease losses (ALLL) methodology for credit card lending issued by
the Federal Financial Institutions Examination Council (FFIEC). In addition
to setting forth supervisory expectations for credit card credit-line manage-
ment, over-limit practices, minimum payments, negative amortization, and
workout and forbearance practices, the guidance clarifies various reporting
requirements related to income recognition and the ALLL. The credit card
lending examination procedures were also revised and expanded. The
examination procedures also include the credit card lending examination
procedures that are currently found in examination modules. (See SR-03-1.)
The examination objectives and internal control questionnaire were also
revised.

The revised section on borrowed funds includes a discussion of the Board's
approval of an amendment to Regulation A on October 31, 2002 (effective
January 9, 2003). The revised rule sets forth the Federa Reserve's primary
and secondary credit programs, which replace the former adjustment and
extended credit programs. The existing seasonal credit program is essentially
unchanged. The revised Regulation A isintended to improve the functioning
of the discount window.

The revised section on the assessment of capital adequacy addresses the
accounting treatment of accrued interest receivables (AIRS) related to credit
card securitizations, as discussed in a December 4, 2002, interagency
advisory. The AIR asset typically represents a subordinated retained interest
in transferred assets. The Financial Accounting Standards Board's FAS 140,
“ Accounting for Transfers and Servicing of Financial Assets and Extinguish-
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4050.1

4063.1,
4063.3,
4063.4

4150.1

7010.1

ments of Liabilities,” sets forth the accounting standards for the securitiza-
tion and sale of credit card receivables and also for computing the gain or
loss on their sale. The banking institution (seller) should report the AIR asset
on the date of transfer at its adjusted cost, based on its relative fair (market)
value. (See SR-02-12 and SR-02-22.)

The revised bank-related organizations section discusses the Board' s Novem-
ber 27, 2002, approval of Regulation W (effective April 1, 2003) asit applies
to transactions with &ffiliates under the statutory provisions of sections 23A
and 23B of the Federal Reserve Act. Regulation W facilitates compliance
with these statutes, provides new exemptions, and combines the statutory
restrictions on transactions between a member and its affiliates that were
found within the previously issued Board interpretations and exemptions.
(See SR-03-2)

The revised electronic banking section incorporates the August 8, 2001,
FFIEC interagency guidance on authentication in an electronic banking
environment, as well as a discussion of the risks and needed risk-
management measures and controls pertaining to existing and emerging
authentication practices. The processes for verifying the identity of prospec-
tive customers and for the authentication of existing customers who use
online systems, such as Internet banking services, are addressed. (See
SR-01-20.) The examination procedures and internal control questionnaire
were also revised.

The section on the review of regulatory reports has been revised to discuss
the provisions of the Securities Exchange Act of 1934, as it was amended by
the Sarbanes-Oxley Act of 2002. The Board was given the authority to
administer and enforce certain provisions of the 1934 act and the Sarbanes-
Oxley Act with respect to state member banks that have a class of securities
registered under section 12(b) or 12(g) of the 1934 act (registered state
member banks). Examiners should consult with a registered state member
bank’s management to ensure that the required reports have been filed with
the Federal Reserve Board pursuant to section 208.36(a) of Regulation H.
The section was also revised to list and discuss some of the most common
SEC formsthat must be filed under the 1934 act and the Sarbanes-Oxley Act.

The revised international glossary section includes an expanded definition,
as well as the detailed components of, the allocated transfer-risk reserve
(ATRR), as stated in the Board's January 6, 2003, revision to subpart D of
Regulation K, sections 211.41-43 (effective February 10, 2003). The ATRR
is established by a charge to current income, is accounted for separately from
the ALLL, and is deducted from the “ gross loans and leases” to arrive at a
“net loans and leases” The ATRR is established and accounted for on a
consolidated basis, as required. In addition to the ATRR, the revised rule
states that international loan fees are to be accounted for in accordance with
GAAP
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This supplement reflects changes since the publication of the May 2002 supplement.

LIST OF CHANGES

Section number

Description of the change

1000.1

2070.1

2072.1,
2072.2,
2072.3

2133.1,
2133.2,
2133.3

The examination strategy and risk-focused examinations section was re\
in the “Branches” subsection to discuss a prohibition against a bank’s usi
interstate branches for deposit production. Section 109 of the Riegle-N
Interstate Banking and Branching Efficiency Act of 1994 prohibits any bai
from establishing or acquiring a branch or branches outside of its home s
primarily for that purpose. The coverage of section 109 includes any brar
of a bank controlled by an out-of-state bank holding company, including
bank consisting only of a main office. An amendment (approved by tl
Board and the Federal Financial Institutions Examination Council (FFIEC
effective October 1, 2002) conformed the uniform rule to section 109. (S
Regulation H, section 208.7(b)(2).) Section 109 sets forth a process tha
based on published loan-to-deposit ratios that can be used to test compli
with the statutory requirements. (See the published host-state loan-to-def
ratios, announced on June 24, 2002.) A noncompliant bank is subject
sanctions.

The general allowance for loan and lease losses (ALLL) section was rev
to provide a reference to the ALLL guidance issued for subprime lendir
which is found in the new section 2133.1. The former methodologies a
documentation summary of the 2001 FFIEC policy statement (SR-01-17) |
been moved to a new section, 2072.1.

These new sections provide supervisory guidance on the design
implementation of ALLL methodologies and documentation practices (
discussed in the July 2, 2001, FFIEC policy statement) that are tailored to
size and complexity of an institution and its loan portfolio. The polic
statement emphasizes that the institution’s board of directors is respons
for ensuring that controls are in place to determine the appropriate level
the ALLL. The institution should maintain and support the ALLL with
documentation that is consistent with its stated policies and procedul
generally accepted accounting principles (GAAP), and applicable supel
sory guidance. The institution’s ALLL methodology must be a thoroug!
disciplined, and consistently applied process that incorporates manageme
current judgment about the credit quality of the loan portfolio. The institutic
must maintain, at a minimum, written supporting documentation for t
following decisions, strategies, and processes: (1) policies and procedt
(over the systems and controls that maintain an appropriate ALLL and o
the ALLL methodology), (2) a loan-grading system or process, (3) validatic
of the ALLL methodology, and (4) periodic adjustments to the ALLL
process. The questions and answers found in appendix A of the pol
statement have been incorporated into section 2072.1 as numbered exan
Examination objectives and procedures are also provided.

These new sections discuss subprime lending, which is defined as exten
credit to borrowers who exhibit characteristics indicating a significant
higher risk of default than traditional bank lending customers. The sectic

Commercial Bank Examination Manual November 2002

Page 1



Supplement 17—November 2002

Section number

Description of the change

3020.1

emphasizes first that institutions engaged in subprime lending need to have
strong risk-management practices and interna controls, as well as board-
approved policies and procedures, that appropriately identify, measure,
monitor, and control al risks in this activity. Institutions considering or
engaging in subprime lending should recognize the additional risks inherent
in this activity and determine if these risks are acceptable and controllable,
given the institution’s staff, financial condition, size, and level of capital
support. (See the March 1, 1999, interagency guidance on subprime lending
and SR-99-6.)

In addition, supplementa interagency guidance from January 2001 is
included. The supplemental guidance is directed primarily to those institu-
tions that have subprime-lending programs that equal or exceed 25 percent
of tier 1 regulatory capital. (See SR-01-04.) The agencies stated that
responsible subprime lending can expand credit access for consumers and
offer attractive returns. Institutions are expected, however, to recognize that
the elevated levels of credit and other risks arising from these activities
require more intensive risk management and, often, additional capital. This
expanded guidance discusses (1) the characteristics of a subprime-lending
program, (2) a set of specific borrower characteristics that may indicate that
an ingtitution is involved in the subprime-lending market, (3) anaysis and
documentation standards for the ALLL, (4) factors to be considered when
determining the appropriate level of capital needed to support subprime
lending, (5) examination procedures for assessing the quality of subprime-
loan portfolios, and (6) a list of potentialy predatory or abusive lending
practices that safety-and-soundness examiners would criticize. An appendix
consisting of questions and answers pertaining to the January 2001 supple-
mental guidance is provided. Subprime-lending examination objectives and
procedures are also provided.

The section on the assessment of capital adequacy has been revised for
severa rule changes and clarifying interpretations. The first revision is for a
limited rule change (issued jointly by the federal banking agencies) that the
Board approved on March 27, 2002 (effective July 1, 2002). It lowered, from
100 percent to 20 percent, the risk weight that is applied to certain securities
claims on, or guaranteed by, a qualifying securities firm in the United States
and in other countries that are members of the Organization for Economic
Cooperation and Development (OECD). (See the Federal Reserve's joint
press release of April 9, 2002, and its attachment.)

This section was also revised to include interpretive guidance on the
appropriate applications of the November 29, 2001, joint final rule issued by
the Federal Reserve, Federal Deposit Insurance Corporation (FDIC), Office
of the Comptroller of the Currency (OCC), and Office of Thrift Supervision
(OTYS) on the capital treatment of recourse obligations, direct-credit substi-
tutes, and residual interests in asset securitizations. The guidance (SR-02-16
and the joint interagency interpretive guidance issued on September 5, 2002)
is in the form of questions and answers. It addresses risk-based capital
treatment pertaining to (1) split or partialy rated instruments (instruments
that are derived from a securitization and assigned separate ratings for
principal and interest), (2) a ratings-based qudlification for corporate bonds
or other securities that are not related in any way to a securitization or
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4030.1

structured-finance program (they do not qualify for the ratings-based
approach), (3) spread accounts that function as credit-enhancing interest-
only strips, (4) audits of internal credit-risk rating systems (if audits must be
performed by a bank’s internal-audit department rather than another inde-
pendent internal entity), and (5) clean-up calls (related to the repurchase of
assets pursuant to a clean-up call and whether certain clean-up cals are
treated as a recourse obligation or a direct-credit substitute).

The section addresses the risk-based capital treatment of accrued interest
receivables (AIR) related to credit card securitizations, as discussed in aMay
17, 2002, interagency advisory. The AIR asset represents a subordinated
retained interest in the transferred assets. The AIR asset therefore meets the
definition of a“ residual interest” that requires dollar-for-dollar capital, even
if the amount exceeds the fully equivalent risk-based capital charge on the
transferred assets under the November 2001 rule amendment, which was
effective December 31, 2001. (See SR-02-12.)

The section also includes changes in the capital adequacy guidelines for state
member banks, as the guidelines pertain to abank’stier 1 leverage measure.
The revisions to the rule were a result of the capital changes in Regulation
H (12 CFR 208, appendix B), approved by the Board on November 8, 2001
(effective January 1, 2002), and issued in a joint agency press release dated
November 29, 2001. The changes were for (1) agreements involving
recourse, direct-credit substitutes, and residual interests and (2) the final rule
pertaining to nonfinancial equity investments that was approved by the
Board on January 7, 2002 (effective April 1, 2002). (See the January 8, 2002,
joint interagency press release and SR-02-4.)

The asset-securitization section was revised to address covenants in asset-
securitization contracts that are linked to supervisory thresholds or adverse
supervisory actions. The revisions are based on an interagency advisory
issued May 23, 2002, which aerted bank management and boards of
directors that including such covenants in securitization documents is
considered to be an unsafe and unsound banking practice that underminesthe
objective of supervisory actions. (See SR-02-14.) Further, bank management
and boards of directors are encouraged to amend, modify, or remove these
types of covenants in existing transactions. An early amortization or transfer
of servicing that is triggered by such events could create or exacerbate any
liquidity and earnings problems for a bank, possibly leading to a further
deterioration in its financial condition.

The section was also revised to discuss the Interagency Guidance on Implicit
Recourse Provided to Asset Securitizations, issued May 23, 2002. (See
SR-02-15.) The question-and-answer format of the guidance has been
reformatted for this section asillustrative examples. Implicit recourse occurs
when a banking organization provides credit support beyond its contractual
obligation to one or more of its securitizations. Implicit recourse is of
supervisory concern because it demonstrates that the securitizing institution
is reassuming risk associated with the securitized assets—risk that the
institution initially transferred to the marketplace. The May 2002 guidance
assists bankers and supervisors in assessing the types of actions that may, or
may not, constitute implicit recourse. Several possible supervisory actions
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4050.1

4200.1

that the Federal Reserve may take upon a determination that the bank has
provided implicit recourse in an asset securitization are discussed, including
(1) increasing the bank’s regulatory capital requirements for the selling
ingtitution, (2) requiring regulatory capital to be held against the entire
amount of assets sold, and (3) requiring the possible deduction of theresidual
interests from regulatory capital.

The bank-related organizations section was revised to include parallel-
owned banking organizations and the risks and supervisory approach needed
for those organizations. The revision is based on an April 23, 2002, joint
agency statement. A parallel-owned banking organization is created when at
least one U.S. depository ingtitution and one foreign bank are controlled,
either directly or indirectly, by the same person or group of persons who are
closely associated in their business dealings or otherwise acting in concert.
Parallel-owned banking organizations do not include structures in which one
depository ingtitution is a subsidiary of the other, or in which the organiza-
tion is controlled by a company subject to the Bank Holding Company Act
(12 USC 1841).

This new section provides supervisory guidance on fiduciary activities. It
discusses the Federal Reserve's integration of its supervisory assessment of
a bank’s fiduciary activities into the overall safety-and-soundness supervi-
sion process, thus focusing supervisory resources on areas of greatest
potential risk. The Federal Reserve has integrated the examination-frequency
mandates for trust and transfer-agency examinations with safety-and-
soundness examinations. (See SR-01-5.) Supervisory risk profiles, risk
assessments, and supervisory plans are to reflect fiduciary activities. (See
SR-96-10.)

Fiduciary activities and other related services generally include traditional
trust services, such as personal trust, corporate trust, and transfer-agent
services and employee benefit account products and services, as well as
custody and securities-lending services, clearing and settlement, asset
management, and investment advisory activities. (See SR-01-5.) For banks
with significant or complex fiduciary activities, the examination frequency
should be determined based on the impact of fiduciary activities on the
organization’s risk profile. At a minimum, all materia fiduciary business
lines should be subject to examination over atwo-year period or examination
cycle as part of the continuous-supervision process, with higher-risk areas
generally reviewed annually. Fiduciary activities at other banks should be
reviewed, at a minimum, during every other routine safety-and-soundness
examination. Under SR-01-5, aternative examination programs conducted
by state banking authorities may continue to be performed in accordance
with those arrangements. Organizations whose fiduciary activities have
raised supervisory concerns should be subject to an additional level of
supervisory attention.

The composite Uniform Interagency Trust Rating System (UITRS) and
transfer-agent ratings reflect the overall condition of the fiduciary function at
each bank. The UITRS, and any component ratings considered relevant,
should be assigned or updated in a timely manner, based on the results of
examinations, targeted reviews, or other assessments of fiduciary activities.
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5040.1

7040.1,
7040.2,
7040.3,
7040.4

For organizations that have significant or complex fiduciary activities,
composite UITRS and transfer-agent ratings should be updated annually.
(See SR-01-5.) The section fully discusses the UITRS rating system. (See
SR-98-37.)

The section also discusses the Federal Reserve's supervisory concerns
regarding direct or indirect financial incentives for banks and trust institu-
tions that place trust assets with particular mutual funds. The incentives
banks and trust institutions may receive from these arrangements include
fees for using nonaffiliated fund families, as well as incentives for using an
institution’s proprietary mutual funds. Institutions should ensure that they
perform and document an appropriate level of due diligence before entering
into any such compensation arrangements. (See SR-99-7.)

This section on formal and informal corrective actions was revised to discuss
the enforcement provisions involving prompt-corrective-action directives
and the potential assessment of civil money penalties against a bank or
company, or any of its institution-affiliated parties, for noncompliance. Also
discussed are the Federal Reserve's supervisory concerns and guidance that
focus on the FDIC's regulations pertaining to indemnification agreements
and payments. (See SR-02-17.)

The international—transfer-risk section is substantially revised to include
new interagency (Federal Reserve, FDIC, and OCC) supervisory and
examiner guidance on an effective country-risk management process for
banking organizations, which was issued on February 22, 2002. Country risk
is the risk that economic, social, or political conditions in a foreign country
might adversely affect an organization’s financial condition, primarily
through impaired credit quality or transfer risk. (Transfer risk is a subset of
country risk.) The new guidance supplements and strengthens existing
guidance on country risk. The section discusses examiners' responsibilities
for ensuring that a bank’ s management of the country risks that arise from its
international activities is appropriately addressed during the bank examina-
tion process.

Country risk can occur in many different forms, and the nature of specific
risks can change over time. A U.S. banking organization with significant
direct or indirect international exposure must have in place an effective
country-risk management process that is commensurate with the volume and
complexity of its international activities. Examiners should continue to
evaluate the adequacy of the country-risk management process at interna-
tionally active institutions, and they should augment their assessments using
this new guidance. The ingtitution’s country-risk management process
should include, at a minimum, (1) effective oversight by the board of
directors, (2) adequate risk-management policies and procedures, (3) an
accurate country-exposure reporting system, (4) an effective country-risk
analysis process, (5) a country-risk rating system, (6) country-exposure
limits, (7) ongoing monitoring of country conditions, (8) periodic stress
testing of foreign exposures, and (9) adequate internal controls and an audit
function. An institution’s country-risk management process should give
particular attention to any concentrations of country risk. The examination
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objectives, procedures, and internal-control questionnaire have been revised
for the change. (See SR-02-5.)
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1000.1

2020.1
2020.3

2190.1

3000.1

The section discusses the Regulation H requirement that a state me
bank notify the Federal Reserve System of changes in the general chare
of a bank’s business or the scope of its corporate powers. (See Regulatio
sections 208.3(d)(1) and (2) and SR-02-9.) Included is a discussion
individual- or multiple-branch applications, expedited-processing criteri
and a bank’s investment in premises for branches. Branch-closing requ
ments are discussed in relation to section 42 of the Federal Deposit Insure
Act, section 208.6 of Regulation H, and the June 29, 1999, joint poli
statement regarding branch closings. Customers and the Federal Res
must be notified of branch closings (branch relocations are not conside
branch closings). The definition of “eligible bank” (within footnote 1) is
supplemented with an expanded discussion of Community Reinvestment
ratings and whether expedited-processing procedures apply to a bal
membership or branch application. (See Regulation H, section 208.2(e)

The list of permitted stock holdings by member banks (table 4) has be
revised to reflect the Regulation H definition of “capital stock and surplus
which pertains to the Board’s authority to approve a state member ban
limited investment of up to 10 percent of its capital and surplus in

community development corporation. (See Regulation H, section 208.2(
Also included is a discussion on the investment limitations for public welfa
or other such investments, as found in section 9 of the Federal Reserve .
Changes have also been made for the Board's October 16, 2001, revisio
Regulation K, authorizing limited portfolio investments in foreign compa
nies without prior Board notice (see sections 211.8 and 211.9) a
investments in Edge and agreement corporations (see section 211.5).

also SR-02-03.)

The bank premises and equipment section has been revised to re
previous changes to section 24 of the Federal Reserve Act and sec
208.21(a) of Regulation H. A state member bank that is well rated and w
capitalized must give at least 15 days’ notice before it invests in ba
premises in an amount of 150 percent or less of its perpetual preferred st
and related surplus plus common stock plus surplus. The bank may make
investment provided that it has not received notice from the Federal Rese
that the investment is subject to further review. State member banks t
have a CAMELS rating of 1 or 2 as of the most recent examination and tl
are well capitalized may make such investments in premises withc
providing notice to the Board. Banks that are not well capitalized or we
rated may have investments in bank premises only up to 100 percent or
of those amounts, and only with the prior notice indicated above.

The deposit accounts section is revised to better reflect Regulation CC
pertains to banking hours and the processing of demand deposits. Depo:
funds must be made available for withdrawal during a certain period after |
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3020.1
4030.1

banking day on which they were received. Cutoff hours can be established,
after which the bank will deem funds to be received on the next banking day.
Different cutoff-hour limits can apply to different types of deposits.

Revised information is provided for pass-through deposit insurance involv-
ing an employee benefit plan (EBP). The $100,000 limit on FDIC insurance
does not apply to the entire EBP account balance. Instead, the FDIC
insurance “ passes through” to each owner or beneficiary, and the deposited
funds of each individual EBP participant are insured up to $100,000. EBP
deposits are entitled to pass-through insurance when the depository institu-
tion meets the requirements of the FDIC rules (at 12 CFR 330.14), based on
the ingtitution’s prompt-corrective-action capital category when a deposit is
accepted. Certain disclosures are required regarding EBP accounts and their
deposits.

The sections on the assessment of capital adequacy and asset securitization
have been revised to reflect multiple changes to the capital adequacy
standard (risk-based measure). The November 8, 2001, Regulation H
change, effective January 1, 2002, addressed the treatment of recourse
obligations, residua interests, and direct-credit substitutes that expose
banking organizations primarily to credit risk. New standards have been
added for the treatment of residual interests, including a concentration limit
for credit-enhancing interest-only strips. Credit ratings from rating agencies
and certain limited aternative-credit-rating approaches can be used by banks
to match the risk-based capital requirement more closely to their relative risk
of loss for certain positions in asset securitizations. The change is intended
to result in a more consistent treatment for similar transactions, particularly
among the federal banking agencies; a more consistent regulatory capital
treatment for certain transactions involving similar risk; and capital require-
ments that more closely reflect a bank’ s relative exposure to credit risk. (See
SR-02-12, SR-02-14, SR-02-15, and SR-02-16.)

The January 8, 2002, Regulation H change to the risk-based capital adequacy
requirements (risk-based measure), effective April 1, 2002, established
special minimum capital requirements for equity investments in nonfinancial
companies. The new capital requirements apply symmetrically to equity
investments and impose a series of margina capital charges on such
authorized covered equity investments that increase with the level of a
bank’s overall exposure to equity investments relative to its tier 1 capital.
The highest marginal capital charge requiresa 25 percent deduction from tier
1 capital for covered investments that aggregate more than 25 percent of a
bank’s tier 1 capital. Equity investments through small business investment
companies are exempt to the extent that such investments, in the aggregate,
do not exceed 15 percent of the bank’s tier 1 capital. The Federal Reserve
will apply heightened supervision to the banking organizations it supervises
astheir level of concentration in equity investmentsincreases. (See SR-02-4.)

The last change involves the risk-based capital treatment for state member
banks forward equity transactions relating to the repurchase of their
common stock. Some banking organizations have continued to treat shares
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Section number

Description of the change

4040.1
4040.2
4040.3
4040.4

4050.1
4050.4

41251
4125.2
41253
41254

4150.1

under such arrangements as tier 1 capital. These transactions can impair the
permanence of shares, typicaly have certain features that are undesirable
from a supervisory perspective, and are inconsistent with tier 1 capital status.
The Federal Reserve has determined that any banking organization's
common stock that is covered by forward equity transactions entered into
after the issuance of SR-01-27 (November 9, 2001) will be excluded from a
state member bank’ stier 1 capital, other than those transactions specified for
deferred compensation or other employee benefit plans.

The section on the management of insurable risks is substantially revised to
reflect certain bank insurance that is available within the banking industry.
Bank management responsibilities are discussed, which include coordinating
the management of the bank’s various types of risk exposures in conjunction
with an insurance program or making a decision to selectively self-insure
(aternative risk transfer) when permissible and appropriate. Common
insurance policy coverages (such as the fidelity insurance bond and its
included or optional riders, liability insurance, property insurance, aircraft
insurance, and others) are discussed, in addition to common insurance
components and concepts. The section also discusses examiners responsi-
bilities for reviewing a bank’s risk management and management of its
insurance program. The examination objectives, examination procedures,
and internal control questionnaire have been updated.

Two of the bank-related organizations sections have been revised to
reference the Board's October 16, 2001, revision of Regulation K (effective
November 26, 2001), which pertainsto the limited investment procedures for
investing in foreign companies. (See Regulation K, sections 211.8 and
211.9)

The payment systems risk and electronic funds transfer section has been
substantially revised to include the Board’'s December 11, 2001, revision of
its policy statement on payments system risk (PSR policy). The PSR policy
was revised to modify the net debit cap calculation for U.S. branches and
agencies of foreign banks, as well as the time that electronic check
presentments are posted to depository institutions' Federal Reserve accounts
for purposes of measuring daylight overdrafts. The PSR policy incorporates,
with minor modifications, the Board's interim policy that allows certain
depository institutions to pledge collatera to the Federal Reserve to access
additional daylight-overdraft capacity above their net debit caps. The
$50 million limit on the value of book-entry securities transfers was retained.
The section discusses the examiner’s responsibilities with regard to payment
system risk and electronic funds transfer. The examination objectives,
examination procedures, and internal control questionnaire have also been
updated.

The section on the review of regulatory reports has been updated for changes
in reports filed by banks and other banking organizations, including the new
FR Y-10 report, the revised FR Y-6 report, and the internal recordkeeping
requirements for FR 2064 (see SR-02-2 and its discussion of the examiner's
responsibilities). Among other items, the FR Y-10 report collects structure
information on foreign investments and information on the commencement
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Section number

Description of the change

5020.1
6010.1

of new foreign activities. (See Regulation K, sections 211.8 through 211.10.)
The SEC reporting requirements for certain banking and bank-related
organizations are also briefly discussed.

The sections on the overall conclusions regarding the condition of the bank
and on other types of examinations have been updated for Regulation H
provisions regarding the requirements for prior Federal Reserve approval for
changes in the bank’s business or in the scope of the corporate powers that
it exercises. (See SR-02-9 and Regulation H, section 208.3(d)(1) and (2).)
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Summary of Changes value) should be evaluated in the risk-rating
process is provided. Many leveraged transac
tions are underwritten with reliance on the
imputed value, which is often highly volatile.

Section 2020.1, “Investment Securities and End-Sgg.n.d valuation methodologies mustdbe used i
User Activities” and section 2030.1, “Bank 2dd!tion to ongoing stress testing and monitor
Dealer Activitie’s " have been revise.d ,becausemg of those values. Institutions that are substar
effective March 13, 2000, the Gramm-Leach-f'V(aly engaged in leveraged financing are

Bliley Act (GLB Act) authorized well-capitalized expected to adequately risk-rate, track, and mon

state member banks to deal in, underwritetor these transactions and to maintain policie

purchase, and sell municipal revenue bondgpeufylng conditions that would require a chang

. A . .. N risk rating, accrual status, loss recognition, ol
without any limitations relative to the b"’mk"‘\'reserves. Institutions should have compreher

capital. Before the amendment, banks WeTkive credit-analysis processes, frequent monito

!mgzﬁntoinomhléﬂ?ﬁmg{%gﬁ dgﬁg?agl CI)'E),” c;r_ ing, and detailed portfolio reports to better
g mn. ' 9 92" \nderstand and manage the inherent risk i

tion municipal bonds backed by the full fa'thgveraged-finance portfolios. New examinatior

Assets

and credit of an issuer with general powers of, .~ > S :
9 P bjectives and examination procedures, sectior

taxation. Member banks could invest in, but no !
underwrite or deal in, municipal revenue bond 115.2 and 21153, respectively, have also bee

S .
but the purchases and sales of such investme?nrtov'ded' See SR-01-9.
securities for any obligor were limited to
10 percent of a member bank's capital and
surplus. As a result of the GLB Act amendmentQther Examination Areas
the Office of the Comptroller of the Currency
revised its investment securities rule (12 CFR 1¥ection 4050.1, “Bank-Related Organizations,”
on July 2, 2001, to treat municipal revenuenas been revised to include a final rule for
bonds as the equivalent of type | securifinancial subsidiaries of state member banks
ties for well-capitalized member banks. Se€The final rule for financial subsidiaries (1) clari-
SR-01-13. fies that a financial subsidiary includes any of its
Section 2070.1, “Allowance for Loan and direct or indirect subsidiaries and (2) allows
Lease Losses (ALLL),” was revised to incorpo-state member banks to continue and retain ne
rate a brief summary about an interagencyperations subsidiaries, permitted under sta
Policy Statement on Allowance for Loan andlaw and the Board’s interpretations, without
Lease Losses Methodologies and Document&omplying with the requirements of the rule.
tion for Banks and Savings Institutions. TheThe Board approved the rule on August 13
policy statement, issued by the Federal Finar2001.
cial Institutions Examination Council on July 2, The revised section also outlines severa
2001, clarifies the agencies’ expectations fojterim or final rules, exemptions, and interpre-
documentation that supports the ALLL method+tations for certain transactions that pertain tc
ology. The statement further emphasizes thgections 23A and 23B of the Federal Reserv
need for appropriate ALLL policies and proce-Act:
dures, which should include an effective loan-
review system. The guidance provides examplaes The Board adopted an interim final rule for
of appropriate supporting documentation, as sections 23A and 23B that pertains to deriva
well as illustrations of how to implement this tive transactions with affiliates and intraday
guidance. See SR-01-17. extensions of credit to affiliates. The interim
A new section 2115.1, “Leveraged Financ- rule, effective January 1, 2002, requires insti
ing,” sets forth the April 9, 2001, federal bank tutions to adopt policies and procedures tha
interagency guidance concerning sound risk- are reasonably designed to monitor, managt
management practices for institutions. Guidance and control credit exposures arising out of
about risk-rating leveraged-finance loans and derivative transactions with affiliates and
how the imputed value of a business (enterprise intraday extensions of credit to affiliates. The
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rule subjects such transactions to the market-
terms requirement of section 23B.

The Board adopted a fina rule, effective June
11, 2001, that provides an interpretation of
and exemptions from section 23A for deposi-
tory institution loans made to customers to
purchase a security or other asset through a
depository ingtitution affiliate. The interpreta-
tion confirms that section 23A does not apply
to a depository institution’s extensions of
credit to customers that use the loan’s pro-
ceeds to purchase a security or other asset
through a depository institution affiliate, so
long as the ffiliate is acting exclusively as a
broker in the transaction and no &ffiliates
retain any portion of the loan proceeds. The
Board also exempted from section 23A that
portion of the loan to a third party that the
affiliate retains as a market-rate brokerage
commission or agency fee.

The Board adopted two other exemptions

from section 23A for (1) a depository institu-
tion loan that is made to a customer that uses
the proceeds to purchase a third-party-issued
security through adepository institution broker-
dedler affiliate that acts as riskless principal in
the transaction and (2) a depository institution
loan that is made to a customer that uses the
proceeds to purchase a security from a deposi-
tory institution broker-deder affiliate, when
the loan was made pursuant to a preexisting
line of credit not entered into in contemplation
of the purchase of securities from a depository
ingtitution affiliate.
The Board adopted a final rule, also effective
June 11, 2001, that sets forth an interpretation
of section 23A that expands the types of
securities that an insured depository institu-
tion can purchase that are eligible for exemp-
tion under section 23A(d)(6). This provi-
sion exempts such purchases from an affiliate
if they have areadily identifiable and publicly
available market quotation. The interpreta-
tion also expands the ability of an insured
depository institution to purchase securities
from its registered broker-dealer affiliates,
while ensuring that the transactions are con-
ducted according to safe and sound banking
practices.

Section 4060.1, “ Information Technology,”
has been revised to include the federal banking
agency interagency guidelines for financial-
institution standards for safeguarding customer
information. The guidelines, effective July 1,

2001, implement section 501 of the GLB Act,
which required the agenciesto establish financial-
institution standards for administrative, techni-
cal, and physical safeguards relating to customer
records and information. Each ingtitution is
required to establish an information security
program to assess and control the risks to
customer information. The program should be
appropriate for the institution’ s size, complexity,
and nature and for the scope of its operations.
Specific security measures that institutions
should consider in developing the security pro-
gram are outlined. To protect the security of
customer information maintained or processed
by service providers, financial institutions are
required to oversee their service-provider
arrangements. The ingtitution’s board of direc-
torsis responsible for overseeing and approving
the written security policies and the program’s
development, implementation, and maintenance.
Examiners should assess compliance with the
guidelines during each safety-and-soundness
examination or examination cycle. The exami-
nation procedures and internal control question-
naire, sections 4060.3 and 4060.4, respectively,
have been revised for the guidelines. See
SR-01-15.

A new section 4063.1, “ Electronic Banking,”
has been developed to aid in the supervisory
review of electronic banking activities. The
procedures are based on existing supervisory
guidance and the electronic banking examina-
tion documentation (ED) module currently used
by Federal Reserve and Federal Deposit Insur-
ance Corporation examiners. For each safety-
and-soundness examination, examiners should
determine the extent to which an on-site review
of electronic banking activities is necessary
based on the scope and significance of the
activities relative to the size and sophistication
of the institution. The determination of the
examination scope should consider factors such
as_

* the implementation of significant new elec-
tronic banking products and services since the
|ast examination;

significant changes in the composition or level

of customers, earnings, assets, or liabilities

generated or affected by the electronic bank-
ing activities;

» new or significantly modified systems or out-
sourcing relationships for activities related to
electronic banking;

* the need for targeted examinations of business
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lines that rely heavily on the electronic bank-
ing systems or activities; and

« other potential problems or concerns that may
have arisen since the last examination or the
need to follow up on previous examination or
audit issues.

In general, examiners should review electronic
banking activities when these services are newly
implemented, particularly for institutions that
may not have significant experience or expertise
in this area, or when an ingtitution is conducting
novel activities that may pose a heightened risk.
Periodic reviews should be conducted thereafter
based on any significant changes to the scope of
services, the nature of the operations, or any

supervisory concerns. The section is supple-
mented with examination objectives, examina-
tion procedures, and an internal control ques-
tionnaire (sections 4063.2, 4063.3, and 4063.4,
respectively).

Section 4070.1, “ Dividends,” discusses divi-
dend limitations and policies for state member
banks. The examination procedures, section
4070.3, includes a revised table that may be
used as a reference when computing state mem-
ber banks' dividend limitations. These sections
have been revised for Regulation H cites,
statutory-language clarifications, and changesin
the line-item references of current bank call
report schedules.
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Summary of Changes detailed examination guidance provided. Exami
nation objectives and procedures have also bes
Assets added as sections 3012.2 and 3012.3, respe

tively. (See SR-01-8.)
Section 2020.1, “Investment Securities and End-
User Activities,” has been revised to include
supervisory guidance on (1) investing in limitedOther Examination Areas
equities and equity interests in nonpublic com-
panies and (2) lending to private-equity-financedBank-Related Organizations,” section 4050.1,
companies. The statutory and regulatory authowas revised to incorporate changes in statutor
ity for these types of investments is discussedggulatory, and supervisory guidance as a rest
along with safety-and-soundness issues on thef the Gramm-Leach-Bliley Act of 1999. New
management of equity investments. The sectioimformation is provided on the ownership and
identifies sound investment and risk-managemegpntrol of financial subsidiaries, financial hold-
practices and includes guidance on implemening companies (FHCs), and operating subsidi
ing and maintaining adequate internal control@ries of state member banks. The approve
and disclosure practices that is particularlyequirements and permissible activities are dis
important for an institution’s board of directors,cussed, if applicable, as well as any limitations
management, and supervisors. (See SR-00-9.pn and transactions with affiliates (sections 23/

and 23B of the Federal Reserve Act). A discus

sion of the Federal Reserve’s supervisory role a
Liabilities and Capital the umbrella supervisor for FHCs is included.

Section 4060.1, “Information Technology,”

A new section 3012.1, “Complex Wholesalehas been revised to include the bank FFIEC
Borrowings,” has been added to supplement anihteragency policy statement on the risk man
expand on the existing general supervisory guidagement of outsourced technology services. Th
ance on bank funding and borrowing. Someuidance focuses on the risk-management pre
complex wholesale-borrowing funding instru-cess of identifying, measuring, monitoring, anc
ments have embedded options that may signifcontrolling the risks associated with outsourcing
cantly increase a bank's sensitivity to marketechnology services. The amended sectio
and liquidity risks. Maturity mismatches or theincludes four key supervisory elements to addres
embedded options themselves can, in sonthose risks: risk assessment, service-provide
circumstances, adversely affect a bank’s finarselection, contract provisions and review, anc
cial condition. This supervisory guidance col-ongoing service-provider monitoring. The pol-
lectively calls for an analysis of the purposejcy statement has an appendix that provide
effectiveness, concentration exposure, fundingxamples of considerations that may be relevar
stability, and bank management’s understandinghen performing due diligence in selecting &
of the liquidity and interest-rate risks associatedervice provider, dealing with issues involved in
with borrowing and funding strategies. When arcontracting with service providers, and conduct
institution engages in significant complex wholeing ongoing service-provider monitoring. (See
sale borrowings, examiners should follow theSR-00-17.)
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Examination Planning 208.61 of Regulation H (effective October 1,
1998) for bank security procedures. The securit
Section 1010.1, “Internal Control,” has been'€duirements for state member banks were pre

revised to include the September 1999 FFIEiously found in the former Regulation P. The
Interagency Policy Statement on the Externa#xamination procedu_res and the internal contrc
Audits of Banks with Less Than $500 Million in guestionnaire, sections 2000.3 and 2000./
Total Assets. Banks and savings associatiof§spectively, have also been revised.
that have less than $500 million in total assets The lending standards outlined in sectior
(small banks) and that are not subject to othez040.1, “Loan Portfolio Management,” have
audit requirements are encouraged to adopt aeen reinforced to address supervisory concert
external-auditing program as a part of theimbout the weakening of internal controls in the
overall risk-management process. A full-scopgending process caused by overreliance on favo
annual audit by an independent public accourable economic conditions. The supervisory guid
tant is preferable. Such an audit is not feasiblance focuses on the risks involving overly
for every small bank, however. In such casesaggressive lending practices. Supervisors ar
those banks are encouraged to pursue appropéxaminers are to be alert to the following
ate audit alternatives that are set forth in théndications of an institution’s insufficiently rig-
policy statement. Small banks are also encoubrous risk assessment: (1) excessive reliance ¢
aged to establish an audit committee consistingtirong economic conditions and robust financia
of outside directors. The policy statement alsenarkets, such as borrowers whose financie
provides guidance to examiners on the review ofapacity is inadequate to service their debt
external-auditing programs. State member bankgithout access to capital markets on favorabls
subject to this policy are requested to furnisherms; (2) inadequate consideration of stres
copies of their external-auditing program reportsesting; or (3) weakening of key internal con-
to their supervising Federal Reserve Bank. Segols in the lending process. Examiners alse
SR-99-33.* must be attentive to an institution’s monitoring
Section 1020.1, “Federal Reserve Systenof its own credit practices, making certain that
Bank Watch List and Surveillance Programs,’its practices do not lead to a delay in recognizing
has been revised and renamed to incorporag@nerging loan weaknesses. If examiners obsen
procedures for assigning state member banks tadications of insufficient risk assessments, the
a watch list. The watch list and its accompanyshould carefully consider downgrading the in-
ing screen monitoring program identify statestitution’s risk-management, management, and/c
member banks that warrant additional off-siteasset-quality ratings. If these practices ar
surveillance either because of their financialeemed significant to the institution, examiner:
condition or because of recent examination findshould also downgrade the institution’s capita
ings. An updated description of the System t@adequacy rating. When determining the quality
Estimate Examination Ratings, or SEER, ifbank loan portfolios, examiners should review
included. See SR-00-7. The examination objednternal risk-management loan-review systems
tives and procedures, sections 1020.2 and 1020&nduct sufficient loan reviews, and perform
respectively, have also been modified. transaction testing of the lending function to
determine accurately the quality of bank loar
portfolios and other credit exposures. See SR
Assets 99-23. The examination objectives and proce
dures, sections 2040.2 and 2040.3, respectivel

Section 2000.1, “Cash Accounts,” includeshave also been revised.

revised references and provisions of section Section 2120.1, “Direct Financing Leases,”
[ was amended to update the discussion of a ba

* Supervisory (SR) letters are the Federal Reserve’holding company’s leasing of personal or rea
primary means of communicating key policy difec-{)roperty. The last revision of Regulation Y

tives to its examiners, supervisory staff, and th Lt
banking industry. Supervisory letters can be viewed o emqved a number .Of restrictions  from the
the Board’s Internet site at www.federalreserve.goviedquirements for leasing. Two types of leasing

boarddocs/srletters. activities, full-payout leasing or high residual
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value leasing, are permissible for bank holding
companies under section 225.28(b)(3) of Regu-
lation Y.

Section 2130.1, “ Consumer Credit,” was
amended to include the June 2000 FFIEC Uni-
form Retail-Credit Classification and Account-
Management Policy, which supersedes the Feb-
ruary 1999 policy. The February 1999 policy
updated and expanded the classification policy
for retail-credit loans that was issued in 1980.
The June 2000 policy changes and clarifies the
February 1999 policy in several areas, including
the following:

* The explicit limitation on the number and
frequency of extensions, deferrals, rewrites,
and renewals of closed-end loans is replaced
with language that stresses the need for insti-
tutions to adopt and adhere to prudential
internal standards regarding these practices.

« Open-end accountsthat enter a debt-counseling

or workout program may be re-aged after

receipt of at least three consecutive minimum
monthly payments, or the equivalent cumula-
tive amount.

For loans that are secured by residentia real

estate, a current assessment of value should be

made no later than 180 days past the contrac-
tual due date. Any outstanding loan balancein
excess of the value of the property, less cost to
sell, should be classified loss and charged off.

Loanswith collateral that are dueto be charged

off under the policy may be written down to

the value of the collateral, less cost to sdll,
rather than being charged off in their entirety.

« Paymentsreceived after the applicable charge-
off threshold, but before the end of the month
in which the charge-off threshold is triggered,
may be considered in determining whether a
charge-off remains appropriate.

In addition to discussing the revised policy
statement, SR-00-8 advises examiners to con-
sider the methodology used for aging retail
loans. In accordance with the FFIEC call report
instructions, banks and their consumer finance
subsidiaries are required to use the contractual
method, which ages |oans based on the status of
contractual payments. The examination proce-
dures, section 2130.3, have also been revised.

Other Examination Areas

Section 4030.1, “ Asset Securitization,” has been

revised to incorporate joint federal bank inter-
agency supervisory guidance from December
1999 on the risk management and valuation of
retained interests that arise from securitization
activities. These securitization activities present
unigue and sometimes complex risksthat require
the attention of senior management and the
board of directors. This guidance underscores
the importance of sound risk-management prac-
tices in all aspects of asset securitization.
Retained interests, including interest-only strips
receivable, arise when a selling institution keeps
an interest in assets sold to a securitization
vehicle that, in turn, issues bonds to investors.
Supervisory concerns exist about the methods
and models banking organizations use to value
these interests and the difficulties in managing
exposure to these volatile assets. Under gener-
ally accepted accounting principles (GAAP), a
banking organization recognizes an immediate
gain (or loss) on the sale of assets by recording
its retained interest at fair value. The valuation
of the retained interest is based on the present
value of future cash flows in excess of amounts
needed to service the bonds and cover credit
losses and other fees of the securitization vehi-
cle. The determination of fair value should be
based on reasonable, conservative assumptions
about such factors as discount rates, projected
credit losses, and prepayment rates. The retained
interests are to be supported by verifiable docu-
mentation of fair value. Otherwise, the retained
interests should be charged off. The institution
should recognize and hold sufficient capital
against the recourse obligations generated by
securitizations. There also should be an adequate
independent audit function. See SR-99-37. The
examination objectives and procedures, sections
4030.2 and 4030.3, respectively, have also been
revised.

Section 4060.1, “Information Technology
(IT),” has been completely revised. The section
(formerly “ Computer Services" ) includes super-
visory guidance that gives greater emphasis to
therole of IT and its effect on an organization’s
safety and soundness. Separate IT examinations
have been eliminated. Instead, all examinations
should include an assessment and evaluation of
IT risks and risk management. See SR-00-3. The
scope of the assessment should normally be
based on factors such as—

» implementation of new systems or technolo-
gies since the last examination;
« significant changes in operations, such as
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Mergers or systems conversions;
» new or modified outsourcing relationships for
critical operations;
* targeted examinations of business lines in
which internal controls or risk management is
heavily dependent on IT; and
other potential problems or concerns that may
have arisen since the last examination or the
need to follow up on previous examination or
audit issues.

Examiners must consider IT when developing
risk assessments and supervisory plans, and in
determining the level of review needed, given
the characteristics, size, and business activities
of the organization. Safety-and-soundness exam-
iners and IT specialists should closely coordi-
nate their activities and the level of expertise
needed during the risk-assessment and planning
phase, as well as during on-site examinations.
According to SR-98-9, examiners should—

« develop a broad understanding of the organi-
zation's approach, strategy, and structure with
regard to IT activities within and across busi-
ness lines;

* incorporate an analysis of IT activities into
risk assessments, supervisory plans, and scope
memoranda;

 assess the organization's critical systems—
those that support its mgjor business activities,
and the degree of reliance those activities have
on IT systems; and

* determine whether the board of directors and
senior management are adequately identify-
ing, measuring, monitoring, and controlling
the significant risks associated with IT for the
overall organization and its major business
activities.

The section includes the revised FFIEC Uniform
Rating System for Information Technology
(URSIT), effective April 1, 1999, for use in

conducting examination ratings of a bank’s IT.
URSIT' s critical components are audit, manage-
ment, development and acquisition, and support
and delivery. These components are used to
assess the overall performance of IT within an
organization. Examiners evaluate the functions
identified within each component to assess the
institution’s ability to identify, measure, moni-
tor, and control information technology risks.
Each organization examined for I T is assigned a
summary or composite rating based on the
overall results of the evaluation. See SR-99-8.
Ingtitutions that outsource core processing func-
tions are exposed to I T-related risks. For these
institutions, the examiner’'s examination assess-
ment of IT activitiesmay beincorporated directly
into the safety-and-soundness rating. The exami-
nation scope should include an evaluation of the
adequacy of theinstitution’s oversight of service
providers for critical processing activities, the
results of any relevant supervisory reviews of
such service providers, and any significant in-
house activities. See SR-00-3. When developing
an ingtitution’ s examination scope and risk pro-
file, examiners should determine what out-
sourced information- and transaction-processing
activities are critical to the institution’s core
operations. During the on-site examination, the
adequacy of the ingtitution’s risk management
for these critical service providers should be
assessed. A banking institution’s board of direc-
tors and senior management should understand
the key risks associated with the use of service
providers for its critical operations, commensu-
rate with the scope and risks of the outsourced
activity and its importance to the institution’s
business. An institution should ensure that an
appropriate oversight program is in place to
monitor each service provider’s controls, condi-
tion, and performance. See SR-00-4. The exami-
nation objectives and procedures, sections 4060.2
and 4060.3, respectively, have also been
updated.
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Examination Planning adverse classifications. Such write-ups ar
required when management and examiners di

Section 1000.1, “Examination Strategy and Risk&dree about the institution’s disposition of assets

Focused Examinations,” has been completel{' when the institution will be assigned a rating
revised: of 3, 4, or 5. The write-ups will be used to

support classifications presented to manage

« The Federal Reserve System’s examinatioftent, and, in the case of problem banks, t
frequency guidelines for state member bankgupport follow-up supervisory actions. A full
have been revised. Section 306 of the RiegleéVrite-up must provide sufficient detail to sup-
Neal Interstate Banking and Branching Effi-Port the examiner's judgment about the rating
ciency Act of 1994 and section 2221 of theassigned. See SR-99-24. _
Economic Growth and Regulatory Paperwork Section 2080.1, “Commercial and Industrial
Reduction Act of 1996 amended the examinaloans,” includes the minimum information that
tion frequency guidelines. See SR-97-8. Th&eeds to be included on loan line sheets. Th
guidelines are also revised. See SR-98-28 arfgan’s disposition, as well as the reasons for it
section 208.2(e) of Regulation H. disposition. The examiner’s judgment will deter-

« The section summarizes the Federal Reserve’@in€ the extent of support needed to documer

risk-focused examination program for commu-the loan-review decision on the line sheet. The

nity banks and large, complex institutions.JiN€ ticket should state the reasons why a loan i
This program endorses the concept of conducf)-assed' listed for special mention, or adversel

ing, when appropriate, a series of targete&Iassified. Line sheets are also to state whe

examinations during a supervisory cycle Withmformation is not available or is unreliable due

each examination focusing on an activity,° deficient loan administration (especially for

business line, or legal entity. For more detailedoan and collateral documentation and collatere
supervisory guidance on the program, se¥dlues). See SR-99-25. .

SR-97-24 and its handbook, “Framework for  Section 2090.1, “Real Estate Loans,” pro-
Risk-Focused Supervision of Large, Complex//des revised supervisory guidance to be used
Institutions,” and the handbook’s appendicese"aluat'”g and controlling the risks high LTV

See also SR-97-25 and its handbook “FrameIpanS pose to banks. Further clarification is
work for Risk-Focused Supervision of Com_prowded on two exemptlons in the 1992 inter-
munity Banks.” agency real estate lending standards: the “abur

- The section briefly discusses the Federdfance of caution” exemption and the exemptior
or loans sold promptly without recourse. There

Reserve System’s ongoing risk-focused SuPe}é guidance for calculating the LTV ratio when
Fpultiple loans and lenders are involved. Super

visory caution emphasizes the monitoring of

assessment), and periodic reporting, as carriddh LTV limits. Other risk-management issues
out by a designated central point of contacf' © discussed, .SUCh as loan review and monito
and dedicated supervisory team for each col’d: Sales of high LTV loans, and compliance
solidated organization, are explained. See S isk. The real estate loan examination objec

) - . - ives, procedures, and internal control question
99-15 for more detailed supervisory gmdancehaire, sections 2090.2, 2090.3, and 2090.

respectively, also reflect the supervisory guid
A t ance for risk-management programs involving
Ssets high LTV loans. See SR-99-26.

vision program. The program’s standards fo
management, monitoring (maintenance of a
institutional overview, risk matrix, and risk

In section 2060.1, “Classification of Credits,”

the minimum criteria to be used for loan write-Liabilities and Capital

ups are revised. The section sets forth the

minimum standards for information categoriesSection 3020.1, “Assessment of Capital
to be presented in the examination report oAdequacy,” has been revised to include the
assets that are subject to special mention @apital treatment for credit derivatives that are
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used to synthetically replicate collateralized loaincorporate the “Guide to the Interagency Coun-
obligations (CLOs). The supervisory guidancedry Exposure Review Committee” (ICERC).
was developed jointly by the Federal Reserv&he guide was developed to clarify for the
and the Office of the Comptroller of the Cur-public the ICERC's evaluation process, and to
rency. Credit derivatives allow banking institu-explain further its role in the supervisory pro-
tions to assume or transfer credit risk on aess. New information on the application of
specified or “referenced” asset or pool of assetdCERC transfer risk ratings is provided, includ-
CLOs represent asset-backed securities that a@rey several categories of exposure that may
supported by various assets such as commerci&ceive a less severe transfer risk rating, such as
loans. The capital treatment for three synthetishort-term bank or trade exposures; securities
CLO example transactions is provided: (1) whereld in trading accounts; and direct equity invest-
the entire amount of the referenced portfolio isnents. A discussion on rating Other Transfer
hedged; (2) when a high-quality senior riskRisk Problems now supplements the discussion
position in the reference portfolio is retained; oron classifications due to transfer risk. The crite-
(3) when a first-loss position is retained. Mini-ria for determining exposures for strong, mod-
mum conditions are specified for sponsoringrately strong, and weaker countries have been
institutions wishing to use the transaction 2enhanced. See SR-99-35.
synthetic securitization capital treatment. Trans-
action flow diagrams are provided for each
example. See SR-99-32 and its attachment. Thgtgtutes and Regulations
examination objectives and procedures, sections
3020.2 and 3020.3, respectively, have beeBgction 8000.1, “Statutes and Regulations Ad-
revised to include such synthetic CLOs. ministered by the Federal Reserve,” has been
updated. The references listed apply primarily to
state member banks. The table is organized in
International ascending order according to the United States
Code title and section number (for example, 12
The transfer risk examination guidance in secSC 1, 12 USC 51b-1...15 USC 18, 15 USC 21,
tion 7040.3 has been significantly revised teetc.).
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Internal Control, section 1010.1, has been revisagpdated to incorporate the Uniform Retail-
to update information on the characteristics oCredit Classification and Account-Managemen
an effective internal control system, includingPolicy, issued in February 1999. The policy
the directors’ responsibilities; its structure, staff-outlines the criteria institutions should use for
ing, and scope; and the implementation of amlassifying retail credits and provides examiner:
internal audit. New material on internal auditwith guidance for reviewing loan classifications.
requirements for small financial institutions has Asset Securitization, section 4030.1, has bee
been added. updated to add a new subsection on capits
Section 2070.1, Allowance for Loan and Leas@dequacy requirements for securitization acti
Losses, was updated to include interagencyities, as well as guidance on sound risk-
guidance issued after the December 1993 intemanagement practices, including board an
agency policy statement that is printed in thesenior management oversight and stress testin
section. The examination procedures, sectiofhe examination guidelines for analyzing credit,
2070.3, were also updated. reputational, and liquidity and market risks were
Consumer credit, section 2130.1, has beealso revised.
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Section 4030.1, Asset Securitization, has beethe treatment of certain student loan—backe
revised to delete outdated material and clarifgecurities.
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Section 3010.1, Borrowed Funds, was revised to Section 3020.1, Assessment of Capita
incorporate various organizational and editoriaAdequacy, has been updated in serveral aree
changes. More significant changes includénformation on the market-risk measure, nei
expanded discussion on appropriate and inapmrealized holding gains (losses) on securitie
propriate uses of the discount window and thavailable for sale, credit-equivalent computa:
types of acceptable custody arrangements, atidns for derivative contracts, and capital treat:
Reserve Banks’ limits in their lending discretionment of credit derivatives has been added. Th
to institutions that are undercapitalized orsubsections of the intangible assets section c
assigned a composite “5” CAMELS rating. The capital adjustments and assets sold with recour:
examination procedures (section 3010.3) hawere also revised.

also been updated.
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Section 4128.1, Private-Banking Activities, hasexaminers can use when reviewing these activ
been added. This new section provides an oveties at different types and sizes of institutions
view of private banking, describes the cri-Examination objectives for private banking are
tical functions that constitute a private-bankingncluded as section 4128.2.

operation, and outlines general guidelines that

FILING INSTRUCTIONS

Remove Insert

Tab Section Title Pages Pages
Contents
Table of Contents 1-2 1-2
4000
4128.1 Private-Banking Activities 1-14
4128.2 Private-Banking Activities— 1
Examination Objectives
Index
Subject Index 1-11 1-11
Commercial Bank Examination Manual May 1998

Page 1



Commercial Bank Examination Manual
Supplement 7—November 1997

Section 2020.1 was revised for this supplemenproducts. Sections 2020.2, 2020.3, and 2020.
In addition to renaming the section “Investmenthave been reissued to reflect the name chang

Securities and End-User Activities,” the sec-

In Section 4090.1, “Interest-Rate Risk Man-

tion includes information on the SEC’s newagement,” the information on CAMELS ratings
investment-type categories, revises the discusvas revised to include the new market-risk
sion of unsuitable investment practices, andomponent and explain the different ratings
removes material on structured notes and ounsed.
zero-coupon and other original-issue discount
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This supplement updated sections 6000.0 arfdr other report pages, including the Examina:
A.5020.1 to incorporate recent revisions to theion Conclusions and Comments, Asset Quality
Uniform Financial Institutions Rating System.Management/Administration, and Earnings
Technical revisions were made in several othgrages.
sections to add the new component on sensi- Section A.5020.1, Overall Conclusions
tivity to market risk to the CAMEL (now Regarding Condition of the Bank: Uniform
CAMELS) rating system. Financial Institutions Rating System, has beei
Section 6000.0, Instructions for the Report ofevised to update the definitions of composite
Examination, includes a new Sensitivity toratings and the descriptions and definitions fo
Market Risk report page and a discussion ofhe six component ratings (capital adequacy
the evaluation factors for this area. Additionalasset quality, management, earnings, liquidit
changes revise or clarify examiner instructionsind sensitivity to market risk).
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Section 4090.1, Interest-Rate Risk, has beenInternal Control (section 1010.1)
completely revised for this supplement. The Bank Dealer Activities (section 2030.1)
updated section discusses the sources and effeet®eposit Accounts (section 3000.1)
of interest-rate risk, as well as examinatiorr Payments System Risk and Electronic Fund
considerations for assessing an institution’s level Transfer Activities (section 4125.1)
of exposure. Examination Objectives, section
4090.2, have also been reissued.

The following sections were updated to reflect
guidance contained in SR-letters issued earlier
this year:
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This supplement updates the following sections: Analytical Review and Income and Expense

(sections 4010.1 and 4010.2).
Federal Reserve System Surveillance ProgramAsset Securitization (sections 4030.1 anc
(section 1020.1). An item on the written- 4030.2).
analysis requirement for exception-list bank® Management of Insurable Risks (section 4040
has been added to the list of bank surveillance replaces the former Bank Insurance sectior
procedures in the subsection “Review of Bank Sections 4040.1 and 4040.2 have been uf
Exception List and Reserve Bank Analysis.” dated; sections 4040.3 and 4040.4 have bec
Cash Accounts (sections 2000.1 and 2000.2). reissued to reflect the name change. The tabl
Due from Banks (Sections 2010.1 and 20102) from section A.4040.1 have been added to th
Loan Portfolio Management (section 2040.1). end of the updated section 4040.1.
The subsection “Loan Administration” has ¢ Bank-Related Organizations (sections 4050.
been expanded to include information on loan and 4050.2). ) )
applications and approvals, account record$, Computer Services (sections 4060.1 an
payments, credit files, and collateral. 4(_)6_02) )
Concentrations of Credit (section 2050) re- Dividends (sectlt_)ns 4070.1 ar_ld 4070.2).
places the former Concentration of Credits Employee Benefit Trusts (sections 4080.1 an
section. Sections 2050.1 and 2050.2 have 4980'2_)'
been updated; sections 2050.3 and 2050%Litigation and Other Legal Matters;
have been reissued to reflect the name change Examination-Related Subsequent Events (se

; . : tions 4100.1 and 4100.2).
Commercial and Industrial Loans (section .
: » Other Non-Ledger Control Accounts (sections
2080) replaces the former Commercial Loans 4120.1 and 4120.2).

section. Sections 2080.1 and 2080.2 hav.ep S Risk and El ic Fund
been updated; sections 2080.3 and 20807 FPayments System Risk and Electronic Fun

have been reissued to reflect the name change.| ansfer Activities (section 4125.1). The sub-

Real Estate Loans (section 2090.1). A subsec- section Thqu-Party Access Arrangements
. . has been revised.
tion on home equity loans has been added. ,

! Private Placements (sections 4130.1 an
Floor-Plan Loans (sections 2110.1 and 2110.2). 4130.2). (

Direct Financing Leases (section 2120) res Reyiew of Regulatory Reports (sections 4150..
places the former Direct Lease Financing gng 4150.2).

section. Sections 2120.1 and 2120.2 have ggle of Uninsured Nondeposit Debt Obliga-
been revised; sections 2120.3 and 2120.4 havejjons on Bank Premises (sections 4160.1 an
been reissued to reflect the name change.  4160.2).

Consumer Credit (section 2130) consolidates Retail Sales of Nondeposit Investment Prod
material from three former sections: Install- ucts (Section 4170) rep|aces the former Unin
ment Loans (section 2130), Check Credit syred Annuities section. Sections 4170.1 an
(section 2140), and Credit Card Plans (section 4170.2 have been updated; section 4170.3 h:
2150). Sections 2130.1 and 2130.2 have beenpeen reissued to reflect the name change.
updated; sections 2130.3 and 2130.4 have Formal and Informal Corrective Actions (sec-
been reissued to reflect the name change.  tion 5040.1) replaces the former Formal Cor-
Asset-Based Lending (section 2160) replaces rective Actions section.

the former Accounts Receivable Financing Other Types of Examinations (section 6010.1)
section. Sections 2160.1 and 2160.2 haVe International sections:

been updated; sections 2160.3 and 2160.4__ ggction 7000.0

have been reissued to reflect the name change. _ general Introduction (section 7000.1)

Securities Broker and Dealer Loans (sections __ Gjossary (section 7010.1)

2170.1 and 2170.2). — Loan Portfolio Management (sections
Factoring (sections 2180.1 and 2180.2) 7020.1 and 7020.2)

Bank Premises and Equipment (sections 2190.1— Loans and Current Account Advances (sec
and 2190.2) tions 7030.1 and 7030.2)

Borrowed Funds (sections 3010.1 and 3010.2). — Transfer Risk ( sections 7040.1 and 7040.2
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— Financing Foreign Receivables (section§wo new sections have been added:
7050.1 and 7050.2)

— Banker’s Acceptances (sections 7060.1 and Agricultural Loans (sections 2140.1 and
7060.2) 2140.2).

— Due from Banks—Time (sections 7070.1¢« Energy Lending—Production Loans (sections
and 7070.2) 2150.1 and 2150.2).

— Letters of Credit (sections 7080.1 and
7080.2)

— Guarantees Issued (sections 7090.1 and
7090.2)
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This supplement updates the following sections: was added. Examination Objectives (sec

tion 3020.2) were reviewed and the effective
Federal Reserve System Surveillance Programdate was updated.
(sections 1020.1 and 1020.2). » Contingent Claims from Off-Balance-Sheet
Acquisition and Management of Nontrading Credit Activities (section 4110.1) replaces the
Securities and Derivative Instruments (sec- former Off-Balance-Sheet Activities section.
tion 2020) replaces the former Investment Examination Objectives (section 4110.2) have
Securities section. Sections 2020.1 and 2020.2also been issued.
have been updated; sections 2020.3 and 2020.4Real Estate Appraisals and Evaluations (sec
have been reissued to reflect the name changetion 4140.1). A new paragraph on real estatt
Bank Dealer Activities (sections 2030.1 and formerly pledged as collateral to secure ar
2030.2) extension of credit acquired through foreclo-
Allowance for Loan and Lease Losses (sec- sure proceedings was added to the beginnin
tions 2070.1 and 2070.2) of the Reappraisals and Reevaluations subse
Other Real Estate Owned (section 2200.2). tion. Examination Objectives (section 4140.2)
The effective date has been corrected. were reviewed and the effective date wa:
Deposit Accounts (section 3000.1). Informa- updated.
tion on pass-through deposit insurance was Wire Transfer, section 4180, has been re
added to the Special Deposit-Related Issuesnamed and renumbered as Payments Syste
subsection. Examination Objectives (sec- Risk and Electronic Funds Transfer Activ-
tion 3000.2) were reviewed and the effective ity, section 4125. Sections 4125.1 anc
date was updated. 4125.2 have been updated; sections 4125
Assessment of Capital Adequacy (sec- and 4125.4 have been reissued to reflect th
tion 3020.1). The introduction was revised name change. Material previously containec
and information on deferred-tax assets was in appendix sections A.4180.1 and A.4180.2
added to the Capital Adjustments subsection. Wire Transfer: Automated Funds Transfer
The Overall Assessment of Capital Adequacy Systems and Wire Transfer: Payments Systel
subsection was revised to include discussions Risk, has also been incorporated into the ne\
of capital ratios, the impact of management, section.
financial considerations, the adequacy of ane Duties and Responsibilities of Directors (sec:
compliance with capital-improvement plans, tions 5000.1 and 5000.2)
an inadequate allowance for loan and lease Instructions for the Report of Examination
losses, ineligible collateral and guarantees, the (section 6000.1)
market value of bank stock, subordinated¢ Bank Insurance: Financial Institution Bond
debt in excess of limits, and unrealized asset and Other Insurance Coverage (sectiol
values. A new subsection, De Novo Banks, A.4040.1)
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Supplement 2 (May 1995) to théommercial « Commercial Loans: Examination Procedure:
Bank Examination Manuais attached. This (section 2080.3)

supplement updates the following sections of A reference to section 3500.0, “Tie-In Con-
the manual: siderations of the BHC Act,” of theBank
Holding Company Supervision Manualas

» Federal Reserve System Surveillance Program added under step e. on page 4.

(section 1020.1) . .
» Loan Portfolio Management (section 2040.1) (Rsiiltigstgtleog cl);lstrucnon Loans

* Other Real Estate Owned (section 2200.1) The last sentence and the first footnote in thi

* Meetings with Board of Directors partial paragraph at the top of page 3 wer:
(section 5030.1) .
deleted. A new sentence on construction loan
without permanent takeout commitments wa
Changes were also made to the following added, and the footnotes on pages 4-11 we
sections: renumbered.
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Supplement 1 (November 1994) to tiemmer- + Asset Securitization (section 4030.1)
cial Bank Examination Manuas attached. This * Real Estate Appraisals and Evaluations
supplement updates the following sections of (section 4140.1)
the manual:
A new section has been added:

* Internal Control (section 1010.1)
« Classification of Credits (section 2060.1)  + Prompt Corrective Action (section 4133.1 and
» Real Estate Loans (section 2090.1) 4133.2)
» Assessment of Capital Adequacy

(section 3020.1)

FILING INSTRUCTIONS

Remove Insert

Tab Section Title Pages Pages
Contents
Table of Contents 1-2 1-2
1000
1010.1 Internal Control 5-10 5-10
2000
2060.1 Classification of Credits 1-9 1-10
2090.1 Real Estate Loans 1-2, 1-2,
9-15 9-15
3000
3020.1 Assessment of Capital Adequacy 1-18 1-18
4000
4030.1 Asset Securitization 5-8 5-8
4133.1 Prompt Corrective Action 1-9
4133.2 Prompt Corrective Action— 1
Examination Objectives
4140.1 Real Estate Appraisals and Evaluations 1-12 1-12
5000
5000.3 Duties and Responsibilities of 1-2 1-2
Directors—Examination Procedures
Index
Subject Index 1-2, 1-2,
5-6, 5-6,
9-12 9-12,
17-22 17-22
Commercial Bank Examination Manual November 1994

Page 1



Preface

The bank examination process is the Federal preparing workpapers that support examina
Reserve’s fact-finding arm in discharging its tion reports and aid in evaluating the work
regulatory and supervisory responsibilities. The performed; and
essential objectives of an examination are (1) te using objective criteria as a basis for the
provide an objective evaluation of a bank’s overall conclusion, and for the resulting com-
soundness and compliance with banking laws ments and criticism, regarding the condition
and regulations, (2) to permit the Federal Reserve and quality of the bank and its management
to appraise the quality of management and
directors, and (3) to identify those areas where The examiner-in-charge must properly plar
corrective action is required to strengthen th@nd organize the examination before work be
bank, improve the quality of its performance,gins. Initial decisions concerning examinatior
and enable it to comply with applicable laws,scope can usually be made based on the natu
rulings, and regulations. of the bank’s operations; its size; the pas
To accomplish these objectives, the examine#xperience of the examiner-in-charge with the
should evaluate the prudency of the bank'®ank; information in the previous examination
practices, the bank's adherence to laws anggPort, including the condition of the bank at
regulations, the adequacy of the bank’s liquidityfhat examination; communications with the bant
and capital, the quality of the bank’s assets anfiétween examinations; and analysis from th:
earnings, the nature of the bank’s operationdJniform Bank Performance Report. The plan-
and the adequacy of the bank’s internal contrdhing of work and preexamination procedures ar
and internal audit. The scope of an examinatiogovered in the Examination Planning section o
may cover every phase of banking activity, or itthis manual. _
may concentrate on specific areas that deserveExaminers should view the manual as a work

greater emphasis because of their potential effetitd tool rather than as a reference manual. |
on a bank’s soundness. most sections of the manual, examination pro

cedures and internal control questionnaires al
provided to form the basis for the examination
of a bank. These procedures should lead t
ABOUT THIS MANUAL cons_istent and objective exam!r_latio_ns o
varying scopes. The bank’s condition is dis-
closed by the performance of examination pro
_cedures, including review of internal controls
eﬁnd audit function, and the evaluation of the
results therefrom, not by the examiner’s judg-

The goal of theCommercial Bank Examination
Manualis to organize and formalize longstand
ing examination objectives and procedures th
provide guidance to the examiner, and to en
hance the quality and consistent application of'€nt alone.

examination procedures. The manual provides FOF 1arger banks, additional examination pro-
specific guidelines for— cedures need to be incorporated into the proce:

to effectively examine those institutions’ com-
« determining the scope of an examination: plex organizational reporting and accounting
» determining the procedures to be used isyster_ns. Con\_/ersely, some of the procedure
examining all areas of a bank includingrapma'ned in this me_mual do not apply to smaller
those procedures that may lead lto the earlS|zed ban_ks'. Addltlonqlly, state laws and loca
detection of trends that. if continued mighté(haracterlstlcs necessitate supplemental proc
result in a deterioration ‘in the conditién of adures: For example, SPeCIf'C procedures relatin
bank: to various types o_f ag_rlcultural Ieno!lng have nof
T , . been developed in this manual. Similarly, state

+ evaluating the adequacy of the bank’s writteryanking laws must be considered when applyin
policies and procedures, the degree of comye procedures to various areas, such as lendir
pliance with them, and the adequacy of itgapital adequacy, and pledging requirement:

internal_ controls; _ When modifying the procedures, the examiner
* evaluating the work performed by internal andn-charge is responsible for determining that the
external auditors; examination objectives are met and that the

« evaluating the performance and activities oBxamination meets the needs of the individua
management and the board of directors; bank.

Commercial Bank Examination Manual March 1994
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Preface

The manual is also intended to guide exam- Sections in each part are made up of four
iners in their efforts to encourage banks tasubsections, where applicable. They are—
develop written policies and related procedures
in all areas where none exist, and to correct an overview
situations where there are deficiencies in or & examination objectives
lack of compliance with existing procedures. To examination procedures
aid the examiner, this manual includes topics internal control questionnaire
such as loan portfolio management, investment
portfolio management, asset and liability man- The overviews, for the most part, summarize
agement, earnings analysis, capital analysis, attlde respective topics. This information is ex-
service area analysis. A section on the appraisphnded on and reinforced through the Federal
of bank management guides the examiner iReserve’s educational programs and the exam-
assembling and evaluating information from aliner’s experience on the job.
other manual sections and helps uncover incon- The examination objectives describe the goals
sistencies in the application of bank policieghat should be of primary interest to the exam-
among various management groups. Examinemser. Two of the objectives determine the scope
should be able to increase the level of professf the examination for the specific area of
sionalism and the soundness of the bankingxamination interest. They are (1) the evaluation
system by encouraging all banks to follow theof the system of internal control and of bank
best practices that currently exist in the bankpolicies, practices, and procedures, and (2) the
ing industry. In no case, however, should thigvaluation of the scope and adequacy of the
approach discourage the development anaudit function. Other common objectives are to
implementation of conceptually sound andletermine compliance with laws, regulations,
innovative practices by individual banks. and rulings, and to determine the need for

Although this manual is designed to providecorrective action.
guidance to the examiner in planning and con- The examination procedures include proce-
ducting bank examinations, it should not bedures to be performed during a full-scope,
considered a legal reference. Questions concercemprehensive examination. In some instances
ing the applicability of and compliance with not all of the procedures apply to all banks;
federal laws and regulations should be referredxaminers may exercise some flexibility depend-
to appropriate legal counsel. In addition, theng on the particular characteristics of the bank
manual should not be viewed as a comprehemnmnder examination. The materiality and signifi-
sive training guide. Separate training programsance of a given area of bank operations are the
provide more detailed instructions to assist thexaminer’'s primary considerations in deciding
examiner in better understanding banking opetthe scope of the examination and the procedures
ations and applying examination procedures. to be performed. Examiner flexibility results in

examinations tailored to fit the operations of the

bank.
HOW TO USE THIS MANUAL The evaluation of a bank’s internal control
L environment should encompass a review of the
Organization internal audit activities and the implementation

_ o _ of selected internal control questionnaires (ICQs),
The Commercial Bank Examination Manued  which set forth standards for operational con-

divided into nine major parts, each set off by arol. Due to the difference between an examina-

divider tab: tion and an audit, it is not contemplated that all
o ) ICQs will be implemented in any one examina-
* Part 1000—Examination Planning tion. The body of ICQs used during the course
* Part 2000—Assets of the examination should be made up of three
* Part 3000—Liabilities and Capital elements: (1) those mandated for all examina-
* Part 4000—Other Examination Areas tions, (2) those selected by the examiner-in-
« Part 5000—Assessment of the Bank charge based upon experience, knowledge of
» Part 6000—Federal Reserve Examinations problems within the bank, and perception of
¢ Part 7000—International risk, and (3) those that focus on areas where
< Part 8000—Statutes and Regulations on-site evaluation of operational control appears
« Appendix warranted in light of the results of the examina-
March 1994 Commercial Bank Examination Manual
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Preface

tion of internal audit activities. In addition to less of the number of subsections within &
serving as a guide during on-site evaluationgarticular section.
the ICQs can be used in the appraisal of opera- The appendix sections begin with the letter A,
tional audit techniques in banks where the scop®llowed by the number of the section to which
of internal auditing includes such considerthe item relates. For example, the Supplemer
ations. The ICQ steps marked with an asteriskn Internal Auditing for the Internal Control
require substantiation by observation or testingsection is numbered A.1010.1. Should the
they are considered to be fundamental to aninternal Control section have more than one
control program regardless of the size of theppendix item, the numbering would appear a
institution. These steps should be incorporated.1010.1, A.1010.2, etc.
in management control programs in smaller
banks to compensate for the absence of internal
auditing. . . Updates
Following the main parts are a listing of
statutes and regulations administered by thBeginning with the March 1994 reprint of the
Federal Reserve and an appendix that includ@Sommercial Bank Examination Manyall man-
various forms, checklists, statements, and guidgpy, pages are dated March 1994. Succeedir
lines, which provide the examiner with addi-ypdates will be dated the month and year ir
tional information regarding certain topics.  \yhich they are issued. There is an effective dat
at the top of the first page of each subsection th:
shows the last time that subsection was update
Numbering System The manual is usually updated in the spring
and fall of each year; special supplements ar
The manual is arranged using a numberingssued as needed. On the back of the title page
system based on the manual's sections aral checklist so you can record when an updat
subsections. For example, the overview subsebas been filed. For this manual to be mos
tion of the Internal Control section is numbereduseful, it is essential that updated pages be file
1010.1. 1010 is the section number for Internahs soon as possible. If you have any questior
Control, and .1 is the number for the overviewabout receiving updates, please contact Public:
The examination objectives subsection for thations Services, Mail Stop 127, Board of Gover-
section is numbered 1010.2, and so on. Subseners of the Federal Reserve System, Washing
tions are always numbered consecutively regarden, D.C. 20551; 202-452-3244.

Commercial Bank Examination Manual March 1994
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Examination Strategy and Risk-Focused Examinations

Effective date November 2004 Section 1000.1
EXAMINATION-FREQUENCY initiate supervisory action whenever deemes
GUIDELINES FOR STATE necessary.

MEMBER BANKS

The Federal Reserve is required to conduct aJPERVISION OF

full-scope, on-site examination of every insureogTATE'CHARTERED BANKS
e e o o a1 M2y 2004, the State-Feceral Wrking Group
small nsttuions can be examine once qurn!, 1201 o of stte ek comnsir
e_ach 18_-month penod._The 18-month eXamina; 4 the Federal Deposit Insurance Corporatio
tion period can be applied to those banks that—(Fch), developed a recommended-practice
document designed to reiterate and reaffirm th

* have total assets of $250 million or less; need for a common-sense approach for collabc

« are well capitalized, rating with states in the supervision of state:
« were found to be well managed at the mos¢hartered banking organizationsThe recom-
recent Federal Reserve examination; mended practices highlight the importance o

ommunication and coordination between stat
nd federal banking agencies in the plannin
nd execution of supervisory activities.

When communicating and coordinating with

were determined to be in outstanding or goo
condition at the most recent Federal Reservg
examination; that is, they received a compos-

ite lratln_g OT lor2 gndesr the U'nlform Finan- other agencies, examination and supervisor
cial Institutions Rating System; staff should follow the common courtesies anc
are not subject to a formal enforcement prorecommended practices identified in the May
ceeding or action; and 2004 document. The recommended practice

have not had a change in control during th&einforce the Iong-stgndlng commitment of feq-
preceding 12-month period in which a full- €@l and state banking supervisors to provid
scope, on-site examination would have beefficient, effective, and seamless oversight o
required but for the above exceptions. state banks of all sizes, whether those institu

tions operate in a single state or more than on

The exceptions do not limit the authority of Staté. The recommended practices also min

the Federal Reserve to examine any insuréiz€: t0 the fullest extent possible, the regula

member bank as frequently as deemed necetﬁ-ry burden placed on state-chartered banks-

sary. (See SR-97-8.) The examination frequen? us further supporting and fostering a seamles
is also affected by the alternate-year examina2UPervisory process. (See SR-04-12.)
tion program. Banks that are excluded from this

program are those institutions that are $10 bilRecommended Practices for State

lion or greater in size and rated a composite 3 ®Banking Departments, the FDIC, and
worse, and de novo banks until they are rated fha Federal Reserve ’ '

or 2 for two consecutive examinations after they
have commenced operations. Also, a bank tha
undergoes a change in control must be examine
by the Federal Reserve within 12 months of the
change in control. Under the alternate- ; the source for the recommended practices is th
examination program, those banks that qualifjiovember 14, 1996, Nationwide State and Federal Superv
are examined in alternate examination cycles biﬂ?’ ngdfeeTent (éhe ta%reement)_ to enhance ﬂ]je 0\{8{6
the Reserve Bank and the state. Thus, a partic £l eCets soonales suoenieon brogen o st
lar bank would be examined by the Reserv%rinciples to promote coordination in the supervision of all
Bank in one examination cycle, the state in thenterstate banks, with particular emphasis on complex o
next, and so on. Any bank may be removed fronfarger (for example, $1 billion or more of assets) institutions.

the program and examined at any time by eithe('See SR-96-33.) These principles are equally applicable an
important when supervisors from federal and state bankin

agency, and either agency can meet With  Zgencies are communicating and coordinating the supervisic
bank’s management or board of directors 0bf state-chartered banks operating within a single state.

. State and federal banking agencies shoul
take steps to ensure that all staff responsibl
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for the supervision and examination of state-
chartered banks are familiar with the prin-
ciples contained in the agreement. State and
federal banking agencies should ensure that
adherence to the principlesin the agreement
is communicated as a priority within their
respective agencies at all levels of staff—
ranging from the field examiners to the
officersin charge of supervision and to state
bank commissioners.

. Home-state supervisors should make every
effort to communicate and coordinate with
host-state supervisors as an important part
of supervising multistate banks as specified
in the Nationwide Cooperative Agreement
executed by the state banking departments
and recognized by the federal agencies in
the agreement.

. State and federal banking agencies should
consider inviting one another to participate
in regional examiner training programs
and/or seminars to discuss emerging issues
and challenges observed in the banking
industry.

. Federal and state banking departments
should maintain and share current lists
of their staff members designated as
PCPs (primary contact persons) for their
institutions.

. PCPs and EICs (examiners-in-charge) from
the state banking department(s) and federal
agencies should discuss and prepare super-
visory plans at least once during the exami-
nation cycle, and more frequently as appro-
priate for institutions of greater size or
complexity or that are troubled. The agen-
cies should discuss and communicate
changes to the plan as they may evolve over
the examination cycle. The supervisory plans
should be comprehensive, including exami-
nation plans, off-site monitoring, follow-up
or target reviews, supervisory actions, etc.,
as applicable.

. The PCPs from the home-state banking
department and federal banking agencies
should make every effort to share reports
that their individual agencies have produced
through their off-site monitoring program or
through targeted supervisory activities.

. State and federal banking agencies should
notify one another as early as possible if
their agency cannot conduct a supervisory
event (e.g., examination) that was previ-
ously agreed upon—or if the agency intends

10.

11.

12.

to provide fewer examiners/resources than
originaly planned.

. Meetings with bank management and direc-

tors should involve both the appropriate
staff in the home-state banking department
and in the responsible federal banking
agency whenever possible. If a joint meet-
ing is not possible or appropriate (for exam-
ple, the bank arranges the meeting with one
agency only), the other agency (the home-
state banking department or the responsible
federal banking agency as applicable) should
be informed of the meeting.

. The home-state and responsible federal

agency should make every effort to issue a
joint exam report in the 45-day time frame
identified in the agreement. If circum-
stances prevent adherence to time frames
identified in the agreement, the state and
federal agencies should coordinate closely
and consider benchmarks or timing reguire-
ments that may apply to the other agency.

All corrective-action plans (for example,
memoranda of understanding, cease-and
desist-orders) should be jointly discussed,
coordinated, and executed to the fullest
extent possible among all examination par-
ties involved. Also, al information on the
ingtitution’s corrective-action plan and
progress made toward implementing the
plan should be shared.

To ensure that messages to management are
consistent to the fullest extent possible,
supervisory conclusions or proposed actions
should only be communicated to bank man-
agement, the bank board of directors, or
other bank staff after such matters have
been fully vetted within and between the
federal banking agency and home-state
banking department. The vetting process
should, to the fullest extent possible, adhere
to the exit meeting and examination report
issuance time frames specified in the agree-
ment. All parties should make every effort
to expedite the process in order to deliver
timely exam findings and efficient regula-
tory oversight.

When differences between the agencies arise
on important matters, such as examination
conclusions or proposed supervisory action,
senior management from the home-state
banking department and the appropriate
federal banking agency should communi-
cate to try to resolve the differences. In the
event that the state and federal banking

November 2004
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agency cannot reach agreement on impor-
tant matters affecting the supervised institu-
tion, the respective agencies should coordi-
nate the communication of those differences
to the management or board of directors of
the supervised institution, including the tim-
ing thereof and how the differing views will
be presented.

EXAMINATION OF INSURED
DEPOSITORY INSTITUTIONS
BEFORE THEY BECOME OR
MERGE INTO STATE MEMBER
BANKS

Premembership examinations of state nonmem-
ber banks, national banks, and savings associa
tions seeking to convert to state-membership
status will not be required if the bank or savings
association seeking membership meets the cri-
teria for “ eligible bank,” as defined in section
208.2(e) of Regulation H.2 Additionaly,
examinations of state nonmember banks, national
banks, and savings associations seeking to merge
into a state member bank will not be required so
long as the state member bank, on an existing
and pro forma basis, meets the criteria for
eligible bank.

For those institutions not subject to a premem-
bership or premerger examination, risk assess-
ments and supervisory strategies should be com-
pleted no later than 30 days after the conversion
or merger. To the extent issues or concerns arise,
targeted or, if warranted, full-scope examina
tions of the converted or merged institution

2. “Eligible bank” is defined to mean a member bank that
(1) iswell capitalized; (2) has acomposite CAMEL S rating of
1 or 2; (3) has a CRA rating of Outstanding or Satisfactory;
(4) has a rating of 1 or 2 as of its most recent consumer
compliance examination; and (5) has no major unresolved
supervisory issues outstanding, as determined by the Board or
appropriate Federal Reserve Bank in its discretion. A major
unresolved supervisory issue could also arise from significant
trust or fiduciary activities that are found to be conducted in a
less-than-satisfactory manner.

If a bank has not yet received compliance or CRA ratings
from a bank regulatory authority, the Federal Reserve Board
will look to the bank’s holding company to determine whether
the bank’ s application should receive expedited processing. If
the bank’s holding company meets the criteria for expedited
processing under section 225.14(c) of Regulation Y, the
bank’s membership or branch application will be eligible for
expedited processing. Banks that (1) have not yet received
compliance or CRA ratings and (2) either are not owned by a
bank holding company or are owned by a bank holding
company that does not meet the criteriafor expedited process-
ing are not eligible for expedited treatment.

should be conducted as soon as possible after
the conversion or merger. For a state member
bank that was formerly a savings association or
that acquired a savings association, the risk
assessment and supervisory strategy should pay
particular attention to activities conducted by a
service corporation subsidiary that may not be
permissible activities for a state member bank.

Premembership or premerger examinations
should generally be conducted for an insured
depository institution that does not meet the
criteria for eligible bank. Consistent with a
risk-focused approach, these examinations can
be targeted, as appropriate, to the identified area
(or areas) of weakness. The Reserve Bank may,
in its discretion, waive the examination require-
ment if it is determined that conducting an
examination would be (1) inconsistent with a
risk-focused approach or (2) unlikely to provide
information that would assist materially in evalu-
ating the statutory and regulatory factorsthat the
Federal Reserveisrequired to consider in acting
on the membership or merger application.?2 |f
an examination is waived, the Reserve Bank
should prepare and maintain documentation sup-
porting its decision.

In al circumstances, each Reserve Bank is
responsible for ensuring that the examination-
frequency time frames established by Federal
Reserve policy and section 111 of the Federal
Deposit Insurance Corporation |mprovement Act
(FDICIA) are adhered to. When the statutory
deadline for an examination of a depository
institution seeking membership is approaching
or has passed, a Federal Reserve examination of
the ingtitution should be conducted as soon as
practicable after the ingtitution becomes a state
member bank. (See SR-98-28.)

OBJECTIVES OF THE
SUPERVISORY PROCESS

The Federal Reserve is committed to ensuring

2a. Since membership in the Federal Reserve System does
not confer deposit insurance, the membership applications do
not include the requirements of the Community Reinvestment
Act (CRA). Nevertheless, aless-than-satisfactory CRA rating,
especially if it reflects a chronic record of weak CRA
performance, would presumably reflect poorly upon the abili-
ties of the ingtitution’s management. Conseguently, a deter-
mination whether or not to conduct a premembership CRA
examination should be based on a risk-focused assessment of
the issues involved, with an ingtitution’s CRA performance
being only one of the factors considered from a risk-focused
perspective.
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that the supervisory process for al ingtitutions
under its purview meetsthe following objectives:

 Provides flexible and responsive supervision.
The supervisory process is dynamic and for-
ward looking, so it responds to technological
advances, product innovation, and new
risk-management systems and techniques, as
well as to changes in the condition of an
individual financial institution and to market
developments.
« Fosters consistency, coordination, and com-
munication among the appropriate supervi-
sors. Seamless supervision, which reduces
regulatory burden and duplication, is pro-
moted. The supervisory process uses exam-
iner resources effectively by using the institu-
tion's internal and external risk-assessment
and -monitoring systems; making appropriate
use of joint and alternating examinations; and
tailoring supervisory activities to an institu-
tion's condition, risk profile, and unique
characteristics.
Promotes the safety and soundness of finan-
cial institutions. The supervisory process
effectively evaluates the safety and soundness
of banking institutions, including the assess-
ment of risk-management systems, financial
condition, and compliance with laws and
regulations.
Provides a comprehensive assessment of the
institution. The supervisory process integrates
specialty areas (for example, information tech-
nology systems, trust, capital markets, and
consumer compliance) and functional risk
assessments and reviews, in cooperation with
interested supervisors, into a comprehensive
assessment of the ingtitution.

RISK-FOCUSED EXAMINATIONS

Historically, examinations relied significantly
on transaction-testing procedures when assess-
ing a bank’s condition and verifying its adher-
ence to interna policies, procedures, and con-
trols. In a highly dynamic banking market,
however, transaction testing by itself is not
sufficient for ensuring the continued safe and
sound operation of a banking organization.
Evolving financial instruments and markets have
enabled banking organizations to rapidly repo-
sition their portfolio risk exposures. Therefore,
periodic assessments of the condition of afinan-

cial ingtitution that are based on transaction
testing alone cannot keep pace with the moment-
to-moment changes occurring in financial risk
profiles.

To ensure that institutions have in place the
processes necessary to identify, measure, moni-
tor, and control risk exposures, examinations
have increasingly emphasized evaluating the
appropriateness of these processes, evolving
away from a high degree of transaction testing.
Under arisk-focused examination approach, the
degree of transaction testing should be reduced
when internal risk-management processes are
determined to be adequate or when risks are
minimal. However, when risk-management pro-
cesses or internal controls are considered inap-
propriate, such as by an inadequate segregation
of duties or when on-site testing determines
processes to be lacking, additional transaction
testing must be performed. Testing should be
sufficient to fully assess the degree of risk
exposure in a particular function or activity. In
addition, if an examiner believes that a banking
organization’s management is being less than
candid, has provided false or misleading infor-
mation, or has omitted material information,
then substantial on-site transaction testing should
be performed.

Compliance with Laws and
Regulations

Compliance with relevant laws and regulations
should be assessed at every examination. The
steps taken to complete these assessments will
vary depending on the circumstances of the
institution subject to review. When an ingtitu-
tion has a history of satisfactory compliance
with relevant laws and regulations or has an
effective compliance function, only a relatively
limited degree of transaction testing need be
conducted to assess compliance. At institutions
with a less satisfactory compliance record or
that lack a compliance function, more extensive
review will be necessary.

Changes in the General Character of a
Bank's Business

In conjunction with assessing overall compli-
ance with relevant laws and regulations, exam-
iners should review for compliance with the
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requirements of Regulation H. Regulation H
sets forth the requirements for membership of
state-chartered banks in the Federal Reserve
System and imposes certain conditions of mem-
bership on applicant banks. Under the regula
tion, a member bank must “ at all times conduct
its business and exercise its powers with due
regard to safety and soundness” and “ may not,
without the permission of the Board, cause or
permit any change in the general character of its
business or in the scope of the corporate powers
it exercises at the time of admission to member-
ship.” (See SR-02-9 and section 208.3(d)(1) and
(2) of Regulation H (12 CFR 208.3(d)(1) and
)

State member banks must receive the prior
approval of the Board before making any sig-
nificant change in business plans. The trend
toward more diverse; more-complex; and, at
times, riskier activities at some banks has raised
theimportance of this prior-approval requirement.

Changes in the general character of a bank’s
business would include, for example, becoming
a primarily Internet-focused or Internet-only
operation, or concentrating solely on subprime-
lending or leasing activities. Depending on how
they are conducted and managed, these activi-
ties can present novel risks for banking organi-
zations, and may also present risks to the deposit
insurance fund. In many cases, these activities
involve aggressive growth plans and may give
rise to significant financial, managerial, and
other supervisory issues.

In applications for membership in the Federal
Reserve System, careful consideration is given
to a bank’s proposed business plan to ensure, at
aminimum, that appropriate financial and mana-
gerial standards are met. Likewise, the other
federal banking agencies consider a bank’ s busi-
ness plan when they review applications for
federal deposit insurance, in the case of the
Federal Deposit Insurance Corporation (FDIC),
or applications for a national bank or federal
thrift charter, in the case of the Office of the
Comptroller of the Currency (OCC) or the
Office of Thrift Supervision (OTS). The OCC,
the FDIC, and the OTS have been conditioning
their approvals of applications on a requirement
that, during the first three years of operations,
the bank or thrift provides prior notice or obtains
prior approval of any proposed significant
deviations or changes from its original operating
plan. Rather than use similar commitments, the
Federal Reserve has relied on the provisions of
Regulation H to address situations in which a

state member bank proposesto materialy change
its core business plan.

Federal Reserve supervisors will be monitor-
ing changes in the genera character of a state
member bank’s business as part of the Federal
Reserve's normal supervisory process to ensure
compliance with the requirements of Regulation
H and with safe and sound banking practices.
This review should be conducted at least annu-
aly by the Reserve Bank. A significant change
in a bank’s business plan without the Board's
prior approval would be considered a violation
of Regulation H and would be addressed through
follow-up supervisory action.

Branches

When reviewing domestic-branch applications,
the guidelines in section 208.6(b) of Regulation
H are followed. The Board reviews the financial
condition and management of the applying bank,
the adequacy of the bank’s capital and its future
earning prospects, the convenience and needs of
the community to be served, CRA and Regula-
tion BB performance for those branches that
will be accepting deposits, and whether the
bank’s investment in premises for the branch is
consistent with section 208.21 of Regulation H.
A state member bank that desires to establish a
new branch facility may be eligible for expe-
dited processing of its application by the Reserve
Bank if it is an eligible bank, as defined in
section 208.2(e) of Regulation H.

A member bank may also choose to submit an
application that encompasses multiple branches
that it proposes to establish within one year of
the approval date. Unless notification is waived,
the bank must notify the appropriate Reserve
Bank within 30 days of opening any branch
approved under a consolidated application.
Although banks are not required to open an
approved branch, approvals remain valid for one
year. During this period, the Board or the
appropriate Reserve Bank may notify the bank
that in its judgment, based on reports of condi-
tion, examinations, or other information, there
has been a change in the bank’s condition,
financial or otherwise, that warrants reconsid-
eration of the approval. (See Regulation H,
section 208.6(d).)

Insured depository institutions that intend to
close branches must comply with the require-
ments detailed in section 42 of the Federa
Deposit Insurance Act (the FDI Act) (12 USC
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1831r-1). Section 42(e) requires that banks pro-
vide 90 days notice to both customers and, in
the case of insured state member banks, the
Federal Reserve Board, before the date of the
proposed branch closings. The notice must
include a detailed statement of the reasons for
the decision to close the branch and statistical
and other information in support of those stated
reasons. A similar notice to customers must be
posted in a conspicuous manner on the premises
of the branch to be closed, at least 30 days
before the proposed closing. There are addi-
tional notice, meeting, and consultation require-
ments for proposed branch closings by interstate
banksin low- or moderate-income areas. Finaly,
the law requires each insured depository insti-
tution to adopt policies for branch closings. (See
the revised joint policy statement concerning
insured depository institutions' branch-closing
notices and policies, effective June 29, 1999,2°
at Federal Reserve Regulatory Service 3-1503.5.)
Examiners and supervisors need to be mindful
of the section 42 statutory requirements and this
joint policy.

Section 208.6(f) of Regulation H states that
a branch relocation, defined as a movement that
occurs within the immediate neighborhood
and does not substantially affect the nature of
the branch’s business or customers served, is
not considered a branch closing. Section
208.2(c)(2)(ii) of Regulation H states (in one of
six exclusions) that a branch does not include an
office of an affiliated or unaffiliated institution
that provides services to customers of the mem-
ber bank on behalf of the member bank, so long
as the ingtitution is not “ established or oper-
ated” by the bank. For example, a bank could
contract with an unaffiliated or affiliated institu-
tion to receive deposits; cash and issue checks,
drafts, and money orders, change money; and
receive payments of existing indebtedness with-
out becoming a branch of that bank. The bank
could also (1) have no ownership or leasehold
interest in the institution’s offices, (2) have no
employees who work for the ingtitution, and
(3) not exercise any authority or control over the
institution’ s employees or methods of operation.

Section 109 of the Riegle-Nea Interstate
Banking and Branching Efficiency Act of 1994
(the Interstate Act) (12 USC 1835a) prohibits
any bank from establishing or acquiring abranch
or branches outside of its home state primarily
for the purpose of deposit production. In 1997,

2b. See aso 64 Fed. Reg. 34844.

the banking agencies published a joint final rule
implementing section 109. (See 62 Fed. Reg.
47728 (September 10, 1997).) Section 106 of
the Gramm-Leach-Bliley Act of 1999 expanded
the coverage of section 109 of the Interstate Act
to include any branch of abank controlled by an
out-of-state bank holding company. On June 6,
2002, the Board and the other banking agencies
published an amendment to their joint final rule
(effective October 1, 2002) to conform the
uniform rule to section 109. (See 67 Fed. Reg.
38844.) The amendment expands the regulatory
prohibition against interstate branches being
used as deposit-production offices to include any
bank or branch of a bank controlled by an
out-of-state bank holding company, including a
bank consisting only of a main office. (See
Regulation H, section 208.7(b)(2).)

Section 109 sets forth a process to test com-
pliance with the statutory requirements. First, a
bank’s statewide |oan-to-deposit ratio is com-
pared with the host-state loan-to-deposit ratio?d
for banks in a particular state. If the bank’s
statewide loan-to-deposit ratio is at least one-
half of the published host-state |oan-to-deposit
ratio, then it has complied with section 109. A
second step is conducted if a bank’s statewide
loan-to-deposit ratio is less than one-half of the
published ratio for that state or if data are not
available at the bank to conduct the first step.
The second step involves determining whether
the bank is reasonably helping to meet the credit
needs of the communities served by itsinterstate
branches. If a bank fails both of these steps, it
has violated section 109 and is subject to
sanctions.

RISK-MANAGEMENT PROCESSES
AND INTERNAL CONTROLS

The Federal Reserve has always placed signifi-
cant supervisory emphasis on the adequacy of
an ingtitution’s management of risk, including
its system of internal controls, when assessing
the condition of an organization. An institu-
tion's failure to establish a management struc-

2c. The statewide |oan-to-deposit ratio relates to an indi-
vidual bank and is the ratio of a bank’sloans to its depositsin
aparticular state where the bank has interstate branches.

2d. The host-state loan-to-deposit ratio is the ratio of total
loansin astateto total deposits from the state for all banks that
have that state as their home state. For state-chartered banks,
the home state is the state where the bank was chartered.
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ture that adequately identifies, measures, moni-
tors, and controls the risks involved in its
various products and lines of business has long
been considered unsafe and unsound conduct.
Principles of sound management should apply to
the entire spectrum of risks facing a banking
institution, including, but not limited to, credit,
market, liquidity, operational, legal, and reputa-
tional risk. (See SR-97-24 and SR-97-25.)

 Credit risk arises from the potential that a
borrower or counterparty will fail to perform
on an obligation.

Market risk is the risk to a financial ingtitu-
tion’s condition resulting from adverse move-
ments in market rates or prices, such as
interest rates, foreign-exchange rates, or equity
prices.

Liquidity risk is the potential that an ingtitu-
tion will be unable to meet its obligations as
they come due because of an inability to
liquidate assets or obtain adequate funding
(referred to as “ funding-liquidity risk”), or
the potential that the institution cannot easily
unwind or offset specific exposures without
significantly lowering market prices because
of inadequate market depth or market disrup-
tions (referred to as “ market-liquidity risk”™).

Operational risk arises from the potential that
inadequate information systems, operational
problems, breaches in internal controls, fraud,
or unforeseen catastrophes will result in
unexpected losses.

* Legal risk arises from the potential that unen-
forceable contracts, lawsuits, or adverse judg-
ments can disrupt or otherwise negatively
affect the operations or condition of a banking
organization.

Reputational risk is the potential that negative
publicity regarding an institution’s business
practices, whether true or not, will cause a
decline in the customer base, costly litigation,
or revenue reductions.

In practice, an institution’ s business activities
present various combinations and concentra-
tions of these risks depending on the nature and
scope of the particular activity. The following
discussion provides guidelines for determining
the quality of bank management’s formal or
informal systems for identifying, measuring,
and containing these risks.

Elements of Risk Management

When evaluating the quality of risk management
as part of the evaluation of the overall quality of
management, examiners should consider find-
ings relating to the following elements of a
sound risk-management system:

« active board and senior management oversight

« adequate policies, procedures, and limits

« adequate risk-measurement, risk-monitoring,
and management information systems

» comprehensive internal controls

Adequate risk-management programs can vary
considerably in sophistication, depending on the
size and complexity of the banking organization
and the level of risk that it accepts. For smaller
ingtitutions engaged solely in traditional bank-
ing activities and whose senior managers and
directors are actively involved in the details of
day-to-day operations, relatively basic risk-
management systems may be adequate. How-
ever, large, multinational organizations will
require far more elaborate and formal risk-
management systems to address their broader
and typically more-complex range of financial
activities, and to provide senior managers and
directors with the information they need to
monitor and direct day-to-day activities. In addi-
tion to the banking organization’s market and
credit risks, risk-management systems should
encompass the organization’ s trust and fiduciary
activities, including investment advisory ser-
vices, mutual funds, and securities lending.

Active Board and Senior Management
Oversight

When assessing the quality of the oversight by
boards of directors and senior management,
examiners should consider whether the institu-
tion follows policies and practices such as those
described below:

» The board and senior management have iden-
tified and have a clear understanding and
working knowledge of the types of risks
inherent in the ingtitution’ s activities, and they
make appropriate efforts to remain informed
about these risks as financial markets, risk-
management practices, and the institution’s
activities evolve.

» The board has reviewed and approved appro-
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priate policies to limit risks inherent in the
institution’s lending, investing, trading, trust,
fiduciary, and other significant activities or
products.

The board and management are sufficiently
familiar with and are using adequate record-
keeping and reporting systems to measure and
monitor the major sources of risk to the
organization.

The board periodicaly reviews and approves
risk-exposure limits to conform with any
changes in the ingtitution’ s strategies, reviews
new products, and reacts to changes in market
conditions.

Management ensures that its lines of business
are managed and staffed by personnel whose
knowledge, experience, and expertise is con-
sistent with the nature and scope of the
banking organization’s activities.
Management ensures that the depth of staff
resources is sufficient to operate and soundly
manage the institution’ s activities, and ensures
that employees have the integrity, ethica val-
ues, and competence that are consistent with a
prudent management philosophy and operat-
ing style.

Management at all levels provides adequate
supervision of the day-to-day activities of
officers and employees, including manage-
ment supervision of senior officers or heads of
business lines.

Management is able to respond to risks that
may arise from changes in the competitive
environment or from innovations in markets
in which the organization is active.

Before embarking on new activities or intro-
ducing new products, management identifies
and reviews all risks associated with the
activities or products and ensures that the
infrastructure and internal controls necessary
to manage the related risks are in place.

Adequate Poalicies, Procedures, and Limits

Examiners should consider the following when
evaluating the adequacy of a banking organiza-
tion's policies, procedures, and limits:

Theinstitution’s policies, procedures, and lim-
its provide for adequate identification, mea-
surement, monitoring, and control of the risks
posed by its lending, investing, trading, trust,
fiduciary, and other significant activities.

The policies, procedures, and limits are con-

sistent with management’s experience level,
the institution’s stated goals and objectives,
and the overall financial strength of the
organization.

Policies clearly delineate accountability and
lines of authority across the institution's
activities.

Policies provide for the review of new activi-
ties to ensure that the financial institution has
the necessary infrastructures to identify, moni-
tor, and control risks associated with an activ-
ity before it is initiated.
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Adequate Risk Monitoring and applicable, exceptions are noted and promptl
Management Information Systems investigated.
* Adequate procedures exist for ensuring
When assessing the adequacy of an institution’s compliance with applicable laws and
risk measurement and monitoring, as well as its regulations.
management reports and information systems, Internal audit or other control-review prac-
examiners should consider whether these condi-tices provide for independence and objectivity
tions exist: « Internal controls and information systems are
adequately tested and reviewed. The coverag
The institution’s risk-monitoring practices and of, procedures for, and findings and response
reports address all of its material risks. to audits and review tests are adequatel
» Key assumptions, data sources, and proce-documented. Identified material weaknesse
dures used in measuring and monitoring risk are given appropriate and timely high-level
are appropriate and adequately documented,attention, and management’s actions to addre:
and are tested for reliability on an ongoing Mmaterial weaknesses are objectively verifie
basis. and reviewed.
are consistent with the banking organization’s Of directors reviews the effectiveness of inter-
activities; are Structured to monitor exposures nal audlts and Other COntrOl-reV|eW activities
and compliance with established limits, goals, regularly.
or objectives; and, as appropriate, compare
actual versus expected performance.
Reports to management or to the institution’fRISK-FOCUSED SUPERVISION OF
directors are accurate and timely, and contaiCOMMUNITY BANKS
sufficient information for decision makers to .
identify any adverse trends and to evaluatéJnders'[andmg the Bank

adequately the level of risk faced by the . -
insti?ution.y y The risk-focused supervision process for com

munity banks involves a continuous assessmel
of the bank, which leads to an understanding o
the bank that enables examiners to tailor thei
examination to the bank’s risk profile. In addi-
a#ion to examination reports and correspondenc
iles, each Reserve Bank maintains various su

Adequate Internal Controls

When evaluating the adequacy of a financi

institution’s internal controls and audit proce- ” hat i ) i h
dures, examiners should consider whether the%%'nsr;giéﬁqppogz dt tgtitgepr;“ef?/ gc;(lﬁjlsrsl?g/igvr\]/ g
conditions are met: this information helps examiners identify a
_bank’s strengths and vulnerabilities, and is the
Joundation for determining the examination
ctivities to be conducted.

Contact with the organization is encouragec
The institution’s organizational structure-to ir_npr_ove the examiners_’ und_erst_anding of th

- . . institution and the market in which it operates. A
establishes clear lines of authority and reSporlire-examination interview or visit should be
sibility for monitor_ing adherence to pOIiCies'conducted as a part of each examination. Thi
procedyreg, and limits. . meeting gives examiners the opportunity tc
Reporting lines for the control areas are inderearn about any changes in bank manageme
pendent from the business lines, and there igng changes to the bank’s policies, strategi
adequate separation of duties throughout thgection, management information systems, an
organization—such as duties relating to tradgther activities. During this meeing, particular

» The system of internal controls is appropri
ate to the type and level of risks posed b
the nature and scope of the organization’él
activities.

ing, custodial, and back-office activities.  emphasis should be placed on learning about tt
» Official organizational structures reflect actuabank’s new products or new markets it may
operating practices. have entered. The pre-examination interview o

Financial, operational, and regulatory reportwisit also provides examiners with (1) manage:
are reliable, accurate, and timely, and, whement’'s view of local economic conditions,
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1000.1 Examination Strategy and Risk-Focused Examinations

(2) an understanding of the bank’s regulatorghe bank’s condition. Some of the key factors
compliance practices, and (3) its managemenhat should be addressed in the scope memoran-
information systems and internal and/or externalum are described below.

audit function. In addition, Reserve Banks should

contact the state banking regulator to determine . .

whether it has any special areas of concern th&treliminary Risk Assessment

examiners should focus on. ) ) )
A summary of the risks associated with the

bank’s activities should be based on a review of
Reliance on Internal Risk all avqilable sources (_)f informa_tion on th_e bgnk,
including, but not limited to, prior examination
Assessments reports, surveillance reports, correspondence
) ) ) . _files, and audit reports. The scope memorandum
As previously discussed in the subsection “Riskshould include a preliminary assessment of the
Management Processes and Internal Controlsgank’s condition and major risk areas that will
the entire spectrum of risks facing an institutiorhe evaluated through the examination process.
should be considered when assessing a bankpr detailed discussion of risk assessments and
risk portfolio. Internal audit, loan-review, and risk matrices, see the subsection “Risk-Focused

compliance functions are integral to a bank'ssypervision of Large, Complex Institutions.”
own assessment of its risk profile. If applicable,

it may be beneficial to discuss with the bank’s

external auditor the results of its most recenBummary of Pre-Examination Meeting
audit for the bank. Such a discussion gives the

examiner the opportunity to review the externallhe results of the pre-examination meeting
auditor's frequency, scope, and reliance osshould be summarized. Meeting results that
internal audit findings. Examiners should conaffect examination coverage should be
sider the adequacy of these functions in deteemphasized.

mining the risk profile of the bank, and be alert

to opportunities to reduce regulatory burden by .

testing rather than duplicating the work of inter-Summary of Audit and Internal Control

nal and external audit functions. See the subseEnvironment

tion “Risk-Focused Examinations” for a discus-
sion on transaction testing. A summary of the scope and adequacy of the

audit environment should be prepared, which

may result in a modification of the examination

. procedures initially expected to be performed.
Preparation of a Scope Memorandumativities that receive sufficient coverage by the
] ) ) bank’s audit system can be tested through the
An integral product in the risk-focused method-examination process. Certain examination

ology, the scope memorandum identifies thgrocedures could be eliminated if their audit
central ObJeCUVeS of the examination. The memoand internal control areas are deemed

randum also ensures that the examination stragatisfactory.

egy is communicated to appropriate examina-

tion staff, which is of key importance, as the

scope will likely vary from examination to Summary of Examination Procedures
examination. Examination procedures should be

tailored to the characteristics of each bankAs discussed below, examination modules have
keeping in mind its size, complexity, and riskbeen developed for the significant areas reviewed
profile. Procedures should be completed to thduring an examination. The modules are catego-
degree necessary to determine whether thé&ed as primary or supplemental. The primary
bank’s management understands and adequatehpdules must be included in each examination.
controls the levels and types of risk that ardHowever, procedures within the primary mod-
assumed. In addition, the scope memoranduniles can be eliminated or enhanced based on the
should address the general banking envirorrisk assessment or the adequacy of the audit and
ment, economic conditions, and any changesternal control environment. The scope memo-
foreseen by bank management that could affecandum should specifically detail the areas within
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each module to be emphasized during thés required to complete the expanded analysi
examination process. In addition, any supplefor those decision factors that present the grea
mental modules used should be discussed. est degree of risk for the bank. On the othe|
hand, if the risks are properly managed, the
examiner can conclude the review.
Summary of Loan Review The expanded analysis provides guidance fc
determining if weaknesses are material to th
Based on the preliminary risk assessment, thgank’s condition and if they are adequately
anticipated loan coverage should be detailed imanaged. If the risks are material or inad-
the scope memorandum. In addition to statingquately managed, the examiner is directed t
the percentage of commercial and commerciglerform an impact analysis to assess the final
real estate loans to be reviewed, the scopaal impactto the bank and whether any enforce
memorandum should identify which specialtyment action is necessary.
loan reference modules of the general loan The use of the modules should be tailored t
module are to be completed. The memorandunie characteristics of each bank based on its siz
should specify activities within the general loancomplexity, and risk profile. As a result, the
module to be reviewed, as well as the depth ofxtent to which each module should be com
any specialty reviews. pleted will vary from bank to bank. The indi-
vidual procedures presented for each level ar
meant only to serve as a guide for answering th
Job Staffing decision factors. Not every procedure require
an individual response, and not every procedur
The staffing for the examination should bemay be applicable at every community bank
detailed. Particular emphasis should be placeixaminers should continue to use their discre
on ensuring that appropriate personnel argonwhen excluding any items as unnecessary i
assigned to the high-risk areas identified in théheir evaluation of decision factors.
bank’s risk assessment.

o RISK-FOCUSED SUPERVISION OF
Examination Modules LARGE, COMPLEX INSTITUTIONS

Standardized electronic community bank examiThe Federal Reserve recognizes a difference |
nation modules have been developed anthe supervisory requirements for community
designed to define common objectives for théanks and large, complex banking organization
review of important activities within institutions (LCBOs). The complexity of financial products,
and to assist in the documentation of examinasophistication of risk-management system:
tion work. It is expected that full-scope exami-(including audit and internal controls), manage:
nations will use these modules. ment structure, and geographic dispersion ¢
The modules establish a three-tiered approadtperations are but a few of the areas in whicl
for the review of a bank’s activities: the first tierlarge institutions may be distinguished from
is the core analysis, the second tier is theommunity banks. While close coordination
expanded review, and the final tier is the impacwith state banking departments, the Office of the
analysis. The core analysis includes a number ggomptroller of the Currency (OCC), and the
decision factors which should be consideredrederal Deposit Insurance Corporation (FDIC
collectively, as well as individually, when evalu-is important for fostering consistency among
ating the potential risk to the bank. To help thébanking supervisors and reducing the regulator
examiner determine whether risks are adequatelrden for community banks, it is critical for
managed, the core analysis section containslarge, complex banking organizations.
list of procedures that may be considered for The examination approaches for both large
implementation. Once the relevant proceduresomplex institutions and community banks are
are performed, the examiner should documentsk-focused processes that rely on an undel
conclusions in the core analysis decision factorstanding of the institution, the performance of
When significant deficiencies or weaknesses arésk assessments, development of a superviso
noted in the core analysis review, the examineplan, and examination procedures tailored to th
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risk profile. However, the two approaches are unsound practices through adequate internal
implemented differently: the process for com- controls and operating procedures. The pro-
plex institutions relies more heavily on a central gram incorporates an approach that focuses on
point of contact and detailed risk assessmentsand evaluates the institution’s risk-management
and supervisory plans before the on-site exami- systems, yet retains transaction testing and
nation or inspection. In comparison, for small supervisory rating systems such as CAMELS,
or noncomplex institutions and community BOPEC, and ROCA. This diagnostic perspec-
banks, risk assessments and examination activi-tive is more dynamic and forward looking
ties may be adequately described in the scopebecause it provides insight into how effec-
memorandum. tively an institution is managing its operations
and how well it is positioned to meet future
business challenges.
Key Elements  Tailoring of supervisory activitieslLarge
institutions are unique, but all possess the

To meet the supervisory objectives discussed ability to quickly change their risk profiles. To
previously and to respond to the characteristics deliver effective supervision, the supervisory
of large institutions, the framework for risk- Program incorporates an approach that tailors
focused supervision of large, complex institu- SUPervisory activities to the risk profile of an

tions contains the following key elements: institution. By concentrating on an institu-
tion's major risk areas, examiners can achieve

- Designation of a central point of contact. & mMmore relevantand penetrating understanding
Large institutions typically have operations in Of the institution’s condition.
several jurisdictions, multiple charters, and Emphasis on ongoing supervisiotarge
diverse product lines. Consequently, the institutions face a rapidly changlng environ-
supervisory program requires that a “central Ment. Therefore, the supervisory program
point of contact” be designated for each emphasizes ongoing supervision through
institution to facilitate coordination and com- increased planning and off-site monitoring.
munication among the numerous regulators ©Ngoing supervision allows for timely adjust-
and specialty areas. ments to the supervisory strategy as con-
Review of functional activitied.arge institu-  ditions change within the institution and
tions are generally structured along business €conomy.
lines or functions, and some activities are
managed on a centralized basis. As a result,é L
single type of risk may cross several legafcOvered Institutions
entities. Therefore, the supervisory program ) o
incorporates assessments along functional lind®" Purposes of the risk-focused supervision
to evaluate risk exposure and its impact offamework, large, complex institutions gener-
safety and soundness. These functional revievi@y have (1) a functional management structure,
will be integrated into the risk assessment§2) @ broad array of products, (3) operations that
for specific legal entities and used to supporgPan multiple supervisory jurisdictions, and
the supervisory ratings for individual legal (4) consolidated assets of $1 billion or mdre.
entitiess These institutions may be state member banks,
« Focus on risk-management processestge bank holding companies .(ln.cludlng their non-
institutions generally have highly developed®@nk and foreign subsidiaries), and branches
risk-management systems, such as interndd agencies of foreign banking organizations.
audit, loan review, and compliance. TheHowever, if an institution with consolidated
supervisory program emphasizes each institSSets totaling $1 billion or more does not have
tion’s responsibility to be the principal sourceth€se characteristics, the supervisory process

for detecting and deterring abusive andidopted for community banks may be more
appropriate. Conversely, the complex-institution

—_— process may be appropriate for some organiza-
3. When functions are located entirely in legal entities that

are not primarily supervised by the Federal Reserve, the———

results of supervisory activities conducted by the primary 4. Large institutions are defined differently in other regu-

regulator will be used to the extent possible to avoid duplicalatory guidance for regulatory reports and examination

tion of activities. mandates.
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tions with consolidated assets less thamate the activities of all state banking depart
$1 billion. ments and will be the state’s principal source o

Nonbank subsidiaries of large, complex domescontact with federal banking agencies and witt
tic institutions are covered by the Supervisoryhe bank |tse|f AlSO, host States will not unilat-
program. These institutions include nonbanierally examine branches of interstate banks.
subsidiaries of the parent bank holding company The RRB is responsible for designating the
and those of the subsidiary state member banksentral point of contact and for ensuring that all
the significant branch operations, primarilyaspects of the supervisory process are full
foreign branches, of state member banks; ancbordinated with LRB and home-state supervi
subsidiary foreign banks of the holding com-sors. To the extent possible, the RRB should rel
pany. The level of supervisory activity toon LRBs to provide the resources to conduc
be conducted for nonbank subsidiaries and forexaminations of out-of-district subsidiaries of a
eign branches and subsidiaries of domestiparent organization, its state member bank sul
institutions should be based on their individuakidiaries, or the out-of-district offices of foreign
risk levels relative to the consolidated organizabanking organizations (FBOs). Close coordina
tion or the state member bank. The risk assoction among the Reserve Banks and other appr
ated with significant nonbank subsidiaries opriate regulators for each organization is critica
branches should be identified as part of théo ensure a consistent, risk-focused approach |
consolidated risk-assessment process. The scoggpervision.
of Edge Act corporation examinations should |n general, LRBs are responsible for the direc
also be determined through the risk-assessmeg\ipervision of state member banks located i
process. In addition, specialty areas should bgeir district. In addition, the LRB provides the
included in the planning process in relation tesources to the RRB to conduct the inspection
their perceived level of risk to the consoli-of second-tier, domestic bank holding compa
dated organization or to any state member banjes; nonbank subsidiaries; and branches ar
subsidiary. agencies of FBOs for top-tier holding compa-

nies located in the RRB’s district. If the func-
tional management of a banking organization i
L . headquartered in its district, the LRB may alsc
Coordination of Supervisory be called upon to conduct a functional business
Activities line review. However, if a state member bank is
owned by an out-of-district domestic holding
Many large, complex institutions have interstat€ompany or if responsibility for supervision of
operations; therefore, close cooperation with théhe overall U.S. operations of the FBO lies with
other federal and state banking agencies @nother Reserve Bank, the supervision of the
critical. To facilitate coordination between theentity should be coordinated by the RRB.
Federal Reserve and other regulators, district If the banking organization prefers to have
Reserve Banks have been assigned roles asdpervisory contact with only one Reserve Bank
responsibilities that reflect their status as eithesvery effort should be made to centralize com
the responsible Reserve Bank (RRB) with thenunication and coordination with the RRB for
central point of contact or the local Reservehat organization. On the other hand, if the
Bank (LRB). organization prefers more localized contact an

LRBs and host states will not routinely exam-communication, the coordination process can b
ine branches of state member banks or issuadapted accordingly.
separate ratings and reports of examination.

Similar to the relationship between the RRBs

and LRBs, home-state supervisovsll coordi- .
Central Point of Contact and
Supervisory Teams

5. The State/Federal Supervisory Protocol and Agreement

established definitions for home and host states. The homé central point of contact is critical to fulfilling

state supervisor is defined as the state that issued the charigja objectives of seamless. risk-focused supe
It will act on behalf of itself and all host-state supervisors_ . _. o
(states into which the bank branches) and will be the singlé{ISIOh' The RRB should deSIQnate a centra

state contact for a particular institution. point of contact for each large, complex institu-
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tion it supervises. Generally, all activities andSharing of Information
duties of other areas within the Federal Reserve,

as well as with other supervisors, should baio further promote seamless, risk-focused

upervision, information related to a specific

institution should be provided, as appropriate, to

. . other interested supervisors. The information to

* be knowledgeable, on an ongoing basis, aboyy shareq includes the products described in the
the institution’s financial condition, manage-«prcess and Products” subsection. However,

ment structure, St.fateg'c plan and dlreCt'onsharing these products with the institution itself

and overall operations; should be carefully evaluated on a case-by-case
remain up-to-date on the condition of thebasis.

assigned institution and be knowledgeable

regarding all supervisory activities; monitor-

ing and surveillance information; applications

issues; capital-markets activities; meetinggynctional Approach and Targeted

with management; and enforcement issues, ii_:xaminations

applicable;

ensure that the objective of seamless, riskfraditionally, the examination process has been
focused supervision is achieved for eackyriven largely by a legal-entity approach to
institution and that the supervisory productganking companies. The basis for risk-focused
described later are prepared in a timelysypervision of large, complex institutions relies
manner; more heavily on a functional, business-line ap-

ensure appropriate fo”ow_up and tracking op_l’oach to SuperVISIng InStI_tUtIOI’IS, Whlle ef-feC-

supervisory concerns, corrective actions, ofively integrating the functional approach into

other matters which come to light throughthe legal-entity assessment.

ongoing communications or surveillance; and The functional approach focuses principally

participate in the examination process ag" the key business activities (for example,

needed, to ensure consistency with the i’nst?-endmg’ Treasury, retail banking) rather than
' on reviewing the legal entity and its balance

tution's supervisory plan and to ensure effecgy o “tpis “approach does not mean that the
tive allocation of resources, including coordi-

nation of on-site efforts with specialt responsibility for a legal-entity assessment is
p Y nored, nor should the Federal Reserve perform

examination areas and other SUPENVISOrs, gx »minations of institutions that other regula-
appropriate, and to facilitate requests for in-

formation from the institution whenevertors are primarily responsible for supervisihg.
possible ’ Rather, Federal Reserve examiners should inte-

grate the findings of a functional review into the

A dedicated supervisory team composed o\Iﬁgal-entlty assessment and coordinate closely

A h S - ith the primary regulator to gather sufficient

lﬂgl\g?uaaé?z;\gighn'Zpe;;gglzjlesr Eﬁg;:sssﬁgegp:rrﬁ formation to form an assessment of the con-
! ga X pars > olidated organization. Nonetheless, in some
risk profile will be assigned to each institution.

) - : . cases, effective supervision of the consoli-
This full-ime, dedicated cadre will be SUpple'dated organization may require Federal Reserve

nmeecnetggarby t%the;rsgeg?el'Ziﬁdefgrsntﬁ‘rgtig;iﬁ’aﬁgxaminers to perform process reviews and pos-
targeted ?/éviewg P ibly transaction testing at all levels of the
9 ) organization.

In a(_jdltlon to designing and executing the Functional risk-focused supervision is to be

supervisory strategy for an organization, thea ;
. . X chieved by—
central point of contact is responsible for man-
aging the supervisory team. The supervisory
team’s major responsibilities are to maintain a————
high level of knowledge of the banking organi- 6. For US. banks owned by FBOs, it is particularly
zation and to ensure that supervisory strategid@Portant to review the U.S. bank on a legal-entity basis and
N . . . ...~ 10 review the risk exposure to the U.S. bank of its parent

Qnd prlorlt_les_are ConS|Ste_nt with the identifie oreign bank since U.S. supervisory authorities do not super-
risks and institutional profile. vise or regulate the parent bank.

coordinated through this contact. The centr
point of contact should—
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planning and conducting joint examinationsProcess and Products

with the primary regulator in areas of mutual

interest, such as nondeposit investment prodkhe risk-focused methodology for the supervi-
ucts, interest-rate risk, liquidity, and mergerssion program for large, complex institutions
and acquisitions; reflects a continuous and dynamic process. Th
leveraging off, or working from, the work methodology consists of six steps, each o
performed by the primary regulator and thewhich uses certain written products to facilitate
work performed by the institution’s internal communication and coordination.

and external auditors by reviewing and using

their workpapers and conclusions to avoid

duplication of effort and to lessen the burden-|-ab|e 1—Steps and Products
on the institution;

reviewing reports of examinations and other

J =] LA Steps Products
communications to the institution issued by
other supervisors; and 1. Understanding the 1. Institutional
» conducting a series of functional reviews or institution overview

targeted examinations of business lines, rel-

evant risk areas, or areas of significant supef ASsessing the 2. Risk-matrix
visory concern during the supervisory cycle. institution’s risk 3. Risk assessment
Functional reviews and targeted examinationg Planning and 4. Supervisory plan
are mcreasmgly necessary to evaluate the scheduling 5. Examination
relevant risk exposure of a large, complex supervisory program
institution and the effectiveness of related _ tiities

risk-management systems.
4. Defining examina- 6. Scope

The relevant findings of functional reviews or tion activities memorandum

targeted examinations should be— 7. Entry letter

« incorporated into the annual summary super®- Performing 8. Functional
visory report, with follow-up on deficiencies ~ €xamination examination
noted in the functional reviews or targeted Procedures modules
examinations; 6. Reporting the 9. Examination

* conveyed to the institution’s management dur- - findings report(s)

ing a close-out or exit meeting with the

relevant area’s line management; and The focus of the products should be on fully

: comr_numca_tedl in a formal written report 0 5chieving a risk-focused, seamless, and coord
the institution’s management or board of,ateq supervisory process, not simply on com
directors when significant weaknesses argeting the products. The content and format o
detected or when the finding results in &ne products are flexible and should be adapte
downgrade of any rating component. to correspond to the supervisory practices of th

agencies involved and to the structure and corm

The functional approach to risk assessmen exity of the institution.

and to planning supervisory activities shoul

include a review of the parent company and its

significant nonbank subsidiaries. However, the . o

level of supervisory review should be approprildnderstanding the Institution

ate to the risk profile of the parent company or

its nonbank subsidiary in relation to the consoli-The starting point for risk-focused supervision is
dated organization. Intercompany transactiondeveloping an understanding of the institution
should continue to be reviewed as part of th@his step is critical to tailoring the supervision
examination procedures performed to ensurgrogram to meet the characteristics of the orge
that these transactions comply with laws andization and to adjusting that program on ar
regulations and do not pose safety-and-soundnessgoing basis as circumstances change. Furthe
concerns. more, understanding the Federal Reserve’
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supervisory role in relation to an institution andsupervisory findings. General types of informa-

its affiliates is essential. tion that may be valuable to present in the
Through increased emphasis on planning anoverview include—

monitoring, supervisory activities can focus on

the significant risks to the institution and one a brief description of the organizational

related supervisory concerns. The technological structure;

and market developments within the financiab a summary of the organization’s business

sector and the speed with which an institution’s strategies as well as changes in key business

financial condition and risk profile can change lines, growth areas, new products, etc., since

make it critical for supervisors to keep abreast of the prior review;

events and changes in risk exposure and strat-key issues for the organization, either from

egy. Accordingly, the central point of contact for external or internal factors;

each large, complex institution should reviews an overview of management;

certain information on an ongoing basis and g prief analysis of the consolidated financial

prepare an institution overview that will com-  ¢ondition and trends:

municate his or her understanding of that 5 gescription of the future prospects of the
Information generated by the Federal Reserve, gescriptions of internal and external audit;

other supervisory agencies, the institution, and 5 symmary of supervisory activity performed

public organizations may assist the_ central point ginee the last review: and

.Of contact in fo_rmlng and_ maintaining an ongo-, ., ngiderations  for conducting future

ing understanding of the institution’s risk profile examinations

and current condition. In addition, the central '

point of contact should hold periodic discus-

sions with the institution’s management to cover, . o .

among other topics, credit-market conditionsASsessing the Institution’s Risks

new products, divestitures, mergers and acqui-

sitions, and the results of any recently completedio focus supervisory activities on the areas of

internal and external audits. When other agergreatest risk to an institution, the central point of

cies have supervisory responsibilities for theontact should perform a risk assessment. The

organization, joint discussions should beisk assessment highlights both the strengths and

considered. vulnerabilities of an institution and provides a
The principal risk-focused supervisory toolsfoundation for determining the supervisory

and documents, including an institutional overactivities to be conducted. Further, the assess-

view, risk matrix, and risk assessment for thenent should apply to the entire spectrum of risks

organization, should be current. Accordinglyfacing an institution (as previously discussed in

the central point of contact should distill andthe subsection “Risk-Management Processes and

incorporate significant new information into Internal Controls”).

these documents at least quarterly. Factors suchAn institution’s business activities present

as emerging risks; new products; and significantarious combinations and concentrations of the

changes in business strategy, management, camsted risks depending on the nature and scope of

dition, or ownership may warrant more frequenthe particular activity. Therefore, when conduct-

updates. In general, the more dynamic the organg the risk assessment, consideration must be

nization’s operations and risks, the more fregiven to the institution’s overall risk environ-

quently the central point of contact shouldment, the reliability of its internal risk manage-

update the risk assessment, strategies, and plangent, the adequacy of its information technol-

ogy systems, and the risks associated with each
of its significant business activities.
Preparation of the Institutional Overview

The institutional overview should contain aAssessment of the Overall Risk

concise executive summary that demonstratdsnvironment

an understanding of the institution’s present

condition and its current and prospective riskThe starting point in the risk-assessment process
profiles, as well as highlights key issues and pas$ an evaluation of the institution’s risk tolerance
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and of management’s perception of the organirading systems. Accordingly, the institution’s
zation’s strengths and weaknesses. This evaludask assessment must consider the adequacy
tion should entail discussions with managemerits information technology systems.
and review of supporting documents, strategic
plans, and policy statements. In general, man-
agement is expected to have a clear understangreparation of the Risk Matrix
ing of both the institution’s markets and the
general banking environment, as well as howA risk matrix is used to identify significant
these factors affect the institution. activities, the type and level of inherent risks in
The institution should have a clearly definedhese activities, and the adequacy of risk mar
risk-management structure, which may be foragement over these activities, as well as t
mal or informal, centralized or decentralizeddetermine composite-risk assessments for ea
However, the greater the risk assumed by thef these activities and the overall institution. A
institution, the more sophisticated its risk-risk matrix can be developed for the consoli-
management system should be. Regardless déted organization, for a separate affiliate, o
the approach, the types and levels of risk aalong functional business lines. The matrix is ¢
institution is willing to accept should reflect its flexible tool that documents the process fol-
risk appetite, as determined by the board ofowed to assess the overall risk of an institutior
directors. and is a basis for preparation of the narrative
To assess the overall risk environment, theisk assessment.
central point of contact should make a prelimi- Activities and their significance can be iden-
nary evaluation of the institution’s internal risktified by reviewing information from the insti-
management, considering the adequacy of itsition, the Reserve Bank, or other supervisors
internal audit, loan-review, and compliance funcAfter the significant activities are identified, the
tions. External audits also provide importantype and level of risk inherent in them should be
information on the institution’s risk profile and determined. Types of risk may be categorized a
condition, which may be used in the riskpreviously described or by using categories
assessment. defined either by the institution or other super-
In addition, the central point of contact shouldvisory agencies. If the institution uses risk
review risk assessments developed by the intecategories that differ from those defined by the
nal audit department for significant lines ofsupervisory agencies, the examiner should dete
business, and compare those results with thaine if all relevant types of risk are appropri-
supervisory risk assessment. Management's abately captured. If risks are appropriately cap:
ity to aggregate risks on a global basis shoultured by the institution, the examiner should us¢
also be evaluated. This preliminary evaluatiorthe categories identified by the institution.
can be used when developing the scope of For the identified functions or activities, the
examination activities to determine the level ofinherent risk involved in that activity should be
examiner reliance on the institution’s internaldescribed as high, moderate, or low for eacl
risk management. type of risk associated with that type of activity.
Risk-monitoring activities must be supportedThe following definitions apply:
by management information systems that pro-
vide senior managers and directors with timely High inherent riskexists when the activity is
and reliable reports on the financial condition, significant or positions are large in relation to
operating performance, and risk exposure of the the institution’s resources or its peer group
consolidated organization. These systems mustwhen the number of transactions is substar
also provide managers engaged in the day-to-tial, or when the nature of the activity is
day management of the organization’s activities inherently more complex than normal. Thus,
with regular and sufficiently detailed reports for the activity potentially could result in a sig-
their areas of responsibility. Moreover, in most nificant and harmful loss to the organization.
large, complex institutions, management infors Moderate inherent rislexists when positions
mation systems not only provide reporting sys- are average in relation to the institution’s
tems, but also support a broad range of businessresources or its peer group, when the volum
decisions through sophisticated risk-managementof transactions is average, and when thi
and decision-making tools such as credit- activity is more typical or traditional. Thus,
scoring and asset/liability models and automated while the activity potentially could result in a
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loss to the organization, the loss could be Acceptable risk managementlicates that the
absorbed by the organization in the normal institution’s risk-management systems,
course of business. although largely effective, may be lacking to
e Low inherent riskexists when the volume, some modest degree. It reflects an ability to
size, or nature of the activity is such that even cope successfully with existing and foresee-
if the internal controls have weaknesses, the able exposure that may arise in carrying out
risk of loss is remote, or, if a loss were to the institution’s business plan. While the
occur, it would have little negative impact on institution may have some minor risk-
the institution’s overall financial condition. management weaknesses, these problems have
been recognized and are being addressed.
This risk-assessment is made without consider- Overall, board and senior management over-
ing management processes and controls; thosesight, policies and limits, risk-monitoring pro-
factors are considered when evaluating the cedures, reports, and management information
adequacy of the institution’s risk-management systems are considered effective in maintain-
systems. ing a safe and sound institution. Risks are
generally being controlled in a manner that
does not require more than normal supervi-
Assessing Adequacy of Risk Management sory attention.
* Weak risk managemenindicates risk-
When assessing the adequacy of an institution’s management systems that are lacking in
risk-management systems for identified func- important ways and, therefore, are a cause for
tions or activities, the focus should be on find- more than normal supervisory attention. The
ings related to the key elements of a sound risk- internal control system may be lacking in
management system: active board and seniorimportant respects, particularly as indicated
management oversight; adequate policies, pro-by continued control exceptions or by the
cedures, and limits; adequate risk-management,failure to adhere to written policies and pro-
monitoring, and management information sys- cedures. The deficiencies associated in these
tems; and comprehensive internal controls. systems could have adverse effects on the
(These elements are described in the earliersafety and soundness of the institution or
subsection “Elements of Risk Management.”) could lead to a material misstatement of its
Taking these key elements into account, the financial statements if corrective actions are
contact should assess the relative strength of thenot taken.
risk-management processes and controls for each
identified function or activity. Relative strength The composite risk for each significant activ-
should be characterized as strong, acceptable, ity is determined by balancing the overall level
weak as defined below: of inherent risk of the activity with the overall
strength of risk-management systems for that
e Strong risk managemerndicates that man- activity. For example, commercial real estate
agement effectively identifies and controls alloans usually will be determined to be inherently
major types of risk posed by the relevanthigh risk. However, the probability and the
activity or function. The board and manage-magnitude of possible loss may be reduced by
ment participate in managing risk and ensurbaving very conservative underwriting stan-
that appropriate policies and limits exist, whichdards, effective credit administration, strong
the board understands, reviews, and approveisternal loan review, and a good early warning
Policies and limits are supported by risk-system. Consequently, after accounting for these
monitoring procedures, reports, and managenitigating factors, the overall risk profile and
ment information systems that provide thdevel of supervisory concern associated with
necessary information and analysis to makeommercial real estate loans may be moderate.
timely and appropriate responses to changing To facilitate consistency in the preparation of
conditions. Internal controls and audit procethe risk matrix, general definitions of the com-
dures are appropriate to the size and activitiggosite level of risk for significant activities are
of the institution. There are few exceptions toprovided as follows:
established policies and procedures, and none
of these exceptions would likely lead to a* A high composite riskgenerally would be
significant loss to the organization. assigned to an activity in which the risk-
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management system does not significantlgerving as a platform for developing the super
mitigate the high inherent risk of the activity. visory plan.

Thus, the activity could potentially resultin a The format and content of the written risk
financial loss that would have a significantassessment are flexible and should be tailored
negative impact on the organization’s overalthe individual institution. The risk assessmen
condition, in some cases, even when theeflects the dynamics of the institution; there-
systems are considered strong. For an activitfpre, it should consider the institution’s evolving
with moderate inherent risk, a risk-managemeriiusiness strategies and be amended as signi
system that has significant weaknesses couthnt changes in the risk profile occur. Input fron
result in a high-composite-risk assessmertdther affected supervisors and specialty unit
because management appears to have ghould be included to ensure that all the institu
insufficient understanding of the risk andtion’s significant risks are identified. The risk
uncertain capacity to anticipate and respond tassessment should—

changing conditions.

« A moderate composite risgenerally would ° includg an overall risk assessment of the
be assigned to an activity with moderate Ordanization; _ _
inherent risk, which the risk-management sys® describe the types of risk (credit, market,
tems appropriately mitigate. For an activity lluidity, reputational, operational, legal) and
with low inherent risk, significant weaknesses their level (high, moderate, low) and direction
in the risk-management system may result in a (increasing, stable, decreasing); .
moderate-composite-risk assessment. On tHeidentify all major functions, business lines,
other hand, a strong risk-management systemactivities, products, and legal entities from
may reduce the risks of an inherently high-risk Wh'C_h significant risks emanate, as well as the
activity so that any potential financial loss key issues that could affect the risk profile;
from the activity would have only a moderate® consider the relationship between the likeli-

negative impact on the financial condition of hood of an adverse event and its potentia
the organization. impact on an institution; and

« describe the institution’s risk-management sys
tems. Reviews and risk assessments pe
formed by internal and external auditors shoulc
be discussed, as should the institution’s ability
to take on and manage risk prospectively.

* A low composite riskgenerally would be
assigned to an activity that has low inherent
risks. An activity with moderate inherent risk
may be assessed a low composite risk when
internal controls and risk-management sys-
tems are strong, and when they effectively

mitigate much of the risk. The central point of contact should attempt tc

identify the cause of unfavorable trends, not jus
port the symptoms. The risk assessment shou
flect a thorough analysis that leads to conclu
sjons about the institution’s risk profile, rather
an just reiterating the facts.

Once the composite-risk assessment of eaq[ﬁ
identified significant activity or function is com-
pleted, an overall composite-risk assessme
should be made for off-site analytical and plan-
ning purposes. This assessment is the final step
in the development of the risk matrix, and the
evaluation of the overall composite risk isPlanning and Scheduling Supervisory
incorporated into the written risk assessment. Activities

The supervisory plan forms a bridge betweel

. . the institution’s risk assessment, which identi-

Preparation of the Risk Assessment fies significant risks and supervisory concerns

and the supervisory activities to be conductec

A written risk assessment is used as an internéth developing the supervisory plan and exami

supervisory planning tool and to facilitate com-nation schedule, the central point of contac

munication with other supervisors. The goal isshould minimize disruption to the institution

to develop a document that presents a comprend, whenever possible, avoid duplicative

hensive, risk-focused view of the institution,examination efforts and requesting similar infor-
delineating the areas of supervisory concern armation from the other supervisors.
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The institution’s organizational structure ance
complexity are significant considerations when
planning the specific supervisory activities to be
conducted. Additionally, interstate banking and
branching activities have implications for plan-.
ning on-site and off-site review. The scope and

coordinating examinations of different

disciplines;

determining compliance with, or the potential
for, supervisory action;

balancing mandated requirements with the
objectives of the plan;

location of on-site work for interstate banking. providing general logistical information (for
operations will depend upon the significance exammple, a timetable of supervisory activi-
and risk profile of local operations, the location ties, the participants, and expected resource
of the supervised entity’s major functions, and requirements); and

the degree of its centralize_ltior_l. The bulk of, assessing the extent to which internal and
safety-and-soundness examinations for branCheSexternaI audit, internal loan review, compli-

of an interstate bank would likely be conducted ance, and other risk-management systems will
at the head office or regional offices, supple- 4 tested and relied upon.

mented by periodic reviews of branch opera-

tions and internal controls. The supervisory plan Generally, the planning horizon to be covered
should reflect the need to coordinate thesg 15 months for domestic institutiofisThe
reviews of branch operations with othergera| supervisory objectives and basic frame-
SUpPervisors. work need to be outlined by midyear to facilitate
preliminary discussions with other supervisors
and to coincide with planning for the Federal
Reserve’s annual scheduling conferences. The

. . lan should be finalized by the end of the year,
A comprehensive supervisory plan shou_ld b&or execution in the following year.
developed annually, and reviewed and revised at

least quarterly to reflect any significant new
information or emerging banking trends or risks.
The supervisory plan and any revisions shoulg,
be periodically discussed with representatives of

the pr_incipal_regulators of major affiliates 10The examination program should provide a
reconfirm their agreement on the overall plan foEomprehensive schedule of examination activi-

coordinating itsimplementation,whenwarrantedties for the entire organization and aid in the

The plan should demonstrate that sUpervisory, j-4in~tion and communication of responsibili-

concerns identified through the risk-assessmeqjLg o, g pervisory activities. An examination
process and thf"‘t tthe deﬂmeglc_les nOted_”'nbthﬁrogram provides a comprehensive listing of all
previous examination aré being or Will D€e,amination activities to be conducted at an

addressed. To the extent that the institution’ﬁq titution for the given planning horizon. To
risk-management systems are adequate, the le Epare a complete examination program and

of supervisory activity may be adjusted. Th€efect the institution’s current conditions and

pla_n_should generally address all super\/'sor)ﬁctivities, and the activities of other supervisors,
activities to be conducted, the scope of thosg,, central point of contact needs to be the focal
activities (full or targeted), the objectives of ynin tor communications on a particular insti-
those activities (for example, review of specifict tion. The role includes any communications
business lines, products, support functions, Ieg‘%\llljith the Federal Reserve, the institution’s man-
Sz?gement, and other supervisors. The examina-
Nion program generally incorporates the follow-
ing logistical elements:

Preparation of the Supervisory Plan

reparation of the Examination Program

activities, if any. Consideration should be give
to—

prioritizing supervisory resources on areas of
higher risk;
pooling examiner resources to reduce the
regulatory burden on institutions as well as
examination redundancies; o -
- . 7. The examination plans and assessments of condition of
maximizing the use _Of e_Xam|_nerS who args, operations that are used for FBO supervision use a
located where the activity is being conducted12-month period.

a schedule of activities, period, and resource
estimates for planned projects
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an identification of the agencies conducting a statement of the objectives;

and participating in the supervisory activity. an overview of the activities and risks to be
(when there are joint supervisors, indicate the gy gjyated:

lead agency and the agency responsible for a
particular activity) and resources committed’ manacement svstems and internal or extern
by all participants to the area(s) under review lagem . y |

o audit findings;

the planned product for communicating find- o

ings (indicate whether it will be a formal * & descrlptlo_n o_f th_e procedures_that are to b
report or supervisory memorandum) performed, indicating any sampling process t

the need for special examiner skills and the P& used and the level of transaction testing

extent of participation of individuals from When appropriate;

specialty functions « identification of the procedures that are
expected to be performed off-site; and

a description of how the findings of targeted
reviews, if any, will be used on the current
examination.

the level of reliance on internal risk-

Defining Examination Activities
Scope Memorandum

The scope memorandum is an integral product

in the risk-focused methodology because it idenEntry Letter

tifies the key objectives of the on-site examina- ) ]

tion. The focus of on-site examination activities,The entry letter should be tailored to fit the
identified in the scope memorandum, follow aSPecific character and profile of the institution tc
top-down approach that includes a review of th&e examined and the scope of the activities to b
organization’s internal risk-management sysPerformed. Thus, effective use of entry letter:
tems and an appropriate level of transactiofepends on the planning and scoping of :
testing. The risk-focused methodology is flexJisk-focused examination. To eliminate duplica-
ible regarding the amount of on-site transactiofion and minimize the regulatory burden on ar
testing used. Although the focus of the examilnstitution, entry letters should not request
nation is on the institution’s processes, adnformation that is regularly provided to desig-

appropriate level of transaction testing and asségted central points of contact or that is avail
review will be necessary to Verify the integrityable W|th|n eaCh Federal Reserve Bank. Whe\

of internal systems. needed for examinations of larger or more

After the areas to be reviewed have bee§OMPlEX organizations, the entry letter s_houlc
identified in the supervisory plan, a scope mema?€ Supplemented by requests for information o
randum should be prepared that documents Sp?gpe_0|alty_act|_V|t|es. The specific items selectet
cific objectives for the projected examinations!O" inclusion in the entry letter should meet the
This document is of key importance, as thdellowing guidelines:
scope of the examination will likely vary from . - _—
year to year. Thus, it is necessary to identify th& reflect rlsk-fogused supervision objectives anc
specific areas chosen for review and the extent the €xamination scope
of those reviews. The scope memorandum wilt facilitate efficiency in the examination process
help ensure that the supervisory plan for the and lessen the burden on financial institution
|nst|tut|0n iS exe?ute.d, anq W|” Communicat(-if. ||m|t’ to the extent possible, requests for
the specific examination objectives to the exami- special management reports
nation staff. o . .

The scope memorandum should be tailored to efllmlnate |t|ems ”S.]?d fqr audit-type procedure
the size, complexity, and current rating of the (.or.exalmp e, ver |c§t|ons) . )
institution subject to review. For large but less’ distinguish between information to be mailed
complex institutions, the scope memorandum tO the examiner-in-charge for off-site exami-
may be combined with the supervisory plan or nation _pro_cec_iures and mformatlon to be helc
the risk assessment. The scope memorandun@t the institution for on-site procedures
should define the objectives of the examinatiore, allow management sufficient lead time to
and generally should include— prepare the requested information
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Examination Procedures areas include the following:

Examination procedures should be tailored te loan portfolio analysis

the characteristics of each institution, keeping in Treasury activities

mind size, complexity, and risk profile. They* trading and capital-markets activities

should focus on developing appropriate docus internal controls and audit

mentation to adequately assess management'ssupervisory ratings

ability to identify, measure, monitor, and control® information systems

risks. Procedures should be completed to the fiduciary activities

degree necessary to determine whether theprivate banking

institution’s management understands ane retail banking activities

adequately controls the levels and types of risks payments system risk

that are assumed. For transaction testing, the

volume of loans to be tested should be adjusted

according to management's ability to accurateNReporting the Findings

identify problems and potential problem credits,

and to measure, monitor, and control the instiAt least annually, a comprehensive summary

tution’s exposure to overall credit risk. Like- supervisory report should be prepared that sup-

wise, the level of transaction testing for compli-ports the organization’s assigned ratings and

ance with laws and regulations should take intencompasses the results of the entire supervi-

account the effectiveness of management sysery cycle. This report should (1) convey the

tems to monitor, evaluate, and ensure compliFederal Reserve’s view of the condition of the

ance with applicable laws and regulations.  organization and its key risk-management pro-
During the supervisory cycle, the 10 func-cesses, (2) communicate the composite supervi-

tional areas listed below will be evaluated insory ratings, (3) discuss each of the major

most full-scope examinations. To evaluate theseusiness risks, (4) summarize the supervisory

functional areas, procedures need to be tailoreattivities conducted during the supervisory cycle

to fit the risk assessment that was prepared f@and the resulting findings, and (5) assess the

the institution and the scope memorandum thaffectiveness of any corrective actions taken by

was prepared for the examination. These fundhe organization. This report will satisfy super-

tional areas represent the primary businesgsory and legal requirements for a full-scope

activities and functions of large, complex insti-examination. Reserve Bank management, as

tutions, as well as common sources of signifiwell as Board officials, when warranted, will

cant risk to them. Additionally, other areas ofmeet with the organization’s board of directors

significant sources of risk to an institution orto present and discuss the contents of the report

areas that are central to the examination assigand the Federal Reserve’s assessment of the

ment will need to be evaluated. The functionatondition of the organization. (See SR-99-15.)
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Internal Control and Audit Function, Oversight, and Outsourcing

Effective date May 2004

Section 1010.1

This section sets forth the principal aspects of
effective internal control and audit and discusses
some pertinent points relative to the internal
control questionnaires (ICQs). It assists the
examiner in understanding and evaluating the
objectives of and the work performed by inter-
nal and external auditors. It also sets forth the
general criteria the examiner should consider to
determine if the work of internal and external
auditors can be relied on in the performance of
the examination. To the extent that audit records
can be relied on, they should be used to com-
plete the ICQs implemented during the exami-
nation. In most cases, only those questions not
fully supported by audit records would require
the examiner to perform a detailed review of the
area in question.

Effective internal control is a foundation for
the safe and sound operation of a financial
institution. The board of directors and senior
managers of an institution are responsible for
ensuring that the system of internal control is
effective. Their responsibility cannot be del-
egated to others within or outside the organiza-
tion. An internal audit function is an important
element of an effective system of internal con-
trol. When properly structured and conducted,
internal audit provides directors and senior man-
agement with vital information about the condi-
tion of the system of internal control, and it
identifies weaknesses so that management can
take prompt, remedial action. Examiners are to
review an institution’s internal audit function
and recommend improvements if needed. In
addition, under the Interagency Guidelines
Establishing Standards for Safety and Sound-
ness,! pursuant to section 39 of the Federal
Deposit Insurance Act (FDI Act) (12 USC
1831p-1), each institution is required to have an
internal audit function that is appropriate to its
size and the nature and scope of its activities.

In summary, internal control is a process
designed to provide reasonable assurance that
the institution will achieve the following objec-
tives: efficient and effective operations, includ-
ing safeguarding of assets; reliable financial
reporting; and compliance with applicable laws
and regulations. Internal control consists of five
components that are a part of the management
process: control environment, risk assessment,
control activities, information and communica-

1. For state member banks, appendix D-1 to 12 CFR 208.

tion, and monitoring activities. The effective
functioning of these components, which is
brought about by an institution’s board of direc-
tors, management, and other personnel, is essen-
tial to achieving the internal control objectives.
This description of internal control is consistent
with the Committee of Sponsoring Organiza-
tions of the Treadway Commission (COSO)
report Internal Control—Integrated Framework.
In addition, under the COSO framework, finan-
cial reporting is defined in terms of published
financial statements, which, for these purposes,
encompasses financial statements prepared in
accordance with generally accepted accounting
principles and regulatory reports (such as the
Reports of Condition and Income). Institutions
are encouraged to evaluate their internal control
against the COSO framework.

AUDIT COMMITTEE OVERSIGHT

Internal and external auditors will not feel free
to assess the bank’s operations if their indepen-
dence is compromised. This can sometimes
happen when internal and external auditors
report solely to senior management instead of to
the board of directors.

The independence of internal and external
auditors is increased when they report to an
independent audit committee (one made up of
external directors who are not members of the
bank’s management). The auditors’ indepen-
dence is enhanced when the audit committee
takes an active role in approving the internal and
external audit scope and plan.

The role of the independent audit committee
is growing in importance. The audit commit-
tee’s duties may include overseeing the internal
audit function; approving or recommending the
appointment of external auditors and the scope
of external audits and other services; providing
the opportunity for auditors to meet and discuss
findings apart from management; reviewing with
management and external auditors the year-end
financial statements; and meeting with regula-
tory authorities.

Public Company Accounting
Oversight Board

The Sarbanes-Oxley Act of 2002 (the act)
became law on July 30, 2002 (Pub. L. No.
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107-204). The act addresses weaknesses in cor-
porate governance and the accounting and
auditing professions and includes provisions
addressing audits, financial reporting and disclo-
sure, conflicts of interest, and corporate gover-
nance at publicly owned companies. The act,
among other things, requires public companies
to have an audit committee composed entirely of
independent directors. Publicly owned banking
organizations that are listed on the New York
Stock Exchange (NYSE) and Nasdaq must
also comply with those exchanges’ listing
requirements, which include audit committee
requirements.

The act also established a Public Company
Accounting Oversight Board (PCAOB) that has
the authority to set and enforce auditing, attes-
tation, quality-control, and ethics (including
independence) standards for auditors of public
companies (subject to Securities and Exchange
Commission (SEC) review). (See SR-02-20.)
Accounting firms that conduct audits of public
companies (registered accounting firms) must
register with the PCAOB and be subject to its
supervision. The PCAOB is also empowered to
inspect the auditing operations of public account-
ing firms that audit public companies, as well as
impose disciplinary and remedial sanctions for
violations of its rules, securities laws, and pro-
fessional auditing and accounting standards.
(See www.pcaobus.org.)

In May 2003, the Federal Reserve, the Office
of the Comptroller of the Currency, and the
Office of Thrift Supervision announced that they
did not expect to take actions to apply the
corporate-governance and other requirements of
the Sarbanes-Oxley Act generally to nonpublic
banking organizations that are not otherwise
subject to them.? (See SR-03-08.) The agencies,
however, encouraged nonpublic banking organi-
zations to periodically review their policies and
procedures relating to corporate-governance and
auditing matters. This review should ensure that
such policies and procedures are consistent with
applicable law, regulations, and supervisory
guidance and remain appropriate in light of the
organization’s size, operations, and resources.
Furthermore, the agencies stated that a banking
organization’s policies and procedures for cor-
porate governance, internal controls, and audit-

2. As discussed below, some aspects of the auditor-
independence rules established by the Sarbanes-Oxley Act
apply to all federally insured depository institutions with $500
million or more in total assets. See part 363 of the FDIC’s
regulations.

ing will be assessed during the supervisory
process, and the agencies may take appropriate
supervisory action if there are deficiencies or
weaknesses in these areas that are inconsistent
with sound corporate-governance practices or
safety-and-soundness considerations.

DISCIPLINARY ACTIONS
AGAINST ACCOUNTANTS AND
ACCOUNTING FIRMS
PERFORMING CERTAIN AUDIT
SERVICES

Section 36 of the Federal Deposit Insurance Act
(the FDI Act) authorizes the federal bank and
thrift regulatory agencies (the agencies)? to take
disciplinary actions against independent public
accountants and accounting firms that perform
audit services covered by the act’s provisions.
Section 36, as implemented by part 363 of the
FDIC’s rules (12 CFR 363), requires that each
federally insured depository institution with total
assets of $500 million or more obtain an audit of
its financial statements and an attestation on
management’s assertions concerning internal
controls over financial reporting performed by
an independent public accountant (the accoun-
tant). The insured depository institution must
include the accountant’s audit and attestation
reports in its annual report.

The agencies jointly published amended rules
pursuant to section 36 that set forth the practices
and procedures to implement their authority to
remove, suspend, or debar, for good cause,?? an
accountant or firm from performing audit and
attestation services for insured depository insti-
tutions with assets of $500 million or more.3®
Immediate suspensions are permitted in limited
circumstances. Also, an accountant or account-
ing firm is prohibited from performing audit
services for the covered institution if an autho-

3. The Board of Governors of the Federal Reserve System,
the Office of the Comptroller of the Currency, the Federal
Deposit Insurance Corporation, and the Office of Thrift
Supervision. The Board approved its rules on August 6, 2003
(press release of August 8, 2003). The rules became effective
October 1, 2003.

3a. The rules provide that certain violations of law, negli-
gent conduct, reckless violations of professional standards, or
lack of qualifications to perform auditing services may be
considered good cause.

3b. See the Federal Reserve’s rules on disciplinary actions
against public accountants and accounting firms at 12 CFR
263.94 and 12 CFR 263, subpart J.
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rized agency has taken such a disciplinary action
against the accountant or firm, or if the SEC or
the PCAOB has taken certain disciplinary action
against the accountant or firm.

The amended rules reflect the agencies’
increasing concern about the quality of audits
and internal controls for financial reporting at
insured depository institutions. The rules empha-
size the importance of maintaining high quality
in the audits of federally insured depository
institutions’ financial position and in the attes-
tations of management assessments.

OBJECTIVES OF INTERNAL
CONTROL

In general, good internal control exists when no
one is in a position to make significant errors or
perpetrate significant irregularities without timely
detection. Therefore, a system of internal con-
trol should include those procedures necessary
to ensure timely detection of failure of account-
ability, and such procedures should be per-
formed by competent persons who have no
incompatible duties. The following standards
are encompassed within the description of inter-
nal control:

Existence of procedures. Existence of prescribed
internal control procedures is necessary but not
sufficient for effective internal control. Pre-
scribed procedures that are not actually per-
formed do nothing to establish control. Conse-
quently, the examiner must give thoughtful
attention not only to the prescribed set of pro-
cedures but also to the practices actually fol-
lowed. This attention can be accomplished
through inquiry, observation, testing, or a com-
bination thereof.

Competent performance. For internal control to
be effective, the required procedures must be
performed by competent persons. Evaluation of
competence undoubtedly requires some degree
of subjective judgment because attributes such
as intelligence, knowledge, and attitude are
relevant. Thus, the examiner should be alert for
indications that employees have failed so sub-
stantially to perform their duties that a serious
question is raised concerning their abilities.

Independent performance. If employees who
have access to assets also have access to the

related accounting records or perform
related review operations (or immediately super-
vise the activities of other employees who main-
tain the records or perform the review opera-
tions), they may be able to both perpetrate and
conceal defalcations. Therefore, duties con-
cerned with the custody of assets are incompat-
ible with recordkeeping duties for those assets,
and duties concerned with the performance of
activities are incompatible with the authoriza-
tion or review of those activities.

In judging the independence of a person, the
examiner must avoid looking at that person as
an individual and presuming the way in which
that individual would respond in a given situa-
tion. For example, an individual may be the sole
check signer and an assistant may prepare
monthly bank reconcilement. If the assistant
appears to be a competent person, it may seem
that an independent reconcilement would be
performed and anything amiss would be
reported. Such judgments are potentially erro-
neous. There exist no established tests by which
the psychological and economic independence
of an individual in a given situation can be
judged. The position must be evaluated, not the
person. If the position in which the person acts
is not an independent one in itself, then the work
should not be presumed to be independent,
regardless of the apparent competence of the
person in question. In the example cited above,
the function performed by the assistant should
be viewed as if it were performed by the
supervisor. Hence, incompatible duties are
present in that situation.

PROCEDURES FOR COMPLETING
1CQs

The implementation of selected ICQs and the
evaluation of internal audit activities provide a
basis for determining the adequacy of the bank’s
control environment. To reach conclusions
required by the questionnaires, the examiner
assigned to review a given internal control
routine or area of bank operations should use
any source of information necessary to ensure a
full understanding of the prescribed system,
including any potential weaknesses. Only when
the examiner completely understands the bank’s
system can an assessment and evaluation be
made of the effects of internal controls on the
examination.
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To reach conclusions concerning a specific
section of an ICQ, the examiner should docu-
ment and review the bank’s operating systems
and procedures by consulting all available
sources of information and discussing them with
appropriate bank personnel. Sources of informa-
tion might include organization charts, proce-
dural manuals, operating instructions, job speci-
fications, directives to employees, and other
similar sources of information. Also, the exam-
iner should not overlook potential sources such
as job descriptions, flow charts, and other docu-
mentation in the internal audit workpapers. A
primary objective in the review of the system is
to efficiently reach a conclusion about the over-
all adequacy of existing controls. Any existing
source of information that will enable the exam-
iner to quickly gain an understanding of the
procedures in effect should be used in order to
minimize the time required to formulate the
conclusions. The review should be documented
in an organized manner through the use of
narrative descriptions, flow charts, or other dia-
grams. If a system is properly docu-
mented, the documentation will provide a ready
reference for any examiner performing work
in the area, and it often may be carried forward
for future examinations, which will save
time.

Although narrative descriptions can often pro-
vide an adequate explanation of systems of
internal control, especially in less complex situ-
ations, they may have certain drawbacks, such
as the following:

¢ They may be cumbersome and too lengthy.
* They may be unclear or poorly written.

¢ Related points may be difficult to integrate.
¢ Annual changes may be awkward to record.

To overcome these problems, the examiner
should consider using flow charts, which reduce
narrative descriptions to a picture. Flow charts
often reduce a complex situation to an easily
understandable sequence of interrelated steps.

In obtaining and substantiating the answers to
the questions in the ICQ, the examiner should
develop a plan to obtain the necessary informa-
tion efficiently. Such a plan would normally
avoid a direct question-and-answer session with
bank officers. A suggested approach to comple-
tion of the ICQ is to—

¢ become familiar with the ICQ,
e review related internal audit procedures,

reports, and responses,

* review any written documentation of a bank’s
system of controls,

e find out what the department does and what
the functions of personnel within the depart-
ment are through conversations with appropri-
ate individuals, and

e answer as many individual questions as pos-
sible from information gained in the preceding
steps and fill in the remaining questions by
direct inquiry.

An effective way to begin an on-site review of
internal control is to identify the various key
functions applicable to the area under review.
For each position identified, the following ques-
tions should then be asked:

* Is this a critical position? That is, can a person
in this position either make a significant error
that will affect the recording of transactions or
perpetrate material irregularities of some type?

o If an error is made or an irregularity is
perpetrated, what is the probability that nor-
mal routines will disclose it on a timely basis?
That is, what controls exist that would prevent
or detect significant errors or the perpetration
of significant irregularities?

* What are the specific opportunities open to the
individual to conceal any irregularity, and are
there any mitigating controls that will reduce
or eliminate these opportunities?

Although all employees within an organiza-
tion may be subject to control, not all have
financial responsibilities that can influence the
accuracy of the accounting and financial records
or have access to assets. The examiner should be
primarily concerned with those positions that
have the ability to influence the records and that
have access to assets. Once those positions have
been identified, the examiners must exercise
their professional knowledge of bank operations
to visualize the possibilities open to any person
holding a particular position. The question is not
whether the individual is honest, but rather
whether situations exist that might permit an
error to be concealed. By directing attention to
such situations, an examiner will also consider
situations that may permit unintentional errors
to remain undetected.

The evaluation of internal control should
include consideration of other existing account-
ing and administrative controls or other circum-
stances that might counteract or mitigate an
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apparent weakness or impair an established
control. Controls that mitigate an apparent weak-
ness may be a formal part of the bank’s operat-
ing system, such as budget procedures that
include a careful comparison of budgeted and
actual amounts by competent management per-
sonnel. Mitigating controls also may be infor-
mal. For example, in small banks, management
may be sufficiently involved in daily operations
to know the purpose and reasonableness of all
expense disbursements. That knowledge, coupled
with the responsibility for signing checks, may
make irregularities by nonmanagement person-
nel unlikely, even if disbursements are other-
wise under the control of only one person.

When reviewing internal controls, an essen-
tial part of the examination is being alert to
indications that adverse circumstances may
exist. Adverse circumstances may lead employ-
ees or officers into courses of action they nor-
mally would not pursue. An adverse circum-
stance to which the examiner should be especially
alert exists when the personal financial interests
of key officers or employees depend directly on
operating results or financial condition. Although
the review of internal control does not place the
examiner in the role of an investigator or detec-
tive, an alert attitude toward possible conflicts
of interest should be maintained throughout the
examination. Also, offices staffed by members
of the same family, branches completely domi-
nated by a strong personality, or departments in
which supervisors rely unduly on their assis-
tants require special alertness on the part
of the examiner. Those circumstances and
other similar ones should be considered
in preparing the ICQ. It is not the formality of
the particular factor that is of importance but
rather its effect on the overall operation under
review. Circumstances that may affect answers
to the basic questions should be noted along
with conclusions concerning their effect on the
examination.

The ICQs were designed so that answers
could be substantiated by (1) inquiry to bank
personnel, (2) observation, or (3) testing. How-
ever, certain questions are marked with an
asterisk to indicate that they require substantia-
tion through observation or testing. Those ques-
tions are deemed so critical that substantiation
by inquiry is not sufficient. For those questions
substantiated through testing, the nature and
extent of the test performed should be indicated
adjacent to the applicable step in the ICQ.

The examiner should be alert for deviations

by bank personnel from established policies,
practices, and procedures. This applies not only
to questions marked with an asterisk but also to
every question in the ICQ. Examples of such
deviations include situations when (1) instruc-
tions and directives are frequently not revised to
reflect current practices, (2) employees find
shortcuts for performing their tasks, (3) changes
in organization and activities may influence
operating procedures in unexpected ways, or
(4) employees’ duties may be rotated in ways
that have not been previously considered. These
and other circumstances may serve to modify or
otherwise change prescribed procedures, thus
giving the examiner an inadequate basis for
evaluating internal control.

Sometimes, when a substantial portion of the
accounting work is accomplished by computer,
the procedures are so different from conven-
tional accounting methods that the principles
discussed here seem inapplicable. Care should
be taken to resist drawing this conclusion. This
discussion of internal control and its evaluation
is purposely stated in terms sufficiently general
to apply to any system. Perpetration of defalca-
tions requires direct or indirect access to appro-
priate documents or accounting records. As
such, perpetration requires the involvement of
people and, under any system, computerized or
not, there will be persons who have access to
assets and records. Those with access may
include computer operators, programmers, and
their supervisors and other related personnel.

The final question in each section of the ICQ
requires a composite evaluation of existing
internal controls in the applicable area of the
bank. The examiner should base that evaluation
on answers to the preceding questions within the
section, the review and observation of the sys-
tems and controls within the bank, and discus-
sion with appropriate bank personnel.

The composite evaluation does, however,
require some degree of subjective judgment.
The examiner should use all information avail-
able to formulate an overall evaluation, fully
realizing that a high degree of professional
judgment is required.

Applying the ICQ to Different
Situations

The ICQs are general enough to apply to a wide
range of systems, so not all sections or questions
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will apply to every situation, depending on
factors such as bank size, complexity and type
of operations, and organizational structure. When
completing the ICQs, the examiner should
include a brief comment stating the reason a
section or question is not applicable to the
specific situation.

For large banking institutions or when mul-
tiple locations of a bank are being examined, it
may be necessary to design supplements to the
ICQs to adequately review all phases of the
bank’s operations and related internal controls.
Because certain functions described in this
manual may be performed by several depart-
ments in some banks, it also may be necessary to
redesign a particular section of the ICQ so that
each department receives appropriate consider-
ation. Conversely, functions described in several
different sections of this handbook may be
performed in a single department in smaller
banks. If the ICQ is adapted to fit a specific
situation, care should be taken to ensure that its
scope and intent are not modified. That requires
professional judgment in interpreting and expand-
ing the generalized material. Any such modifi-
cations should be completely documented and
filed in the workpapers.

LEGAL REQUIREMENTS
AFFECTING BANKS AND THE
AUDIT FUNCTION

On May 11, 1993, the board of directors of the
Federal Deposit Insurance Corporation (FDIC)
approved the regulations and guidelines imple-
menting the audit requirements of section 112 of
the Federal Deposit Insurance Corporation
Improvement Act of 1991 (FDICIA), which is
codified as section 36 of the FDI Act (12 USC
1831m). Since that date, the FDIC has adopted
amendments to its regulations (12 CFR 363) and
guidelines primarily in response to changes
made to the original statute. These regulations
and guidelines require institutions to file with
the FDIC and the primary regulator (1) audited
financial statements, (2) a report on the effec-
tiveness of internal controls over financial
reporting, and (3) a report on compliance with
designated laws and regulations. Institutions are
referred to as covered institutions and include
domestic insured depository institutions as well
as foreign branches and agencies.

Effective for fiscal years beginning after
December 31, 1992, federally insured deposi-

tory institutions with total assets of $500 million
or more must comply with section 36. (See
SR-94-3.) Among other things, this section
requires—

* a covered institution to assess the effective-
ness of its internal control structure over
financial reporting and to file a report with
both the FDIC and the institution’s primary
bank regulator (12 USC 1831m(b)(2)(B)(i)),

* independent public accountants to attest to
the accuracy of management’s assertions on
the internal control structure over financial
reporting (12 USC 1831m(c)),

* a covered institution to assess its compliance
with designated safety-and-soundness laws
and regulations and to provide a report to both
the FDIC and the institution’s primary bank
regulator (12 USC 1831m(b)(2)(B)(ii)),

* independent public accountants to perform
agreed-upon procedures to objectively deter-
mine the accuracy of management’s assertions
on compliance with safety-and-soundness laws
and regulations (12 USC 1831m(b)(2)(A)(iii)),
and

* each covered institution to have an audit
committee composed solely of independent
outside directors. The audit committees of
large institutions must have members with
banking or related financial management
expertise who have access to outside legal
counsel, and committees shall not include
individuals who are large customers of the
institution. The audit committee may also be
required to satisfy other audit committee mem-
bership criteria (12 USC 1831m(g)(1)(c)).

With regard to the first three bullets (require-
ments) and effective April 1, 1996, any covered
institution with a composite CAMELS rating
of 1 or 2 may file the reports discussed above
through its parent holding company on a con-
solidated basis. The FDIC’s guidelines provide
that one of the duties of a covered institution’s
audit committee should include oversight of the
internal audit function and its operations. (See
SR-96-4.)

INTERAGENCY POLICY
STATEMENT ON THE INTERNAL
AUDIT FUNCTION AND ITS
OUTSOURCING

The Federal Reserve and other federal banking
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agencies3¢ (the agencies) adopted on March 17,
2003, an interagency policy statement address-
ing the internal audit function and its outsourc-
ing. The policy statement revises and replaces
the former 1997 policy statement and incorpo-
rates recent developments in internal auditing.
In addition, the revised policy incorporates guid-
ance on the independence of accountants who
provide institutions with both internal and
external audit services in light of the Sarbanes-
Oxley Act of 2002 (the act) and associated SEC
rules.

The act prohibits an accounting firm from
acting as the external auditor of a public com-
pany during the same period that the firm
provides internal audit services to the company.
The policy statement discusses the applicability
of this prohibition to institutions that are public
companies, to insured depository institutions
with assets of $500 million or more that are
subject to the annual audit and reporting require-
ments of section 36 of the FDI Act, and to
nonpublic institutions that are not subject to
section 36.

The statement recognizes that many institu-
tions have engaged independent public account-
ing firms and other outside professionals (out-
sourcing vendors) to perform work that
traditionally has been done by internal auditors.
These arrangements are often called “internal
audit outsourcing,” ““internal audit assistance,”
“audit co-sourcing,” and ‘“‘extended audit ser-
vices” (hereafter collectively referred to as out-
sourcing). Typical outsourcing arrangements are
more fully described below.

Outsourcing may be beneficial to an institu-
tion if it is properly structured, carefully con-
ducted, and prudently managed. However, the
structure, scope, and management of some
internal audit outsourcing arrangements may not
contribute to the institution’s safety and sound-
ness. Furthermore, arrangements with outsourc-
ing vendors should not leave directors and
senior management with the erroneous impres-
sion that they have been relieved of their respon-
sibility for maintaining an effective system of
internal control and for overseeing the internal
audit function.

3c. The Board of Governors of the Federal Reserve Sys-
tem, the Federal Deposit Insurance Corporation, the Office of
the Comptroller of the Currency, and the Office of Thrift
Supervision.

Internal Audit Function (Part I)

Board and Senior Management
Responsibilities

The board of directors and senior management
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areresponsible for having an effective system of
internal control and an effective internal audit
function in place at their ingtitution. They are
also responsible for ensuring that the importance
of internal control is understood and respected
throughout the institution. This overall respon-
sibility cannot be delegated to anyone else. They
may, however, delegate the design, implementa-
tion, and monitoring of specific internal controls
to lower-level management and delegate the
testing and assessment of internal controls to
others. Accordingly, directors and senior man-
agement should have reasonable assurance that
the system of internal control prevents or detects
significant inaccurate, incomplete, or unautho-
rized transactions; deficiencies in the safeguard-
ing of assets; unreliable financial reporting
(which includes regulatory reporting); and
deviations from laws, regulations, and the insti-
tution’s policies.#

Some ingtitutions have chosen to rely on
so-called management self-assessments or con-
trol self-assessments, wherein business-line man-
agers and their staff evaluate the performance of
internal controls within their purview. Such
reviews help to underscore management’s
responsibility for internal control, but they are
not impartial. Directors and members of senior
management who rely too much on thesereviews
may not learn of control weaknesses until they
have become costly problems, particularly if
directors are not intimately familiar with the
ingtitution’s operations. Therefore, ingtitutions
generally should also have their internal controls
tested and evaluated by units without business-
line responsibilities, such as internal audit
groups.

Directors should be confident that the internal
audit function addresses the risks of and meets
the demands posed by the institution’s current
and planned activities. To accomplish this
objective, directors should consider whether
their ingtitution’s internal audit activities are
conducted in accordance with professional stan-
dards, such as the Ingtitute of Internal Auditors
(I1A) Standards for the Professional Practice of

4. As noted above, under section 36 of the FDI Act, as
implemented by part 363 of the FDIC's regulations (12 CFR
363), FDIC-insured depository institutions with total assets of
$500 million or more must submit an annua management
report signed by the chief executive officer (CEO) and chief
accounting or chief financia officer. This report must discuss
management’s responsibility for financial reporting controls
and assess the effectiveness of those controls as well as the
institution’s compliance with designated laws and regulations.

Internal Auditing. These standards address inde-
pendence, professional proficiency, scope of
work, performance of audit work, management
of internal audit, and quality-assurance reviews.
Furthermore, directors and senior management
should ensure that the following matters are
reflected in their ingtitution’s internal audit
function.

Structure. Careful thought should be given to
the placement of the audit function in the
institution’ s management structure. The internal
audit function should be positioned so that the
board has confidence that the internal audit
function will perform its duties with impartiality
and not be unduly influenced by managers of
day-to-day operations. The audit committee,s
using objective criteriait has established, should
oversee the internal audit function and evaluate
its performance.® The audit committee should
assign responsibility for the internal audit func-
tion to a member of management (that is, the
manager of internal audit or internal audit man-
ager) who understands the function and has no
responsibility for operating the system of inter-
nal control. The idea organizational arrange-
ment is for this manager to report directly and
solely to the audit committee regarding both
audit issues and administrative matters, for exam-
ple, resources, budget, appraisals, and compen-
sation. Institutions are encouraged to consider
the 1IA’s Practice Advisory 2060-2: Relation-
ship with the Audit Committee, which provides
more guidance on the roles and relationships
between the audit committee and the interna
audit manager.

Many ingtitutions place the manager of inter-
nal audit under a dua reporting arrangement:
the manager is functionally accountable to the
audit committee on issues discovered by the
internal audit function, while reporting to another

5. Depository institutions subject to section 36 of the FDI
Act and part 363 of the FDIC's regulations must maintain
independent audit committees (i.e., consisting of directors
who are not members of management). Consistent with the
1999 Interagency Policy Statement on External Auditing
Programs of Banks and Savings Associations, the agencies
also encourage the board of directors of each depository
ingtitution that is not otherwise required to do so to establish
an audit committee consisting entirely of outside directors.
Where the term ‘““audit committee” is used in this policy
statement, the board of directors may fulfill the audit commit-
tee responsibilities if the ingtitution is not subject to an audit
committee requirement.

6. For example, the performance criteria could include the
timeliness of each completed audit, comparison of overal
performance to plan, and other measures.
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senior manager on administrative matters. Under
a dual reporting relationship, the board should
consider the potential for diminished objectivity
on the part of the internal audit manager with
respect to audits concerning the executive to
whom he or she reports. For example, amanager
of internal audit who reports to the chief finan-
cia officer (CFO) for performance appraisal,
salary, and approval of department budgets may
approach audits of the accounting and treasury
operations controlled by the CFO with less
objectivity than if the manager were to report to
the chief executive officer. Thus, the chief finan-
cia officer, controller, or other similar officer
should ideally be excluded from overseeing the
internal audit activities even in adua role. The
objectivity and organizational stature of the
internal audit function are best served under
such a dua arrangement if the interna audit
manager reports administratively to the CEO.

Some ingtitutions seek to coordinate the
internal audit function with several risk-
monitoring functions (for example, loan review,
market-risk assessment, and legal compliance
departments) by establishing an administrative
arrangement under one senior executive. Coor-
dination of these other monitoring activities
with the internal audit function can facilitate the
reporting of material risk and control issues to
the audit committee, increase the overall effec-
tiveness of these monitoring functions, better
utilize available resources, and enhance the
institution’s ability to comprehensively manage
risk. Such an administrative reporting relation-
ship should be designed so as to not interfere
with or hinder the manager of internal audit’s
functional reporting to and ability to directly
communicate with the institution’s audit com-
mittee. In addition, the audit committee should
ensure that efforts to coordinate these monitor-
ing functions do not result in the manager of
internal audit conducting control activities nor
diminish his or her independence with respect to
the other risk-monitoring functions. Further-
more, the internal audit manager should have
the ability to independently audit these other
monitoring functions.

In structuring the reporting hierarchy, the
board should weigh the risk of diminished
independence against the benefit of reduced
administrative burden in adopting a dual report-
ing organizationa structure. The audit commit-
tee should document its consideration of this
risk and mitigating controls. The [IA’s Practice
Advisory 1110-2: Chief Audit Executive Report-

ing Lines provides additional guidance regard-
ing functional and administrative reporting lines.

Management, staffing, and audit quality. In
managing the internal audit function, the man-
ager of internal audit is responsible for control
risk assessments, audit plans, audit programs,
and audit reports.

* A control risk assessment (or risk-assessment
methodology) documents the internal audi-
tor's understanding of the institution’s signifi-
cant business activities and their associated
risks. These assessments typically analyze the
risks inherent in a given business line, the
mitigating control processes, and the resulting
residual risk exposure of the institution. They
should be updated regularly to reflect changes
to the system of internal control or work
processes and to incorporate new lines of
business.

* Aninternal audit plan is based on the control
risk assessment and typically includes a sum-
mary of key interna controls within each
significant business activity, the timing and
frequency of planned interna audit work, and
a resource budget.

e An interna audit program describes the
objectives of the audit work and lists the
procedures that will be performed during each
internal audit review.

* An audit report generaly presents the pur-
pose, scope, and results of the audit, including
findings, conclusions, and recommendations.
Workpapers that document the work per-
formed and support the audit report should be
maintained.

Ideally, the internal audit function’s only role
should be to independently and objectively
evaluate and report on the effectiveness of an
institution’s risk-management, control, and gov-
ernance processes. Internal auditorsincreasingly
have taken a consulting role within institutions
on new products and services and on mergers,
acquisitions, and other corporate reorganiza-
tions. Thisroletypically includes helping design
controls and participating in the implementation
of changes to the institution’s control activities.
The audit committee, in its oversight of the
internal audit staff, should ensure that the func-
tion’s consulting activities do not interfere or
conflict with the objectivity it should have with
respect to monitoring the institution’s system of
internal control. In order to maintain its inde-
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pendence, the internal audit function should not
assume a business-line management role over
control activities, such as approving or imple-
menting operating policies or procedures, includ-
ing those it has helped design in connection with
its consulting activities. The agencies encourage
internal auditors to follow the 11A’s standards,
including guidance related to the internal audit
function acting in an advisory capacity.

The internal audit function should be compe-
tently supervised and staffed by people with
sufficient expertise and resources to identify the
risks inherent in the institution’ s operations and
assess whether internal controls are effective.
The manager of internal audit should oversee
the staff assigned to perform the internal audit
work and should establish policies and proce-
dures to guide the audit staff. The form and
content of these policies and procedures should
be consistent with the size and complexity of the
department and the institution. Many policies
and procedures may be communicated infor-
mally in small internal audit departments, while
larger departments would normally require more
forma and comprehensive written guidance.

Scope. The frequency and extent of internal
audit review and testing should be consistent
with the nature, complexity, and risk of the
institution’s on- and off-balance-sheet activities.
At least annudly, the audit committee should
review and approve internal audit’s control risk
assessment and the scope of the audit plan,
including how much the manager relies on the
work of an outsourcing vendor. It should also
periodically review internal audit’s adherenceto
the audit plan. The audit committee should
consider requests for expansion of basic internal
audit work when significant issues arise or when
significant changes occur in the ingtitution’s
environment, structure, activities, risk expo-
sures, or systems.”

Communication. To properly carry out their
responsibility for internal control, directors and
senior management should foster forthright com-

7. Mgor changes in an ingtitution’s environment and
conditions may compel changes to the internal control system
and also warrant additional internal audit work. These changes
include (1) new management; (2) areas or activities experi-
encing rapid growth or rapid decline; (3) new lines of
business, products, or technologies or disposals thereof; (4) cor-
porate restructurings, mergers, and acquisitions; and (5) an
expansion or acquisition of foreign operations (including the
impact of changes in the related economic and regulatory
environments).

munications and critical examination of issues
to better understand the importance and severity
of internal control weaknesses identified by the
internal auditor and operating management’s
solutions to these weaknesses. Internal auditors
should report internal control deficiencies to the
appropriate level of management as soon asthey
are identified. Significant matters should be
promptly reported directly to the board of direc-
tors (or its audit committee) and senior manage-
ment. In periodic meetings with management
and the manager of internal audit, the audit
committee should assess whether management
is expeditiously resolving internal control weak-
nesses and other exceptions. Moreover, the audit
committee should give the manager of interna
audit the opportunity to discuss his or her
findings without management being present.

Furthermore, each audit committee should
establish and maintain procedures for employ-
ees of their ingtitution to confidentially and
anonymously submit concerns to the committee
about questionable accounting, internal account-
ing control, or auditing matters.® In addition, the
audit committee should set up proceduresfor the
timely investigation of complaints received and
the retention for a reasonable time period of
documentation concerning the complaint and its
subsequent resolution.

Contingency planning. As with any other func-
tion, the ingtitution should have a contingency
plan to mitigate any significant discontinuity in
audit coverage, particularly for high-risk areas.
Lack of contingency planning for continuing
internal audit coverage may increase the insti-
tution’s level of operational risk.

Small Financial Institution’s Internal
Audit Function

An effective system of internal control and an
independent internal audit function form the
foundation for safe and sound operations,
regardless of an institution’s size. Each ingtitu-
tion should have an internal audit function that
is appropriate to its size and the nature and
scope of its activities. The procedures assigned
to this function should include adequate testing

8. When the board of directors fulfills the audit committee
responsibilities, the procedures should provide for the submis-
sion of employee concerns to an outside director.
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and review of internal controls and information
systems.

It is the responsibility of the audit committee
and management to carefully consider the extent
of auditing that will effectively monitor the
internal control system, after taking into account
the internal audit function’s costs and benefits.
For ingtitutions that are large or have complex
operations, the benefits derived from a full-time
manager of internal audit or an auditing staff
likely outweigh the cost. For small institutions
with few employees and less complex opera
tions, however, these costs may outweigh the
benefits. Nevertheless, a small institution with-
out an internal auditor can ensure that it main-
tains an objective internal audit function by
implementing a comprehensive set of indepen-
dent reviews of significant internal controls. The
key characteristic of such reviews is that the
persons directing and/or performing the review
of internal controls are not also responsible for
managing or operating those controls. A person
who is competent in evaluating a system of
internal control should design the review proce-
dures and arrange for their implementation. The
person responsible for reviewing the system of
internal control should report findings directly to
the audit committee. The audit committee should
evaluate the findings and ensure that senior
management has or will take appropriate action
to correct the control deficiencies.

Internal Audit Outsourcing
Arrangements (Part I1)

Examples of Internal Audit Outsourcing
Arrangements

An outsourcing arrangement is a contract
between an institution and an outsourcing ven-
dor to provide internal audit services. Outsourc-
ing arrangements take many forms and are used
by ingtitutions of all sizes. Some institutions
consider entering into these arrangements to
enhance the quality of their control environment
by obtaining the services of a vendor with the
knowledge and skills to criticaly assess, and
recommend improvementsto, their internal con-
trol systems. The internal audit services under
contract can be limited to helping internal audit
staff in an assignment for which they lack
expertise. Such an arrangement istypically under
the control of the ingtitution’s manager of inter-

nal audit, and the outsourcing vendor reports to
him or her. Institutions often use outsourcing
vendors for audits of areas requiring more tech-
nical expertise, such as electronic data process-
ing and capital-markets activities. Such uses are
often referred to as “interna audit assistance”
or “‘audit co-sourcing.”

Some outsourcing arrangements may require
an outsourcing vendor to perform virtualy all
the procedures or tests of the system of internal
control. Under such an arrangement, a desig-
nated manager of internal audit oversees the
activities of the outsourcing vendor and typi-
caly is supported by internal audit staff. The
outsourcing vendor may assist the audit staff in
determining risks to be reviewed and may rec-
ommend testing procedures, but the internal
audit manager is responsible for approving the
audit scope, plan, and procedures to be per-
formed. Furthermore, the internal audit manager
is responsible for the results of the outsourced
audit work, including findings, conclusions, and
recommendations. The outsourcing vendor may
report these results jointly with the internal audit
manager to the audit committee.

Additional Considerations for Internal
Audit Outsourcing Arrangements

Even when outsourcing vendors provide internal
audit services, the board of directors and senior
management of an institution are responsible for
ensuring that both the system of internal control
and the internal audit function operate effec-
tively. In any outsourced internal audit arrange-
ment, the institution’s board of directors and
senior management must maintain ownership of
the internal audit function and provide active
oversight of outsourced activities. When nego-
tiating the outsourcing arrangement with an
outsourcing vendor, an institution should care-
fully consider its current and anticipated busi-
ness risks in setting each party’s internal audit
responsibilities. The outsourcing arrangement
should not increase the risk that a breakdown of
internal control will go undetected.

To clearly distinguish its duties from those of
the outsourcing vendor, the institution should
have a written contract, often taking the form of
an engagement letter.® Contracts between the

9. The engagement-letter provisions described are compa
rable to those outlined by the American Institute of Certified
Public Accountants (AICPA) for financial statement audits.
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institution and the vendor typically include pro-
visions that—

define the expectations and responsibilities

under the contract for both parties;

* set the scope and frequency of, and the fees to
be paid for, the work to be performed by the
vendor;

» set the responsihilities for providing and
receiving information, such as the type and
frequency of reporting to senior management
and directors about the status of contract
work;
establish the process for changing the terms of
the service contract, especially for expansion
of audit work if significant issues are found,
and stipulations for default and termination of
the contract;
* state that internal audit reports are the prop-
erty of the institution, that the institution will
be provided with any copies of the related
workpapers it deems necessary, and that
employees authorized by the institution will
have reasonable and timely access to the
workpapers prepared by the outsourcing
vendor;
specify the locations of internal audit reports
and the related workpapers;
specify the period of time (for example, seven
years) that vendors must maintain the work-
papers; 10
* state that outsourced internal audit services
provided by the vendor are subject to regula-
tory review and that examinerswill be granted
full and timely access to the internal audit
reports and related workpapers prepared by
the outsourcing vendor;

prescribe a process (arbitration, mediation, or

other means) for resolving disputes and for

determining who bears the cost of consequen-
tial damages arising from errors, omissions,
and negligence; and

state that the outsourcing vendor will not

perform management functions, make man-

agement decisions, or act or appear to act in a

capacity equivalent to that of a member of

(See AICPA Professional Standards, AU section 310.) These
provisions are consistent with the provisions customarily
included in contracts for other outsourcing arrangements, such
as those involving data processing and information technol-
ogy. Therefore, the federal banking agencies consider these
provisions to be usual and customary business practices.

10. If the workpapers are in electronic format, contracts
often call for the vendor to maintain proprietary software that
enables the bank and examiners to access the electronic
workpapers for a specified time period.

management or an employee and, if applica
ble, will comply with AICPA, U.S. Securities
and Exchange Commission (SEC), PCAOB,
or regulatory independence guidance.

Vendor competence. Before entering an outsourc-
ing arrangement, the institution should perform
due diligence to satisfy itself that the outsourc-
ing vendor has sufficient staff qualified to per-
form the contracted work. The staff’s qualifica-
tions may be demonstrated, for example, through
prior experience with financial institutions.
Because the outsourcing arrangement is a
personal-services contract, the institution's
internal audit manager should have confidence
in the competence of the staff assigned by the
outsourcing vendor and receive timely notice of
key staffing changes. Throughout the outsourc-
ing arrangement, management should ensure
that the outsourcing vendor maintains sufficient
expertise to effectively perform its contractual
obligations.

Management of the outsourced internal audit
function. Directors and senior management
should ensure that the outsourced internal audit
function is competently managed. For example,
larger institutions should employ sufficient com-
petent staff membersin theinternal audit depart-
ment to assist the manager of interna audit in
overseeing the outsourcing vendor. Small insti-
tutions that do not employ a full-time audit
manager should appoint a competent employee
who ideally has no managerial responsibility for
the areas being audited to oversee the outsourc-
ing vendor's performance under the contract.
This person should report directly to the audit
committee for purposes of communicating inter-
nal audit issues.

Communication when an outsourced internal
audit function exists. Communication between
the internal audit function and the audit com-
mittee and senior management should not
diminish because the institution engages an
outsourcing vendor. All work by the outsourcing
vendor should be well documented and all
findings of control weaknesses should be
promptly reported to the institution’s manager
of internal audit. Decisions not to report the
outsourcing vendor’s findings to directors and
senior management should be the mutual deci-
sion of the internal audit manager and the
outsourcing vendor. In deciding what issues
should be brought to the board’s attention, the
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concept of “materiality,” asthe term is used in
financial statement audits, is generaly not a
good indicator of which control weakness to
report. For example, when evaluating an insti-
tution’s compliance with laws and regulations,
any exception may be important.

Contingency planning to ensure continuity of
outsourced audit coverage. When an institution
enters into an outsourcing arrangement (or sig-
nificantly changes the mix of internal and exter-
nal resources used by internal audit), it may
increaseits operational risk. Because the arrange-
ment may be terminated suddenly, the ingtitu-
tion should have a contingency plan to mitigate
any significant discontinuity in audit coverage,
particularly for high-risk aress.

Independence of the Independent
Public Accountant (Part [11)

The following discussion applies only when a
financial ingtitution is considering using a pub-
lic accountant to provide both external audit
and internal audit services to the institution.

When one accounting firm performs both the
external audit and the outsourced internal audit
function, the firm risks compromising its inde-
pendence. These concerns arise because, rather
than having two separate functions, this outsourc-
ing arrangement places the independent public
accounting firm in the position of appearing to
audit, or actually auditing, its own work. For
example, in auditing an institution’s financial
statements, the accounting firm will consider the
extent to which it may rely on the interna
control system, including theinternal audit func-
tion, in designing audit procedures.

Applicability of the SEC’s Auditor
Independence Requirements

Institutions that are public companies. To
strengthen auditor independence, Congress
passed the Sarbanes-Oxley Act of 2002 (the
act). Title Il of the act applies to any public
company—that is, any company that has a class
of securities registered with the SEC or the
appropriate federal banking agency under sec-
tion 12 of the Securities Exchange Act of 1934
or that is required to file reports with the SEC

under section 15(d) of that act.l* The act pro-
hibits an accounting firm from acting as the
external auditor of a public company during the
same period that the firm provides internal audit
outsourcing services to the company.’2 In addi-
tion, if a public company’s external auditor will
be providing auditing services and permissible
nonaudit services, such as tax services, the
company’s audit committee must preapprove
each of these services.

According to the SEC’s final rules (effective
May 6, 2003) implementing the act’s nonaudit-
service prohibitions and audit committee preap-
proval requirements, an accountant is not inde-
pendent if, at any point during the audit and
professional engagement period, the accountant
provides internal audit outsourcing or other
prohibited nonaudit services to the public com-
pany audit client. The SEC’s final rules gener-
ally become effective on May 6, 2003, although
there is a one-year transition period if the
accountant is performing prohibited nonaudit
services and external audit services for a public
company pursuant to a contract in existence on
May 6, 2003. The services provided during this
transition period must not have impaired the
auditor's independence under the preexisting
independence requirements of the SEC, the
Independence Standards Board, and the AICPA.
Although the SEC's pre-Sarbanes-Oxley inde-
pendence requirements (issued in November
2000, effective August 2002) did not prohibit
the outsourcing of internal audit services to a
public company’s independent public accoun-

11. 15 USC 78l and 780(d).

12. In addition to prohibiting internal audit outsourcing,
the Sarbanes-Oxley Act (15 USC 78j-1) aso identifies other
nonaudit services that an external auditor is prohibited from
providing to a public company whose financial statements it
audits. The legislative history of the act indicates that three
broad principles should be considered when determining
whether an auditor should be prohibited from providing a
nonaudit service to an audit client. These principles are that an
auditor should not (1) audit his or her own work, (2) perform
management functions for the client, or (3) serve in an
advocacy role for the client. To do so would impair the
auditor’sindependence. Based on these three broad principles,
the other nonaudit services that an auditor is prohibited from
providing to a public company audit client include bookkeep-
ing or other services related to the client’s accounting records
or financial statements; financial information systems design
and implementation; appraisal or vauation services, fairness
opinions, or contribution-in-kind reports; actuarial services;
management or human resources functions; broker or dealer,
investment adviser, or investment banking services; legal
services and expert services unrelated to the audit; and any
other service determined to be impermissible by the PCAOB.
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tant, they did place conditions and limitations on
internal audit outsourcing.

Depository institutions subject to the annual
audit and reporting requirements of section 36
of the FDI Act. Under section 36, as imple-
mented by part 363 of the FDIC's regulations,
each FDIC-insured depository ingtitution with
total assets of $500 million or more is required
to have an annual audit performed by an inde-
pendent public accountant.3 The part 363 guide-
lines address the qudlifications of an indepen-
dent public accountant engaged by such an
institution by stating that ‘‘[t]he independent
public accountant should also be in compliance
with the AICPA’s Code of Professional Conduct
and meet the independence requirements and
interpretations of the SEC and its staff.” 14
Thus, the guidelines provide for each FDIC-
insured depository institution with $500 million
or more in total assets, whether or not it is a
public company, and its external auditor to
comply with the SEC's auditor independence
requirements that are in effect during the period
covered by the audit. These requirementsinclude
the nonaudit-service prohibitions and audit com-
mittee preapproval reguirements implemented
by the SEC's January 2003 auditor indepen-
dence rules once these rule come into effect.15

Institutions not subject to section 36 of the FDI
Act that are neither public companies nor sub-
sidiaries of public companies. The agencies
have long encouraged each institution not sub-
ject to section 36 of the FDI Act that is neither
a public company nor a subsidiary of a public
companyi6 to have its financial statements

13. 12 CFR 363.3(8). (See FDIC Financia Institutions
Letter FIL-17-2003 (Corporate Governance, Audits, and
Reporting Requirements), attachment I, March 5, 2003.)

14. Appendix A to part 363, Guidelines and Interpreta-
tions, paragraph 14, Independence.

15. If adepository institution subject to section 36 and part
363 sdtisfies the annual independent audit requirement by
relying on the independent audit of its parent holding com-
pany, once the SEC’ s January 2003 regulations prohibiting an
external auditor from performing interna audit outsourcing
services for an audit client take effect May 6, 2003, or May 6,
2004, depending on the circumstances, the holding company’s
external auditor cannot perform internal audit outsourcing
work for that holding company or the subsidiary institution.

16. FDIC-insured depository institutions with less than
$500 million in total assets are not subject to section 36 of the
FDI Act. Section 36 does not apply directly to holding
companies but provides that, for an insured depository insti-
tution that is a subsidiary of a holding company, the audited
financial statements requirement and certain of the statute’s
other requirements may be satisfied by the holding company.

audited by an independent public accountant.t?
The agencies also encourage each such institu-
tion to follow the internal audit outsourcing
prohibition in the Sarbanes-Oxley Act, as dis-
cussed above for institutions that are public
companies.

As previously mentioned, some institutions
seek to enhance the quality of their control
environment by obtaining the services of an
outsourcing vendor who can criticaly assess
their internal control system and recommend
improvements. The agencies believe that a small
nonpublic institution with less complex opera-
tions and limited staff can, in certain circum-
stances, use the same accounting firm to perform
both an external audit and some or al of the
ingtitution’s internal audit activities. These cir-
cumstances include, but are not limited to,
situations in which—

splitting the audit activities poses significant
costs or burden;

personswith the appropriate specialized knowl-
edge and skills are difficult to locate and
obtain;

theinstitution is closely held and investors are
not solely reliant on the audited financial
statements to understand the financial position
and performance of the ingtitution; and

the outsourced interna audit services are lim-
ited in either scope or frequency.

In circumstances such as these, the agencies
view an internal audit outsourcing arrangement
between a small nonpublic institution and its
external auditor as not being inconsistent with
their safety-and-soundness objectives for the
institution.

When a small nonpublic institution decides to
hire the same firm to perform interna and
external audit work, the audit committee and the
external auditor should pay particular attention
to preserving the independence of both the
internal and external audit functions. Further-
more, the audit committee should document
both that it has preapproved the internal audit
outsourcing to its external auditor and has con-
sidered the independence issues associated with
this arrangement.’® In this regard, the audit

17. See, for example, the 1999 Interagency Policy State-
ment on External Auditing Programs of Banks and Savings
Ingtitutions.

18. If asmall nonpublic institution is considering having its
external auditor perform other nonaudit services, its audit
committee may wish to discuss the implications of the
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committee should consider the independence
standards described in parts| and |1 of the policy
statement, the AICPA guidance discussed below,
and the broad principles that the auditor should
not perform management functions or serve in
an advocacy role for the client.

Accordingly, the agencies will not consider
an auditor who performsinternal audit outsourc-
ing services for a small nonpublic audit client to
be independent unless the institution and its
auditor have adequately addressed the associ-
ated independence issues. In addition, the insti-
tution's board of directors and management
must retain ownership of and accountability for
the internal audit function and provide active
oversight of the outsourced internal audit
relationship.

A small nonpublic institution may be required
by another law or regulation, an order, or another
supervisory action to have its financia state-
ments audited by an independent public accoun-
tant. In this situation, if warranted for safety-
and-soundness reasons, the ingtitution’s primary
federal regulator may require that the institution
and its independent public accountant comply
with the auditor-independence requirements of
the act.1®

AICPA guidance. As noted above, the indepen-
dent public accountant for a depository institu-
tion subject to section 36 of the FDI Act aso
should be in compliance with the AICPA’s Code
of Professional Conduct. This code includes
professional ethics standards, rules, and inter-
pretations that are binding on al certified public
accountants (CPAs) who are members of the
AICPA in order for the member to remain in
good standing. Therefore, this code applies to
each member CPA who provides audit services
to an ingtitution, regardiess of whether the
ingtitution is subject to section 36 or is a public
company.

The AICPA has issued guidance indicating
that a member CPA would be deemed not
independent of his or her client when the CPA
acts or appears to act in a capacity equivalent to
a member of the client's management or as a
client employee. The AICPA’ s guidance includes
illustrations of activities that would be consid-
ered to compromise a CPA’'s independence.
Among these are activities that involve the CPA
authorizing, executing, or consummating trans-

performance of these services on the auditor’s independence.
19. 15 USC 78j-1.

actions or otherwise exercising authority on
behalf of the client. For additional details, refer
to Interpretation 101-3, Performance of Other
Services, and Interpretation 101-13, Extended
Audit Services, in the AICPA’'s Code of Profes-
sional Conduct.

Examination Guidance (Part 1V)

Review of the Internal Audit Function and
Outsourcing Arrangements

Examiners should have full and timely access to
an ingtitution’s internal audit resources, includ-
ing personnel, workpapers, risk assessments,
work plans, programs, reports, and budgets. A
delay may reguire examiners to widen the scope
of their examination work and may subject the
institution to follow-up supervisory actions.

Examiners should assess the quality and scope
of aningtitution’sinternal audit function, regard-
less of whether it is performed by the ingtitu-
tion's employees or by an outsourcing vendor.
Specifically, examiners should consider
whether—

 the internal audit function’s control risk
assessment, audit plans, and audit programs
are appropriate for the ingtitution’s activities;
theinternal audit activities have been adjusted
for significant changes in the institution’s
environment, structure, activities, risk expo-
Sures, or systems;

the internal audit activities are consistent with
the long-range goals and strategic direction of
the institution and are responsive to its inter-
nal control needs;

 the audit committee promotes the internal
audit manager’s impartiality and indepen-
dence by having him or her directly report
audit findings to it;

the internal audit manager is placed in the
management structure in such a way that the
independence of the function is not impaired;
« the ingtitution has promptly responded to
significant identified internal control
weaknesses,

the internal audit function is adequately man-
aged to ensure that audit plans are met,
programs are carried out, and the results of
audits are promptly communicated to senior
management and members of the audit com-
mittee and board of directors;
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workpapers adequately document the internal
audit work performed and support the audit
reports;

* management and the board of directors use
reasonable standards, such as the Il1A's Stan-
dards for the Professional Practice of Internal
Auditing, when assessing the performance of
interna audit; and

the audit function provides high-quality advice
and counsel to management and the board of
directors on current developments in risk
management, internal control, and regulatory
compliance.

The examiner should assess the competence
of the ingtitution’s internal audit staff and man-
agement by considering the education, profes-
sional background, and experience of the prin-
cipal internal auditors. In addition, when
reviewing outsourcing arrangements, examiners
should determine whether—

* the arrangement maintains or improves the
quality of the internal audit function and the
institution’s internal control;

» key employees of the institution and the
outsourcing vendor clearly understand the
lines of communication and how any internal
control problems or other matters noted by the
outsourcing vendor are to be addressed;

* the scope of the outsourced work is revised
appropriately when the institution’s environ-
ment, structure, activities, risk exposures, or
systems change significantly;

« the directors have ensured that the outsourced
internal audit activities are effectively man-
aged by the ingtitution;

* the arrangement with the outsourcing vendor
satisfies the independence standards described
in this policy statement and thereby preserves
the independence of the internal audit func-
tion, whether or not the vendor is also the
institution's independent public accountant;
and

« the ingtitution has performed sufficient due
diligence to satisfy itself of the vendor's
competence before entering into the outsourc-
ing arrangement and has adequate procedures
for ensuring that the vendor maintains suffi-
cient expertise to perform effectively through-
out the arrangement.

Examination concerns about the adequacy of
the internal audit function. If the examiner
concludes that the institution’s internal audit

function, whether or not it is outsourced, does
not sufficiently meet the ingtitution’s interna
audit needs; does not satisfy the Interagency
Guidelines Establishing Standards for Safety
and Soundness, if applicable; or is otherwise
inadequate, he or she should determine whether
the scope of the examination should be adjusted.
The examiner should also discuss his or her
concerns with the internal audit manager or
other person responsible for reviewing the sys-
tem of internal control. If these discussions do
not resolve the examiner’s concerns, he or she
should bring these matters to the attention of
senior management and the board of directors or
audit committee. If the examiner finds material
weaknesses in the internal audit function or the
internal control system, he or she should discuss
them with appropriate agency staff in order to
determine the appropriate actions the agency
should take to ensure that the institution corrects
the deficiencies. These actions may include
formal and informal enforcement actions.

The institution’s management and composite
ratings should reflect the examiner’s conclu-
sions regarding the institution’s internal audit
function. The report of examination should con-
tain comments concerning the adequacy of this
function, significant issues or concerns, and
recommended corrective actions.

Concerns about the independence of the out-
sourcing vendor. An examiner’sinitial review of
an internal audit outsourcing arrangement,
including the actions of the outsourcing vendor,
may raise questions about the ingtitution’s and
its vendor’ s adherence to the independence stan-
dards described in parts | and Il of the policy
statement, whether or not the vendor is an
accounting firm, and in part Il if the vendor
provides both external and internal audit ser-
vices to the institution. In such cases, the exam-
iner first should ask the institution and the
outsourcing vendor how the audit committee
determined that the vendor was independent. If
the vendor is an accounting firm, the audit
committee should be asked to demonstrate how
it assessed that the arrangement has not com-
promised applicable SEC, PCAOB, AICPA, or
other regulatory standards concerning auditor
independence. If the examiner’s concerns are
not adequately addressed, the examiner should
discuss the matter with appropriate agency staff
prior to taking any further action.

If the agency staff concurs that the indepen-
dence of the external auditor or other vendor
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appears to be compromised, the examiner will
discuss his or her findings and the actions the
agency may take with the ingtitution’s senior
management, board of directors (or audit com-
mittee), and the external auditor or other vendor.
In addition, the agency may refer the external
auditor to the state board of accountancy, the
AICPA, the SEC, the PCAOB, or other authori-
ties for possible violations of applicable inde-
pendence standards. Moreover, the agency may
conclude that the institution’s external auditing
program is inadequate and that it does not
comply with auditing and reporting require-
ments, including sections 36 and 39 of the FDI
Act and related guidance and regulations, if
applicable. Issued jointly by the Board, FDIC,
OCC, and OTS on March 17, 2003.

INDEPENDENCE OF INTERNAL
AUDITORS

The ability of the internal audit function to
achieve its audit objectives depends, in large
part, on the independence maintained by audit
personnel. Frequently, the independence of
internal auditing can be determined by its
reporting lines within the organization and by
the person or level to whom these results are
reported. In most circumstances, the internal
audit function is under the direction of the board
of directors or a committee thereof, such as the
audit committee. This relationship enables the
internal audit function to assist the directors in
fulfilling their responsibilities.

The auditor's responsibilities should be
addressed in a position description, with report-
ing lines delineated in personnel policy, and
audit results should be documented in audit
committee and board of directors minutes.
Examiners should review these documents, as
well as the reporting process followed by the
auditor, in order to subsequently evauate the
tasks performed by the internal audit function.
The internal auditor should be given the author-
ity necessary to perform the job, including free
access to any records necessary for the proper
conduct of the audit. Furthermore, interna
auditors generally should not have responsibility
for the accounting system, other aspects of the
ingtitution’s accounting function, or any opera-
tional function not subject to independent
review.

Competence of Internal Auditors

The responsibilities and qualifications of inter-
nal auditors vary depending on the size and
complexity of a bank’s operations and on the
emphasis placed on the internal audit function
by the directorate and management. In many
banks, the interna audit function is performed
by an individual or group of individuals whose
sole responsibility is interna auditing. In other
banks, particularly small ones, interna audit
may be performed on a part-time basis by an
officer or employee.

The qualifications discussed below should not
be viewed as minimum requirements but should
be considered by the examiner in evaluating the
work performed by the internal auditors or audit
departments. Examples of the type of qualifica-
tions an internal audit department manager
should have are—

« academic credentials comparabl e to other bank
officerswho have major responsibilities within
the organization,

« commitment to a program of continuing edu-
cation and professional development,

« audit experience and organizational and tech-
nical skills commensurate with the responsi-
bilities assigned, and

« ora and written communication skills.

The internal audit department manager must
be properly trained to fully understand the flow
of dataand the underlying operating procedures.
Training may come from college courses, courses
sponsored by industry groups such as the Bank
Administration Ingtitute (BAl), or in-house train-
ing programs. Significant work experience in
various departments of a bank also may provide
adequate training. Certification as a chartered
bank auditor, certified internal auditor, or certi-
fied public accountant meets educational and
other professional requirements. In addition to
prior education, the internal auditor should be
committed to a program of continuing educa
tion, which may include attending technical
meetings and seminars and reviewing current
literature on auditing and banking.

The internal auditor's organizational skills
should be reflected in the effectiveness of the
bank’s audit program. Technical skills may be
demonstrated through internal audit techniques,
such as interna control and other question-
naires, and an understanding of the operational
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and financial aspects of the organization.

In considering the competence of the internal
audit staff, the examiner should review the
educational and experiencequalificationsrequired
by the bank for filling the positions in the
internal audit department and the training avail-
able for that position. In addition, the examiner
must be assured that any internal audit super-
visor understands the audit objectives and pro-
cedures performed by the staff.

In a small bank, it is not uncommon to find
that internal audit, whether full- or part-time, is
a one-person department. The internal auditor
may plan and perform all procedures personally
or may direct staff borrowed from other depart-
ments. In either case, the examiner should
expect, at a minimum, that the internal auditor
possesses qualifications similar to those of
an audit department manager, as previously
discussed.

The fina measure of the competence of the
internal auditor is the quality of the work
performed, the ability to communicate the
results of that work, and the ability to follow up
on deficiencies noted during the audit work.
Accordingly, the examiner's conclusions with
respect to an auditor’s competence should also
reflect the adequacy of the audit program and
the audit reports.

IMPLEMENTATION OF THE
INTERNAL AUDIT FUNCTION

The annual audit plan and budgets should be set
by the internal audit manager and approved by
the board, audit committee, or senior manage-
ment. In many organizations, the internal audit
manager reports to a senior manager for admin-
istrative purposes. The senior manager appraises
the audit manager’s performance, and the direc-
tors or an audit committee approves the
evaluation.

Risk Assessment

In setting the annual audit plan, a risk assess-
ment should be made that documents the inter-
nal audit function’s understanding of the insti-
tution’s various business activities and their
inherent risks. In addition, the assessment also
evaluates control risk, or the potentia that
deficiencies in the system of interna control

would expose the institution to potential loss.
The assessment should be periodically updated
to reflect changes in the system of internal
control, work processes, business activities, or
the business environment. The risk-assessment
methodology of theinternal audit function should
identify al auditable areas, give a detailed basis
for the auditors’ determination of relative risks,
and be consistent from one audit area to another.
The risk assessment can quantify certain risks,
such as credit risk, market risk, and legal risk. It
can aso include qualitative aspects, such as the
timeliness of the last audit and the quality of
management. Although there is no standard
approach to making a risk assessment, it should
be appropriate to the size and complexity of the
institution. While smaller institutions may not
have elaborate risk-assessment systems, some
analysis should still be available to explain why
certain areas are more frequently audited than
others.

Within the risk assessment, institutions should
clearly identify auditable units along business
activities or product lines, depending on how the
institution is managed. There should be evi-
dence that the internal audit manager is regu-
larly notified of new products, departmental
changes, and new general ledger accounts, al of
which should be factored into the audit sched-
ule. Ratings of particular business activities or
corporate functions may change with time asthe
internal audit function revises its method for
assessing risk. These changes should be incre-
mental. Large-scale changes in the priority of
audits should trigger an investigation into the
reasonableness of changesto the risk-assessment
methodol ogy.

Audit Plan

The audit plan is based on the risk assessment.
The plan should include a summary of key
internal controlswithin each significant business
activity, the timing and frequency of planned
internal audit work, and a resource budget.

A formal, annual audit plan should be devel-
oped based on internal audit’s risk assessment.
The audit plan should include all auditable
areas and set priorities based on the rating
determined by the risk assessment. The schedule
of planned audits should be approved by the
board or its audit committee, as should any
subsequent changes to the plan. Many organiza-
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tions develop an audit plan jointly with the
external auditors. In this case, the audit plan
should clearly indicate what work is being
performed by internal and external auditors and
what aspects of internal audit work the external
auditors are relying on.

Typically, the schedule of audit is cyclic; for
example, high risks are audited annually, mod-
erate risks every two years, and low risks every
three years. In some cases, the audit cycle may
extend beyond three years. In reviewing the
annua plan, examiners should determine the
appropriateness of the institution’s audit cycle.
Some institutions limit audit coverage of their
low-risk areas. Examiners should review areas
the ingtitution has labeled “‘low risk” to deter-
mine if the classification is appropriate and if
coverage is adequate.

Audit Manud

The interna audit department should have an
audit manual that sets forth the standards of
work for field auditors and audit managers to
usein their assignments. A typical audit manual
contains the audit unit's charter and mis-
sion, administrative procedures, workpaper-
documentation standards, reporting standards,
and review procedures. Individual audits should
conform to the requirements of the audit manual.
As a conseguence, the manual should be up-to-
date with respect to the audit function’s mission
and changes to the professional standards it
follows.

Performance of Individua Audits

The internal audit manager should oversee the
staff assigned to perform the internal audit work
and should establish policies and procedures to
guide them. The internal audit function should
be competently supervised and staffed by people
with sufficient expertise and resources to iden-
tify the risks inherent in the institution’s opera-
tions and to assess whether internal controls are
effective. While audits vary according to the
objective, the area subjected to audit, the stan-
dards used as the basis for work performed, and
documentation, the audit process generates some
common documentation elements, as described
below.

Audit Program and Related Workpapers

The audit program documents the audit’s objec-
tives and the procedures that were performed.
Typicaly, it indicates who performed the work
and who has reviewed it. Workpapers document
the evidence gathered and conclusions drawn by
the auditor, as well as the disposition of audit
findings. The workpapers should provide evi-
dence that the audit program adheres to the
requirements specified in the audit manual.

Audit Reports

The audit report isinternal audit’s formal notice
of its assessment of internal controls in the
audited areas. The report is given to the area’s
managers, senior management, and directors. A
typical audit report states the purpose of the
audit and its scope, conclusions, and recommen-
dations. Reports are usually prepared for each
audit. In larger ingtitutions, monthly or quarterly
summaries that highlight major audit issues are
prepared for senior management and the board.

EXAMINER REVIEW OF
INTERNAL AUDIT

The examination procedures section describes
the steps the examiner should follow when
conducting a review of the work performed by
the internal auditor. The examiner’s review and
evaluation of the internal audit function is a key
element in determining the scope of the exami-
nation. In most situations, the competence and
independence of the internal auditors may be
reviewed on an overal basis; however, the
adequacy and effectiveness of the audit program
should be determined separately for each exami-
nation area.

The examiner should assess if the work per-
formed by the internal auditor is reliable. It is
often more efficient for the examiner to deter-
mine the independence or competence of the
internal auditor before addressing the adequacy
or effectiveness of the audit program. If the
examiner concludes that the interna auditor
possesses neither the independence nor the com-
petence deemed appropriate, the examiner must
also conclude that the internal audit work per-
formed is not reliable.

The examiner should indicate in the report of
examination any significant deficiencies concern-
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ing the internal audit function. Furthermore, the
examiner should review with management any
significant deficiencies noted in the previous
report of examination to determine if these
concerns have been appropriately addressed.

Program Adequacy and Effectiveness

An examiner should consider the following
factors when assessing the adequacy of the
internal audit program—

« scope and frequency of the work performed,
« content of the programs,

 documentation of the work performed, and
« conclusions reached and reports issued.

The scope of the internal audit program must be
sufficient to attain the audit objectives. The
frequency of the audit procedures performed
should be based on an evaluation of the risk
associated with each targeted area under audit.
Among the factors that the internal auditor
should consider in assessing risk are the nature
of the operation of the specific assets and
liabilities under review, the existence of appro-
priate policies and internal control standards, the
effectiveness of operating procedures and inter-
nal controls, and the potential materiality of
errors or irregularities associated with the spe-
cific operation.

To further assess the adequacy and effective-
ness of the internal audit program, an examiner
needs to obtain audit workpapers. Workpapers
should contain, among other things, audit work
programs and analyses that clearly indicate the
procedures performed, the extent of the testing,
and the basis for the conclusions reached.

Although audit work programs are an integral
part of the workpapers, they are sufficiently
important to deserve separate attention. Work
programs serve as the primary guide to the audit
procedures to be performed. Each program
should provide a clear, concise description of
the work required, and individua procedures
should be presented logically. The detailed pro-
cedures included in the program vary depending
on the size and complexity of the bank’s opera-
tions and the area subject to audit. In addition,
an individual audit work program may encom-
pass several departments of the bank, a single
department, or specific operations within a
department. Most audit programs include proce-
dures such as—

* surprise examinations, where appropriate;
maintenance of control over records selected
for audit;

* review and evaluation of the bank’s policies
and procedures and the system of interna
control;

reconciliation of detail to related control
records; and

verification of selected transactions and bal-
ances through procedures such as examination
of supporting documentation, direct confirma-
tion and appropriate follow-up of exceptions,
and physical inspection.

Theinternal auditor should follow the specific
procedures included in al work programs to
reach audit conclusions that will satisfy the
related audit objectives. Audit conclusions
should be supported by report findings, such
reports should include, when appropriate, rec-
ommendations by the interna auditor for any
required remedial actions.

The examiner should a so analyze the internal
reporting process for the interna auditor’s find-
ings, since required changes in the bank’s inter-
nal controls and operating procedures can be
made only if appropriate officias are informed
of the deficiencies. This means that the auditor
must communicate all findings and recommen-
dations clearly and concisely, pinpointing prob-
lems and suggesting solutions. The auditor also
should submit reports as soon as practical, and
the reports should be routed to those authorized
to implement the suggested changes.

The final measure of the effectiveness of the
audit program is a prompt and effective man-
agement response to the auditor’ s recommenda-
tions. The audit department should determine
the reasonableness, timeliness, and complete-
ness of management’s response to their recom-
mendations, including follow-up, if necessary.
Examiners should assess management’ s response
and follow up when the response is either
incomplete or unreasonable.

EXTERNAL AUDITS

The Federal Reserve requires bank holding com-
panies with total consolidated assets of $500 mil-
lion or more to have annua independent audits.
Generaly, banks must have external audits for
the first three years after obtaining FDIC insur-
ance (an FDIC requirement) and upon becoming
a newly chartered national bank (an OCC
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reguirement). The SEC also has a longstanding
audit requirement for al public companies,
which applies to bank holding companies that
are SEC registrants and to state member banks
that are subject to SEC reporting requirements
pursuant to the Federal Reserve's Regulation H.

For insured depository institutions with fiscal
years beginning after December 31, 1992,
FDICIA, through its amendments to section 36
of the FDI Act, requires annual independent
auditsfor all FDIC-insured banks that have total
assets in excess of $500 million. (See SR-94-3
and SR-96-4.) In September 1999, the Federal
Financial Institutions Examination Council
(FFIEC) issued an interagency policy statement
on external auditing programs of banks and
savings associations.2° The policy encourages
banks and savings associations that have less
than $500 million in total assets and that are not
subject to other audit requirements to adopt an
external auditing program as a part of ther
overall risk-management process. (See the fol-
lowing subsection for the complete text of the
interagency policy statement.)

Independent audits enhance the probability
that financia statements and reports to the FRB
and other financial-statement users will be
accurate and will help detect conditions that
could adversely affect banking organizations,
the FRB, or the public. The independent audit
process also subjects the internal controls and
the accounting policies, procedures, and records
of each banking organization to periodic review.

Banks often employ external auditors and
other specialists to assist management in spe-
cialized fields, such as taxation and management
information systems. External auditors and con-
sultants often conduct in-depth reviews of the
operations of specific bank departments; the
reviews might focus on operational procedures,
personnel requirements, or other specific areas
of interest. After completing the reviews, the
auditorsmay recommend that the bank strengthen
controls or improve efficiency.

External auditors provide services at various
times during the year. Financial statements are
examined annually. Generally, the process com-
mences in the latter part of the year, with the
report issued as soon thereafter as possible.
Other types of examinations or reviews are
performed at various dates on an as-required
basis.

The examiner is interested in the work per-

20. See 64 Fed. Reg. 52319 (September 28, 1999).

formed by external auditors for three principal
reasons. First, situations will arise when internal
audit work is not being performed or when such
work is deemed to be of limited value to the
examiner. Second, the work performed by
external auditors may affect the amount of
testing the examiner must perform. Third, exter-
nal audit reports often provide the examiner
with information pertinent to the examination of
the bank.

The major factors that should be considered
in evaluating the work of externa auditors are
similar to those applicable to internal auditors,
namely, the competence and independence of
the auditors and the adequacy of the audit
program.

The federal banking agencies view a full-
scope annua audit of a bank’s financial state-
ments by an independent public accountant as
preferable to other types of external auditing
programs. The September 1999 policy statement
recognizes that a full-scope audit may not be
feasiblefor every small bank. It therefore encour-
ages those banks to pursue appropriate aterna-
tives to a full-scope audit. Small banks are also
encouraged to establish an audit committee
consisting of outside directors. The policy state-
ment provides guidance to examiners on the
review of external auditing programs.

The policy statement is consistent with the
Federal Reserve's longstanding guidance that
encourages the use of externa auditing pro-
grams, and with its goals for (1) ensuring the
accuracy and reliability of regulatory reports,
(2) improving the quality of bank internal con-
trols over financial reporting, and (3) enhancing
the efficiency of the risk-focused examination
process. The Federal Reserve adopted the FFIEC
policy statement effective for fiscal years begin-
ning on or after January 1, 2000. (See
SR-99-33.)

INTERAGENCY POLICY
STATEMENT ON EXTERNAL
AUDITING PROGRAMS OF
BANKS AND SAVINGS
ASSOCIATIONS

Introduction

The board of directors and senior managers of a
banking institution or savings association (insti-
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tution) are responsible for ensuring that the
institution operates in a safe and sound manner.
To achieve this goal and meet the safety-and-
soundness guidelines implementing section 39
of the Federal Deposit Insurance Act (FDI Act)
(12 USC 1831p-1),2t theinstitution should main-
tain effective systems and internal control22 to
produce reliable and accurate financial reports.

Accurate financial reporting is essential to an
ingtitution’s safety and soundness for numerous
reasons. First, accurate financial information
enables management to effectively manage the
institution's risks and make sound business
decisions. In addition, institutions are required
by law23 to provide accurate and timely financial
reports (e.g., Reports of Condition and Income
[call reports] and Thrift Financial Reports) to
their appropriate regul atory agency. Thesereports
serve an important role in the agencies 24 risk-
focused supervision programs by contributing to
their pre-examination planning, off-site monitor-
ing programs, and assessments of an ingtitu-
tion's capital adequacy and financia strength.
Further, reliable financial reports are necessary
for the institution to raise capital. They provide
data to stockholders, depositors and other funds
providers, borrowers, and potential investors on
the company’s financial position and results of
operations. Such information is critical to effec-
tive market discipline of the institution.

To help ensure accurate and reliable financial
reporting, the agencies recommend that the
board of directors of each institution establish
and maintain an external auditing program. An
external auditing program should be an impor-
tant component of an ingtitution’s overall risk-
management process. For example, an external
auditing program complements the internal
auditing function of an institution by providing
management and the board of directors with an
independent and objective view of the reliability
of the institution’s financial statements and the
adequacy of its financial-reporting internal con-
trols. Additionally, an effective external auditing
program contributes to the efficiency of the
agencies risk-focused examination process. By

21. See 12 CFR 30 for national banks, 12 CFR 364 for
state nonmember banks; 12 CFR 208 for state member banks;
and 12 CFR 510 for savings associations.

22. This policy statement provides guidance consistent
with the guidance established in the Interagency Policy
Statement on the Internal Audit Function and Its Outsourcing.

23. See 12 USC 161 for national banks; 12 USC 1817a for
state nonmember banks; 12 USC 324 for state member banks;
and 12 USC 1464(v) for savings associations.

24. Terms are defined at the end of the policy statement.

considering the significant risk areas of an
institution, an effective externa auditing pro-
gram may reduce the examination time the
agencies spend in such areas. Moreover, it can
improve the safety and soundness of an institu-
tion substantially and lessen the risk the institu-
tion poses to the insurance funds administered
by the Federal Deposit Insurance Corporation
(FDIC).

This policy statement outlines the character-
istics of an effective external auditing program
and provides examples of how an institution can
use an external auditor to help ensure the
reliability of itsfinancial reports. It also provides
guidance on how an examiner may assess an
institution’s external auditing program. In addi-
tion, this policy statement provides specific
guidance on external auditing programs for
institutions that are holding company subsidi-
aries, newly insured institutions, and institutions
presenting supervisory concerns.

The adoption of afinancial statement audit or
other specified type of external auditing pro-
gram is generally only required in specific
circumstances. For example, insured depository
institutions covered by section 36 of the FDI Act
(12 USC 1831m), asimplemented by part 363 of
the FDIC's regulations (12 CFR 363), are
required to have an external audit and an audit
committee. Therefore, this policy statement is
directed toward banks and savings associations
which are exempt from part 363 (i.e., institu-
tions with less than $500 million in total assets
at the beginning of their fiscal year) or are not
otherwise subject to audit requirements by order,
agreement, statute, or agency regulations.

Overview of External Auditing
Programs

Responsihilities of the Board of Directors

The board of directors of an ingtitution is
responsible for determining how to best obtain
reasonable assurance that the institution’s finan-
cia statements and regulatory reports are reli-
ably prepared. In this regard, the board is aso
responsible for ensuring that its external audit-
ing program is appropriate for the institution and
adequately addresses the financial-reporting
aspects of the significant risk areas and any
other areas of concern of the institution's
business.
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To help ensure the adequacy of its internal
and external auditing programs, the agencies
encourage the board of directors of each insti-
tution that is not otherwise required to do so to
establish an audit committee consisting entirely
of outside directors.2> However, if this is
impracticable, the board should organize the
audit committee so that outside directors consti-
tute a majority of the membership.

Audit Committee

The audit committee or board of directors is
responsible for identifying at least annually the
risk areas of the ingtitution's activities and
assessing the extent of external auditing involve-
ment needed over each area. The audit commit-
tee or board is then responsible for determining
what type of external auditing program will best
meet the ingtitution's needs (see the descrip-
tions under “Types of External Auditing
Programs”).

When evaluating the institution’s external
auditing needs, the board or audit committee
should consider the size of the institution and
the nature, scope, and complexity of its opera-
tions. It should also consider the potential bene-
fits of an audit of the institution’s financial
statements or an examination of the institution’s
internal control structure over financial report-
ing, or both. In addition, the board or audit
committee may determine that additional or
specific external auditing procedures are war-
ranted for a particular year or several years to
cover areas of particularly high risk or special
concern. The reasons supporting these decisions
should be recorded in the committee’ sor board’s
minutes.

If, in its annua consideration of the institu-
tion's external auditing program, the board or
audit committee determines, after considering
its inherent limitations, that an agreed-upon
procedures/state-required examination is suffi-
cient, they should also consider whether an
independent public accountant should perform
the work. When an independent public accoun-
tant performs auditing and attestation services,
the accountant must conduct his or her work
under, and may be held accountable for depar-

25. Institutions with $500 million or more in total assets
must establish an independent audit committee made up of
outside directors who are independent of management. See 12
USC 1831m(g)(1) and 12 CFR 363.5.

tures from, professional standards. Furthermore,
when the external auditing program includes an
audit of the financial statements, the board or
audit committee obtains an opinion from the
independent public accountant stating whether
the financial statements are presented fairly, in
all material respects, in accordance with gener-
ally accepted accounting principles (GAAP).
When the external auditing program includes an
examination of the internal control structure
over financial reporting, the board or audit
committee obtains an opinion from the indepen-
dent public accountant stating whether the
financial-reporting process is subject to any
material weaknesses.

Both the staff performing an internal audit
function and the independent public accountant
or other external auditor should have unre-
stricted access to the board or audit committee
without the need for any prior management
knowledge or approval. Other duties of an audit
committee may include reviewing the indepen-
dence of the external auditor annually, consult-
ing with management, seeking an opinion on an
accounting issue, and overseeing the quarterly
regulatory reporting process. The audit commit-
tee should report its findings periodically to the
full board of directors.

External Auditing Programs

Basic Attributes

External auditing programs should provide the
board of directors with information about the
ingtitution’s financial-reporting risk areas, e.g.,
the institution’s internal control over financial
reporting, the accuracy of its recording of trans-
actions, and the completeness of its financial
reports prepared in accordance with GAAP.
The board or audit committee of each insti-
tution at least annually should review the risks
inherent in its particular activities to determine
the scope of its external auditing program. For
most institutions, the lending and investment-
securities activities present the most significant
risks that affect financia reporting. Thus, exter-
nal auditing programs should include specific
procedures designed to test at least annually the
risks associated with the loan and investment
portfolios. This includes testing of internal con-
trol over financia reporting, such as manage-
ment’ s process to determine the adequacy of the
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allowance for loan and |ease |osses and whether
this process is based on a comprehensive,
adequately documented, and consistently applied
analysis of the institution's loan and lease
portfolio.

An ingtitution or its subsidiaries may have
other significant financial-reporting risk areas
such as material rea estate investments, insur-
ance underwriting or sales activities, securities
broker-dealer or similar activities (including
securities underwriting and investment advisory
services), loan-servicing activities, or fiduciary
activities. The external auditing program should
address these and other activities the board or
audit committee determines present significant
financial-reporting risks to the institution.

Types of External Auditing Programs

The agencies consider an annual audit of an
institution’s financial statements performed by
an independent public accountant to be the
preferred type of external auditing program. The
agencies also consider an annual examination of
the effectiveness of the internal control structure
over financia reporting or an audit of an insti-
tution’s balance sheet, both performed by an
independent public accountant, to be acceptable
aternative externa auditing programs. How-
ever, the agencies recognize that some institu-
tions only have agreed-upon procedures/state-
required examinations performed annualy as
their external auditing program. Regardless of
the option chosen, the board or audit committee
should agree in advance with the external audi-
tor on the objectives and scope of the external
auditing program.

Financial statement audit by an independent
public accountant. The agencies encourage all
institutions to have an externa audit performed
in accordance with generally accepted auditing
standards (GAAS). The audit’s scope should be
sufficient to enable the auditor to express an
opinion on the ingtitution’s financial statements
taken as a whole.

A financial statement audit provides assur-
ance about the fair presentation of an institu-
tion’s financial statements. In addition, an audit
may provide recommendations for management
in carrying out its control responsibilities. For
example, an audit may provide management
with guidance on establishing or improving
accounting and operating policies and recom-

mendations on internal control (including inter-
nal auditing programs) necessary to ensure the
fair presentation of the financial statements.

Reporting by an independent public accoun-
tant on an ingtitution’ sinternal control structure
over financial reporting. Another external audit-
ing program is an independent public accoun-
tant’s examination and report on management’s
assertion on the effectiveness of the ingtitution’s
internal control over financial reporting. For a
smaller ingtitution with less complex operations,
this type of engagement is likely to be less
costly than an audit of itsfinancial statements or
its balance sheet. It would specifically provide
recommendations for improving internal con-
trol, including suggestions for compensating
controls, to mitigate the risks due to staffing and
resource limitations.

Such an attestation engagement may be per-
formed for al internal controls relating to the
preparation of annual financial statements or
specified schedules of the institution’s regula-
tory reports.2® This type of engagement is per-
formed under generally accepted standards for
attestation engagements (GASAE).27

26. Since the lending and investment-securities activities
generally present the most significant risks that affect an
ingtitution’s financial reporting, management’s assertion and
the accountant’s attestation generally should cover those
regulatory report schedules. If the institution has trading or
off-balance-sheet activities that present material financial-
reporting risks, the board or audit committee should ensure
that the regulatory report schedules for those activitiesalso are
covered by management’s assertion and the accountant’'s
attestation. For banks and savings associations, the lending,
investment-securities, trading, and off-balance-sheet sched-
ules consist of:

Reports of Thrift
Condition Financial
and Income Report
Area Schedules Schedules
Loans and lease-financing
receivables RC-C, Part | SC, CF
Past-due and nonaccrual
loans, leases,
and other assets RC-N PD
Allowance for
credit losses RI-B SC, VA
Securities RC-B SC, Sl, CF
Trading assets
and Tiabilities RC-D SO, S
Off-balance-sheet
items RC-L SI, CMR

These schedules are not intended to address all possible risks
in an institution.

27. An attestation engagement is not an audit. It is per-
formed under different professional standards than an audit of
an ingtitution’s financial statements or its balance sheet.
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Balance-sheet audit performed by an indepen-
dent public accountant. With this program, the
ingtitution engages an independent public
accountant to examine and report only on the
balance sheet. As with the audit of the financial
statements, this audit is performed in accor-
dance with GAAS. The cost of a balance-sheet
audit is likely to be less than a financial-
statement audit. However, under this type of
program, the accountant does not examine or
report on the fairness of the presentation of the
institution’s income statement, statement of
changes in equity capital, or statement of cash
flows.

Agreed-upon procedures/state-required exami-
nations. Some state-chartered depository insti-
tutions are required by state statute or regulation
to have specified procedures performed annually
by their directors or independent persons.28 The
bylaws of many national banks also require that
some specified procedures be performed annu-
ally by directors or others, including internal or
independent persons. Depending upon the scope
of the engagement, the cost of agreed-upon
procedures or a state-required examination may
be less than the cost of an audit. However, under
this type of program, the independent auditor
does not report on the fairness of the institu-
tion’s financia statements or attest to the effec-
tiveness of the internal control structure over
financial reporting. The findings or results of the
procedures are usualy presented to the board or
the audit committee so that they may draw their
own conclusions about the quality of the finan-
cial reporting or the sufficiency of internal
control.

When choosing this type of external auditing
program, the board or audit committeeis respon-
sible for determining whether these procedures
meet the external auditing needs of the ingtitu-
tion, considering its size and the nature, scope,
and complexity of its business activities. For
example, if an institution’s external auditing
program consists solely of confirmations of
deposits and loans, the board or committee
should consider expanding the scope of the
auditing work performed to include additional
procedures to test the institution's high-risk
areas. Moreover, a financial statement audit, an

28. When performed by an independent public accountant,
“specified procedures’” and ‘‘agreed-upon procedures’
engagements are performed under standards, which are dif-
ferent professional standards than those used for an audit of an
ingtitution’s financial statements or its balance sheet.

examination of the effectiveness of the internal
control structure over financial reporting, and a
balance-sheet audit may be accepted in some
states and for national banks in lieu of agreed-
upon procedures/state-required examinations.

Other Considerations

Timing. The preferable time to schedule the
performance of an external auditing program is
as of aningtitution’ s fiscal year-end. However, a
quarter-end date that coincides with aregulatory
report date provides similar benefits. Such an
approach allows the institution to incorporate
the results of the external auditing program into
its regulatory reporting process and, if appropri-
ate, amend the regulatory reports.

External auditing staff. The agencies encour-
age an ingtitution to engage an independent
public accountant to perform its external audit-
ing program. An independent public accountant
provides a nationally recognized standard of
knowledge and objectivity by performing
engagements under GAAS or GASAE. Thefirm
or independent person selected to conduct an
external auditing program and the staff carrying
out the work should have experience with
financial-institution accounting and auditing or
similar expertise and should be knowledgeable
about relevant laws and regulations.

Specia Situations

Holding Company Subsidiaries

When an institution is owned by another entity
(such as a holding company), it may be appro-
priate to address the scope of its external audit
program in terms of the institution’ s relationship
to the consolidated group. In such cases, if the
group’s consolidated financial statements for the
same year are audited, the agencies generaly
would not expect the subsidiary of a holding
company to obtain a separate audit of its finan-
cia statements. Nevertheless, the board of
directors or audit committee of the subsidiary
may determine that its activities involve signifi-
cant risks to the subsidiary that are not within
the procedural scope of the audit of the financial
statements of the consolidated entity. For exam-
ple, the risks arising from the subsidiary’s
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activities may be immaterial to the financial
statements of the consolidated entity, but mate-
rial to the subsidiary. Under such circumstances,
the audit committee or board of the subsidiary
should consider strengthening the internal audit
coverage of those activities or implementing
an appropriate alternative external auditing
program.

Newly Insured Institutions

Under the FDIC statement of policy on applica
tionsfor deposit insurance, applicantsfor deposit
insurance coverage are expected to commit the
depository institution to obtain annual audits by
an independent public accountant once it begins
operations as an insured institution and for a
limited period thereafter.

Ingtitutions Presenting Supervisory
Concerns

As previously noted, an externa auditing pro-
gram complements the agencies supervisory
process and the institution's internal auditing
program by identifying or further clarifying
issues of potential concern or exposure. An
external auditing program also can greatly assist
management in taking corrective action, particu-
larly when weaknesses are detected in internal
control or management information systems
affecting financial reporting.

The agencies may require a financial institu-
tion presenting safety-and-soundness concerns
to engage an independent public accountant or
other independent external auditor to perform
external auditing services.2® Supervisory con-
cerns may include—

* inadequate internal control, including the
internal auditing program;

e a board of directors generaly uninformed

about internal control;

evidence of insider abuse;

known or suspected defalcations;

known or suspected criminal activity;

probable director liability for losses;

29. The Office of Thrift Supervision requires an external
audit by an independent public accountant for savings asso-
ciations with a composite rating of 3, 4, or 5 under the
Uniform Financial Institution Rating System, and on a case-
by-case basis.

* the need for direct verification of loans or
deposits;

* questionable transactions with affiliates; or

* the need for improvements in the externa
auditing program.

The agencies may also require that the insti-
tution provide its appropriate supervisory office
with a copy of any reports, including manage-
ment letters, issued by the independent public
accountant or other external auditor. They also
may require the institution to notify the super-
visory office prior to any meeting with the
independent public accountant or other external
auditor at which auditing findings are to be
presented.

Examiner Guidance

Review of the External Auditing Program

The review of an institution’s external auditing
program is a norma part of the agencies
examination procedures. An examiner’s evalua-
tion of, and any recommendations for improve-
ments in, an institution’s external auditing pro-
gram will consider the institution’s size; the
nature, scope, and complexity of its business
activities; its risk profile; any actions taken or
planned by it to minimize or eliminate identified
weaknesses;, the extent of its internal audit
program; and any compensating controls in
place. Examiners will exercise judgment and
discretion in evauating the adequacy of an
institution’s external auditing program.

Specifically, examiners will consider the poli-
cies, processes, and personnel surrounding an
institution’s externa auditing program in deter-
mining whether—

« the board of directors or its audit committee
adequately reviews and approves externa
auditing program policies at least annually;

« the external auditing program is conducted by
an independent public accountant or other
independent auditor and is appropriate for the
institution;

« the engagement letter covering external audit-

ing activities is adequate;

the report prepared by the auditor on the

results of the external auditing program

adequately explains the auditor’s findings;

» the external auditor maintains appropriate
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independence regarding relationships with

the ingtitution under relevant professional

standards;

the board of directors performs due diligence

on the relevant experience and competence of

the independent auditor and staff carrying out

the work (whether or not an independent

public accountant is engaged); and

« the board or audit committee minutes reflect
approval and monitoring of the external audit-
ing program and schedule, including board or
committee reviews of audit reports with man-
agement and timely action on audit findings
and recommendations.

Access to Reports

Management should provide the independent
public accountant or other auditor with accessto
all examination reports and written communica-
tion between the institution and the agencies or
state bank supervisor since the last external
auditing activity. Management also should pro-
vide the accountant with access to any supervi-
sory memoranda of understanding, written agree-
ments, administrative orders, reports of action
initiated or taken by a federa or state banking
agency under section 8 of the FDI Act (or a
similar state law), and proposed or ordered
assessments of civil money penalties against the
ingtitution or an ingtitution-related party, as well
as any associated correspondence. The audi-
tor must maintain the confidentiality of exami-
nation reports and other confidential supervisory
information.

In addition, the independent public accoun-
tant or other auditor of an institution should
agree in the engagement letter to grant examin-
ers access to al the accountant’s or auditor’'s
workpapers and other material pertaining to the
institution prepared in the course of performing
the completed external auditing program.

Institutions should provide reports®© issued
by the independent public accountant or other
auditor pertaining to the external auditing pro-
gram, including any management |etters, to the
agencies and any state authority in accordance
with their appropriate supervisory office’s guid-
ance.3! Significant developments regarding the

30. The institution’s engagement letter is not a ““report”
and is not expected to be submitted to the appropriate
supervisory office unless specifically requested by that office.

31. When an ingtitution’s financial information is included

external auditing program should be communi-
cated promptly to the appropriate supervisory
office. Examples of those developments include
the hiring of an independent public accountant
or other third party to perform externa auditing
work and a change in, or termination of, an
independent public accountant or other external
auditor.

Definitions

Agencies. The agencies are the Board of Gov-
ernors of the Federal Reserve System (FRB), the
Federal Deposit Insurance Corporation (FDIC),
the Office of the Comptroller of the Currency
(OCC), and the Office of Thrift Supervision
(OTS).

Appropriate supervisory office. The regional or
district office of the institution’s primary federal
banking agency responsible for supervising the
institution or, in the case of an ingtitution that is
part of a group of related insured institutions,
the regional or district office of the institution’s
federal banking agency responsible for moni-
toring the group. If theinstitution is a subsidiary
of a holding company, the term “‘appropriate
supervisory office” aso includes the federa
banking agency responsible for supervising
the holding company. In addition, if the institu-
tion is state-chartered, the term *‘appropriate
supervisory office” includes the appropriate
state bank or savings association regulatory
authority.

Audit. An examination of the financial state-
ments, accounting records, and other supporting
evidence of an institution performed by an
independent certified or licensed public accoun-
tant in accordance with generally accepted

in the audited consolidated financial statements of its parent
company, the institution should provide a copy of the audited
financial statements of the consolidated company and any
other reports by the independent public accountant in accor-
dance with their appropriate supervisory office's guidance. If
severd ingtitutions are owned by one parent company, asingle
copy of the reports may be supplied in accordance with the
guidance of the appropriate supervisory office of each agency
supervising one or more of the affiliated institutions and the
holding company. A transmittal letter should identify the
ingtitutions covered. Any notifications of changes in, or
terminations of, a consolidated company’ s independent public
accountant may be similarly supplied to the appropriate
supervisory office of each supervising agency.
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auditing standards (GAAS) and of sufficient
scope to enable the independent public accoun-
tant to express an opinion on the ingtitution’s
financial statements as to their presentation in
accordance with generally accepted accounting
principles (GAAP).

Audit committee. A committee of the board of
directors whose members should, to the extent
possible, be knowledgeable about accounting
and auditing. The committee should be respon-
sible for reviewing and approving the institu-
tion’sinternal and external auditing programs or
recommending adoption of these programs to
the full board.

Balance-sheet audit performed by an indepen-
dent public accountant. An examination of an
institution’s balance sheet and any accompany-
ing footnotes performed and reported on by an
independent public accountant in accordance
with GAAS and of sufficient scope to enable the
independent public accountant to express an
opinion on the fairness of the balance-sheet
presentation in accordance with GAAP.

Engagement letter. A letter from an independent
public accountant to the board of directors or
audit committee of an institution that usually
addresses the purpose and scope of the external
auditing work to be performed, period of timeto
be covered by the auditing work, reports
expected to be rendered, and any limitations
placed on the scope of the auditing work.

Examination of the internal control structure
over financial reporting. See " Reporting by an
independent public accountant on an institu-
tion’s interna control structure over financial

reporting.”’

External auditing program. The performance of
procedures to test and evaluate high-risk areas
of an ingtitution’s business by an independent
auditor, who may or may not be a public
accountant, sufficient for the auditor to be able
to express an opinion on the financia statements
or to report on the results of the procedures
performed.

Financial statement audit by an independent
public accountant. See Audit.

Financial statements. The statements of finan-
cial position (balance sheet), income, cash flows,

and changes in equity together with related
notes.

Independent public accountant. An accountant
who is independent of the institution and regis-
tered or licensed to practice, and holds himself
or herself out, as apublic accountant, and who is
in good standing under the laws of the state or
other political subdivision of the United States
in which the home office of the institution is
located. The independent public accountant
should comply with the American Institute of
Certified Public Accountants' (AICPA) Code of
Professional Conduct and any related guidance
adopted by the Independence Standards Board
and the agencies. No certified public accountant
or public accountant will be recognized as
independent who is not independent both in fact
and in appearance.

Internal auditing. An independent assessment
function established within an ingtitution to
examine and evaluate its system of interna
control and the efficiency with which the various
units of the ingtitution are carrying out their
assigned tasks. The objective of interna audit-
ing is to assist the management and directors of
the institution in the effective discharge of their
responsibilities. To this end, internal auditing
furnishes management with analyses, evalua
tions, recommendations, counsel, and informa-
tion concerning the activities reviewed.

Outside directors. Members of an institution’s
board of directors who are not officers, employ-
ees, or principal stockholders of the institution,
its subsidiaries, or its affiliates, and who do not
have any material business dealings with the
institution, its subsidiaries, or its affiliates.

Regulatory reports. These reports are the Reports
of Condition and Income (call reports) for banks,
Thrift Financial Reports (TFRs) for savings
associations, Federal Reserve (FR) Y reportsfor
bank holding companies, and the H-(b)11 Annual
Report for thrift holding companies.

Reporting by an independent public accountant
on an ingtitution’s internal control structure
over financial reporting. Under this engage-
ment, management evaluates and documents its
review of the effectiveness of the ingtitution’s
internal control over financial reporting in the
identified risk areas as of a specific report date.
Management prepares awritten assertion, which
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specifies the criteria on which management
based its evaluation about the effectiveness of
the institution’s internal control over financial
reporting in the identified risk areas and states
management’s opinion on the effectiveness of
internal control over this specified financial
reporting. The independent public accountant is
engaged to perform tests on the internal control
over the specified financial reporting in order to
attest to management’s assertion. If the accoun-
tant concurs with management’ s assertion, even
if the assertion discloses one or more instances
of material internal control weakness, the
accountant would provide a report attesting to
management’ s assertion.

Risk areas. Those particular activities of an
ingtitution that expose it to greater potential
losses if problems exist and go undetected. The
areas with the highest financial-reporting risk in
most ingtitutions generally are their lending and
investment-securities activities.

Secified procedures. Procedures agreed upon
by the institution and the auditor to test its
activities in certain areas. The auditor reports
findings and test results, but does not express an
opinion on controls or balances. If performed by
an independent public accountant, these proce-
dures should be performed under generally
accepted standards for attestation engagements
(GASAE).

Issued by the FFIEC on September 28, 1999.

CERTIFIED PUBLIC
ACCOUNTANTS

This section discusses the standards for compe-
tence and independence of certified public
accountants (CPAs) as well as the standards
reguired in connection with their audits.

Standards of Conduct

The Code of Professional Ethics for CPAs who
are members of the American Institute of Cer-
tified Public Accountants (AICPA) requires that
audits be performed according to generaly
accepted auditing standards (GAAS). GAAS, as
distinct from generally accepted accounting prin-
ciples, or GAAPR, are concerned with the audi-

tor's professional qudifications, the judgment
the auditor exercises in the performance of an
audit, and the quality of the audit procedures.

On the other hand, GAAP represents all of the
conventions, rules, and procedures that are nec-
essary to define accepted accounting practices at
a particular time. GAAP includes broad guide-
lines of general application and detailed prac-
tices and procedures that have been issued by
the Financial Accounting Standards Board
(FASB), the AICPA, the SEC, or other authori-
tative bodiesthat set accounting standards. Thus,
GAAP provides guidance on financial-reporting
and disclosure matters.

Generally Accepted Auditing
Standards

GAAS are grouped into three categories: gen-
eral standards, standards of field work, and
standards of reporting.

The general standards require that the audit be
performed by a person or persons having
adequate technical training and proficiency; that
independence in mental attitude be maintained;
and that due professional care be exercised in
the performance of the audit and the preparation
of the report.

Sandards of field work require that the work be
adequately planned; assistants, if any, be prop-
erly supervised; aproper study and evaluation of
existing internal controls be made for determin-
ing the audit scope and the audit procedures to
be performed during the audit; and sufficient
evidence be obtained to formulate an opinion
regarding the financial statements under audit.

Sandards of reporting require that the CPA state
whether the financial statements are presented in
accordance with GAAP. The application of
GAAP in audited financial statements and
reports must achieve the fundamental objectives
of financial accounting, which are to provide
reliable financial information about the eco-
nomic resources and obligations of a business
enterprise. In addition, the informative disclo-
sures in the financial statements must follow
GAAP, or the CPA must state otherwise in the
report.

GAAS recognizes that management—not the
CPA—has primary responsibility for the prepa-
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ration of the financial statements and the pre-
sentations therein. The auditor’s responsibility
is to express an opinion on the financia state-
ments. GAAS (or the audit requirements previ-
ously set forth) requires that audits cover the
following financial statements: balance sheet,
income statement, statement of changesin stock-
holders’ equity, and statement of cash flows.

GAAS requires that CPAs plan and perform
auditing procedures to obtain reasonable assur-
ance that financial statements are free from
material misstatement. Under GAAS, an audit
includes examining on a test basis and should
include evidence supporting the amounts and
disclosures in the financial statements. An audit
also includes assessing the accounting principles
used and significant estimates made by manage-
ment, as well as evaluating the overall financial
statement presentation.

Independence

In the performance of their work, CPAs must be
independent of those they serve. Traditionally,
independence has been defined as the ability to
act with integrity and objectivity. In accordance
with the rule on independence included in the
SEC’'s independence rules and the Code of
Professional Ethics and related AICPA interpre-
tations, the independence of a CPA is considered
to be impaired if, during the period of his or her
professional engagement, the CPA or his or her
firm had any direct or materia indirect financia
interest in the enterprise or had any loan to or
from the enterprise or any officer, director, or
principal stockholder thereof. The latter prohi-
bition does not apply to the following loans
from a financial institution when made under
normal lending procedures, terms, and
requirements:

« automobile loans and leases collateralized by

the automobile

loans in the amount of the cash surrender

value of alife insurance policy

borrowings fully collateralized by cash depos-

its at the same financial institution (for exam-

ple, passbook |oans)

* credit cards and cash advances under lines of
credit associated with checking accounts with
aggregate unpaid balances of $5,000 or less

Such loans must, at all times, be kept current by
the CPA as to all terms.

Other loans have been grandfathered by the
AICPA under recent ethicsinterpretations. These
other loans (mortgage loans, other secured loans,
and loans not material to the AICPA member’'s
net worth) must, at all times, be current as to all
terms and shall not be renegotiated with the
client financial ingtitution after the latest of—

e January 1, 1992;

e the date that the financial institution first
becomes a client;

the date the loans are sold from a nonclient
financial institution to the client financial
institution; or

the date of becoming amember inthe AICPA.

The examiner may decide under certain cir-
cumstances to test the independence of the CPA
through reviews of loan listings, contracts, stock-
holder listings, and other appropriate measures.
Concerns about independence should be identi-
fied in the report of examination.

The SEC has also released guidance relating
to the independence of auditors for public insti-
tutions. According to SEC Rule 101, the inde-
pendence of an auditor would be impaired if
financial, employment, or business relationships
exist between auditors and audit clients, and if
there are relationships between auditors and
audit clients in which the auditors provide cer-
tain nonaudit services to their audit clients.
Much of the language found in the SEC's
independence rules is incorporated in the Inter-
agency Policy Statement on the Internal Audit
Function and Its Outsourcing.

EXTERNAL AUDIT REPORTS

The external auditor generates various types of
reports and other documents. These reports
typicadly include—

* the standard audit report, which is generally a
one-page document;

* a ““management letter’” in which the auditor
confidentially presents detailed findings and
recommendations to management; and

e an attestation report in which the auditor
attests to management’s assertion of internal
controls and procedures over financia reports
(for public companies and institutions subject
to section 36 of the FDI Act); and
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« other reports from the auditor to regulators
during the audit period.

The major types of standard audit reports will
never have a heading or other statement in the
report that identifies which typeit is. Rather, the
type of report is identified by certain terminol-
ogy used in the text of the report. The major
types of standard audit reports are described
below.

The unqualified report, sometimes referred to as
a ‘“clean opinion,” states that the financial
statements are *‘ presented fairly” in conformity
with GAAP and that the necessary audit work
was done.

The qualified report may generaly have the
same language as the unqualified report but will
use the phrase “except for” or some other
qualification to indicate that some problem
exists. The types of problems include a lack of
sufficient evidential matter, restrictions on the
scope of audit work, or departures from GAAP
in the financial statements. This type of report is
not necessarily negative but indicates that the
examiner should ask additional questions of
management.

An adverse report basically concludes that the
financial statements are not presented fairly in
conformity with GAAP. This type of report is
rarely issued because auditors and management
usually work out their differences in advance.

A disclaimer expresses no opinion on the finan-
cia statements. CPAs may issue a disclaimer
when they have concluded that substantial doubt
exists about the ability of the ingtitution to
continue as a going concern for a reasonable
period of time. This disclaimer is intended to
indicate that the CPA is not assuming any
responsibility for these statements.

REVIEW OF THE EXTERNAL
AUDITOR'S INDEPENDENCE
AND AUDIT

Because of the professional and ethical stan-
dards of the public accounting profession, the
Federal Reserve has concluded that the exam-
iner should conduct an in-depth review of the
competence and independence of the CPA only

in unusual situations. One such situation would
be a recent change in CPAs by a bank, particu-
larly if the change was made after an audit had
commenced.

Ordinarily, specific tests to determine inde-
pendence are not necessary. However, there may
be occasions when the examiner has sufficient
reason to question the independence of a CPA or
the quality of his or her work. For example, the
examiner may discover that during the period of
aCPA'sprofessional engagement, which includes
the period covered by the financial statements
on which the CPA has expressed an opinion, the
CPA or a member of his or her firm—

* had a direct financial interest in the bank;

» was connected with the bank in a capacity
equivalent to that of amember of management
or was a director of the bank;

* maintained, completely or in part, the books
and records of the bank and did not perform
audit tests with respect to such books and
records; or

* had a prohibited loan from the bank (as
discussed earlier).

In these and similar instances, the CPA would
not have complied with professiona standards.

The examiner should determine the scope of
the CPA’'s examination by reviewing the most
recent report issued by the CPA. If the auditisin
progress or is planned to commence in the near
future, the examiner should review any engage-
ment letter to the bank from the CPA. The
examiner also should obtain and review any
adjusting journal entries suggested by the CPA
at the conclusion of the examination. This should
be done to determine whether such entries were
the result of breakdowns in the internal control
structure and procedures for financial reporting.

Under certain circumstances, a CPA may
issue a qualified or adverse opinion or may
disclaim an opinion on a bank’s financial state-
ments. In such circumstances, the examiner
should first determine the reasons for the par-
ticular type of opinion issued. If the matters
involved affect specific areas of the bank’s
operations, a review of the work performed by
the CPA may help the examiner understand the
problem that gave rise to this opinion. The
examination procedures section describes the
steps the examiner should follow when conduct-
ing areview of the work performed by the CPA.
(See the FFIEC interagency Policy Statement on
the External Auditing Programs of Banks and
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Savings Associations (effective January 1, 2000)
(SR-99-33)).

LIMITATIONS OF AUDITS AND
AUDITED FINANCIAL
STATEMENTS

Although auditing standards are designed to
require the use of due care and objectivity, a
properly designed and executed audit does not
necessarily guarantee that all misstatements of
amounts or omissions of disclosure in the finan-
cia statements have been detected. Moreover, a
properly designed and executed audit does not
guarantee that the auditor addressed FRB safety-
and-soundness considerations. Examination per-
sonnel should be cognizant of the limitations
inherent in an audit. The following examples
illustrate some common limitations of audits:

» The auditor is not responsible for deciding
whether an ingtitution operates wisely. An
unqualified audit report means that the trans-
actions and balances are reported in accor-
dance with GAAP It does not mean that the
transactions made business sense, that the
associated risks are managed in a safe and
sound manner, or that the balances can be
recovered upon disposition or liquidation.

 Theauditor’sreport concerning financial state-
ments does not signify that underwriting stan-
dards, operating strategies, loan-monitoring
systems, and workout procedures are adequate
to mitigate losses if the environment changes.
The auditor’s report that financial statements
present fairly the bank’s financial position is
based on the prevailing evidence and current
environment, and it indicates that reported
assets can be recovered in the normal course
of business. In determining that reported assets
can be recovered in the normal course of
business, the auditor attempts to understand
financial-reporting interna controls and can
substitute other audit procedures when these
controls are weak or nonexistent.

The quality of management and how it man-

ages risk are not considered in determining

historical cost and its recoverability. Although
certain assets and instruments are marked to
market (for example, trading accounts), GAAP
generally uses historical cost as the basis of
presentation. Historical cost assumes that the
entity is a going concern. The going-concern
concept allows certain mark-to-market l1osses

to be deferred because management believes
the cost basis can be recovered during the
remaining life of the asset.

* GAAP financia statements offer only limited
disclosures of risks, uncertainties, and the
other safety-and-soundness factors on which
the institution’s viability depends.

» Under GAAP, loan-loss reserves are provided
for “probable losses” currently “‘inherent”
(that is, anticipated future charge-offs are
based on current repayment characteristics) in
the portfolio. GAAP defines probable as the
likelihood that a future event will occur,
confirming the fact of the loss. Additionaly,
the amount of the loss must be reasonably
estimable.

COMMUNICATION WITH
EXTERNAL AUDITORS

GAAS requires that the external auditor can
consider regulatory authorities as a source of
competent evidential matter when conducting an
audit of the financial statements of a banking
organization. Accordingly, the external auditor
may review communications from, and make
inquiries of, the regulatory authorities.

Generally, the Federal Reserve encourages
auditors to attend examination exit conferences
upon compl etion of the examiner’ s field work or
to attend other meetings concerning examina-
tion findings between supervisory examiners
and an institution's management or board of
directors (or acommittee thereof). Banks should
ensure that their external auditors are informed
in a timely manner of scheduled exit confer-
ences and other relevant meetings with examin-
ers and of the FRB'’s palicies regarding auditor
attendance at such meetings.

When other conferences between examiners
and management are scheduled (those that do
not involve examination findings that are rel-
evant to the scope of the externa auditor's
work), the ingtitution should first obtain the
approval of the appropriate Federa Reserve
Bank personnel for the auditor to attend the meet-
ings. Theinteragency policy statement of July 23,
1992, does not preclude the Federa Reserve
from holding meetings with the management of
banks without auditor attendance or from requir-
ing that the auditor attend only certain portions
of the meetings. (See SR-92-28.)

The 1992 interagency policy statement was
issued to improve coordination and communica-
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tion between external auditors and examiners.
Examination personnel should provide banking
organizations with advance notice of the starting
date of the examination when appropriate, so
management can inform external auditors in
advance and facilitate the planning and sched-
uling of their audit work.

Some ingtitutions prefer that audit work be
completed at different times than examination
work to reduce demands on their staff members
and facilities. Other institutions prefer to have
audit work and examination work performed
during similar periods so the institution’s opera-
tions are affected only at certain times during the
year. By knowing when examinations are
planned, ingtitutions have the flexibility to sched-
ule external audit work concurrent with, or
separate from, examinations.

Meetings and Discussions Between
Externa Auditors and Examiners

An external auditor may request a meeting with
the FRB regulatory authorities involved in the
supervision of the institution or its holding
company during or after completion of exami-
nations to inquire about supervisory matters
relevant to the institution under audit. External
auditors should provide an agenda in advance.
The FRB regulatory authorities will generally
reguest that management of the institution under
audit be represented at the meeting. In this
regard, examiners generaly will only discuss
with an auditor examination findings that have
been presented to bank management.

In certain cases, external auditors may wish to
discuss with examiners matters relevant to the
institution without bank management represen-
tation. External auditors may request such con-
fidential meetings with the FRB regulatory
authorities, who may also request such meetings
with the external auditor.

Information Required to Be Made
Available to Externa Auditors

Section 931 of the Financial Institutions Reform,
Recovery, and Enforcement Act of 1989

(FIRREA) and section 112 of FDICIA (12 USC
1811) pertain to depository institutions insured
by the FDIC that have engaged the services of
an external auditor to audit the banking organi-
zation within the past two years. FIRREA and
FDICIA require banks to provide the auditor
with copies of the most recent Report of Con-
dition (call report), report of examination, and
pertinent correspondence or reports received
from its regulator. This information is to be
provided to the external auditor by the bank
under audit, not by the FRB. In addition, bank-
ing organizations must provide the independent
auditor with—

» a copy of any supervisory memorandum of
understanding or written agreement between a
federal or state banking agency and the bank
put into effect during the period covered by
the audit, and

» a report of any formal action taken by a
federa or state banking agency during such
period, or any civil money penalty assessed
with respect to the bank or any banking
organization—affiliated party.

Regulatory personnel should ascertain if the
banking organization is in compliance with the
requirements of section 931 of FIRREA (12
USC 1817(a)) and section 112 of FDICIA and
should report instances of noncompliance in the
report of examination.

Confidentiality of Supervisory
Information

While the policies of the FRB regulatory author-
ities permit external auditors to have access to
the information described above, institutions
and their auditors are reminded that information
contained in examination reports, inspection
reports, and supervisory discussions—including
any summaries or quotations—is confidential
supervisory information and must not be dis-
closed to any party without the written permis-
sion of the FRB. Unauthorized disclosure of
confidential supervisory information may lead
to civil and criminal actions and fines and other
penalties.
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Effective date May 2003J Section 1010.2

. To determine whether internal and external
audit functions exist.

. To determine with reasonable assurance that
the bank has an adequate internal audit func-
tion that ensures efficient and effective
operations, including the safeguarding of
assets, reliable financia reporting, and com-
pliance with applicable laws and regulations.
. To ascertain, through the examination pro-
cess, that the bank’s interna audit function
monitors, reviews, and ensures the continued
existence and maintenance of sound and
adequate internal controls over the bank’s
management process—the control environ-
ment, risk assessment, control activities,
information and communication, and moni-
toring activities.

. To review and evaluate internal audit out-

sourcing arrangements and the actions of the
outsourcing vendor under the standards
established by the Interagency Policy State-
ment on the Internal Audit Function and Its
Outsourcing.

. To evauate the independence of those who

provide the interna and external audit
functions.

. To evaluate the competence of those who

provide the internal and external audit
functions.

. To determine the adequacy of the procedures

performed by the internal and external
auditors.

. To determine, based on the criteria above, if

the work performed by interna and
externa auditors is reliable.

Commercial Bank Examination Manual

May 2003
Page 1



Internal Control and Audit Function, Oversight, and Outsourcing

Examination Procedures .
Effective date May 2003 Section 1010.3

This examination program must be used in
conjunction with the audit function and audit
outsourcing questionnaire section to review the determine their qualifications for their del-
bank’s internal and external audits and the audit egated responsibilities.

procedures they encompass. The audit guides, Content and use of the audit frequency anc
lines are general and all sections or questions scope scheduleReview the organization
may not be applicable to every bank. charts and the bank’s chart of accounts t
Before reviewing any specific audit proce-  determine the adequacy of the audit progran
dures, the examiner should first determine theP. Audit department participation in systems
independence and competence of the auditors. | design projectsDetermine, through inter-
the examiner believes the auditors to be both i <\ i the auditor and appropriate staf
competent and independent, he or she should members and through the documentatio

gqen geternzlhne the accepttabtlﬁ:ty of (tjhtelfr wot(k. review, the department’s role in automatec
ased on the answers 1o the audit unclion 544,60 manyal systems design.

questions and on the auditor's work, the . . )
examiner must then determine the scope of the- Audit manual.Review the audit manuals
and associated internal control question

examination. The program and related support- h . .
prog bp naires to determine the sufficiency of the

ing documentation should be completed in an . .
organized manner and should be retained as part Prescribed procedures for the accomplish
ment of the objectives.

of the examination workpapers.
Upon completion of the program, the exam- 8. Maintenance of audit recordskReview a
iner should be able to formulate a conclusion on ~ sample of the audit reports and associate
the adequacy of audit coverage. Conclusions of Workpapers to determine compliance
weaknesses in the internal audit work being ~With prescribed procedures and prope
performed at the bank should be summarized for documentation.
inclusion in the report of examination. Signifi- 9. Audit department's formal reporting
cant recommendations should be discussed with proceduresReview all auditor’s reports to
bank management and noted in the question- the board of directors (audit or examining
naire and the report of examination. If recom-  committee) and a representative sample c
mendations are made orally, a memorandum of the departmental or functional reports, con
the discussion should be prepared and included sider their distribution and follow-up proce-
in the workpapers. dures, and determine how effectively the
audit department responsibility is discharged

10. Use and effectiveness of audit compute
programs.Interview the auditor and/or the
appropriate staff members regarding the us
of the computer and access to the files fo
audit purposes.

biographical data and interview the manage
ment staff of the audit department to

INTERNAL AUDITORS

1. Organizational structure of the audit
department.Review the bylaws and the
organization chart of the bank and the
minutes of the board’s audit or examining
committee to determine how effectively the
board of directors is discharging its
responsibility. INTERNAL AUDIT FUNCTION

2. Independence of the audit functiomter- ADEQUACY
view the auditor and observe the operation
of the audit department to determine its 1. Adjust the scope of the examination if the
functional responsibilities. bank’s internal audit function does not suf-

3. Auditors’ qualifications Review biographi- ficiently meet the bank’s internal audit needs

cal data and interview the auditor to deter-
mine his or her ability to manage the

auditor’s responsibility in the bank.
4. Audit staff qualifications. Review the

(whether or not the audit function is out-
sourced), does not satisfy the Interagenc
Guidelines Establishing Standards for Safet
and Soundness, or is otherwise inadequat
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2. Discuss supervisory concerns and outstand-

ing internal-external audit report comments
with the internal audit manager or other
person responsible for reviewing the system
of internal control. If these discussions do
not resolve the examiner’'s comments and
concerns, bring these matters to the atten-
tion of senior management and the board of
directors or the audit committee.

. If material weaknesses in the internal audit
function or the internal control system exist,
discuss them with appropriate Federa
Reserve Bank supervisory staff to deter-
mine the appropriate actions (including for-
mal and informal enforcement actions) that
should be taken to ensure that the bank
corrects the deficiencies.

. Incorporate conclusions about the bank’s
internal audit function into the bank’s man-
agement and composite supervisory ratings.
. Include in the report of examination com-
ments concerning the adequacy of the inter-
nal audit function, significant issues or con-
cerns, and recommended corrective actions.

a. ask the bank and the outsourcing vendor
how the audit committee determined that
the vendor was independent;

b. if the vendor is an accounting firm, ask
the audit committee how it assessed that
the arrangement has not compromised
applicable SEC, PCAOB, AICPA, or
other regulatory standards concerning
auditor independence;

c. if the answers to the above supervisory
concerns are not adequately addressed,
discuss the matter with appropriate
Reserve Bank supervisory staff; and

d. if the Reserve Bank supervisory staff
concurs that the independence of the
external auditor or other vendor appears
to be compromised, discuss the exami-
nation findingsand the supervisory actions
that may be taken with the bank’s senior
management, board of directors (or audit
committee), and the external auditor or
other vendor.

EXTERNAL AUDITORS

1. When certified public accountants or con-
sulting firms have been engaged by the
bank for statement certification, operational
reviews, or appraisal of the audit function,
review the most recent reports and manage-
ment |etters.

INDEPENDENCE OF THE
OUTSOURCING VENDOR

1. If the initia review of an internal audit
outsourcing arrangement, including the
actions of the outsourcing vendor, raises
questions about the bank’s and its vendor’'s
adherence to the independence standards
discussed in parts | and Il (and also in pat REGULATORY EXAMINATIONS
I, if the vendor provides both external and
internal audit services to the bank) of the
Interagency Policy Statement on the Inter-
nal Audit Function and Its Outsourcing—

1. Review the most recent examination report
and interview the auditor to determine his or
her responsibilities in this area.
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Audit Function Questionnaire
Effective date May 2003

Section 1010.4

Review the documentation as instructed in the
examination procedures section to answer the
following audit function and audit outsourcing
questions. Where appropriate, supporting docu-
mentation and pertinent information should be
retained or noted under comments.

ORGANIZATIONAL STRUCTURE
AND INTERNAL CONTROL
ENVIRONMENT OF THE AUDIT
DEPARTMENT

1

10.

11.

Has the board of directors delegated respon-
sibility for the audit function? If so, to
whom?

. Has the board of directors established an

audit committee? Is it composed solely of
outside directors?

. Are the members of the audit commit-

tee qualified for their

responsibilities?

particular

. Does the audit committee promote the

internal audit manager’'s impartiaity and
independence by having him or her directly
report audit findings to it? How often does
the audit committee meet with and review
reports issued by the auditor?

. Are the audit committee meetings with the

auditor closed to bank personnel?

. Do the minutes of the audit committee

indicate an appropriate interest in the
activities and findings?

. Does the auditor report to the board of

directors, the audit committege, or an
executive officer who is sufficiently high in
the bank’s hierarchy? If so, which one? If
not, to whom does the auditor report?

. Aretheinternal audit function’s control risk

assessment, audit plans, and audit programs
appropriate for the bank’s activities?

. Are internal audit activities consistent with

the long-range goals and strategic direction
of the bank, and are they responsive to its
internal control needs?

Do management and the board of directors
use reasonable standards, such as the l1A's
Sandards for the Professional Practice of
Internal Auditing, when assessing the per-
formance of internal audit?

Does the audit function provide high-

quality advice and counsel to management
and the board of directors on current devel-
opments in risk management, internal con-
trol, and regulatory compliance?

INDEPENDENCE AND
MANAGEMENT OF THE AUDIT
FUNCTION

1.

Is the audit department functionally segre-
gated from operations in the organizational
structure?

. Doesthe audit committee review or approve

the budget and salary of the auditor? If not,
who does?

. Are the reporting procedures of the auditor

independent of the influence of any operat-
ing personnel?

. Is the internal audit function adequately

managed to ensure that audit plans are
accomplished and the audit results are
promptly communicated to the audit com-
mittee, senior management, and the board
of directors?

. Has the audit staff been relieved of respon-

sibility for conducting continuous audits?

. Has the audit department been relieved of

responsibility for maintaining duplicate
records?

. Do the responsibilities of the audit staff

exclude any duties to be performed in lieu
of operating personnel, such as preparation
or approval of genera ledger entries, offi-
cial checks, daily reconcilements, dual con-
trol, etc.?

AUDITOR'S QUALIFICATIONS

1.

Are the auditor's academic credentials
comparable to other bank officers who
have major responsibilities within the
organization?

Is the auditor certified (or in the process of
becoming certified) as a chartered bank
auditor, certified internal auditor, or certi-
fied public accountant? If yes, which one
(or ones)?

Is the auditor’s experience in both auditing
and banking comparable both in quality and
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in duration to that required of the officers
assigned major responsibilities?

. Does the auditor communicate and relate

well with all levels of personnel?

. Does the auditor demonstrate a commit-

ment to continuing education and a current
knowledge of the latest developments in
banking and auditing technology?

. Isthe auditor dedicated to the standards and

ethics of hisor her profession (such asthose
published by the Bank Administration
Institute, the Institute of Internal
Auditors, and the American Institute of
Certified Public Accountants)?

AUDIT STAFF QUALIFICATIONS

1

2.

~N o

Is the audit staff sufficient in number to
perform its tasks adequately?

Is the staff adequately experienced in
auditing and banking?

. Are members of the staff experienced in

specialized areas, such as EDP, foreign-
exchange trading, trust, and subsidiary
activities of the bank?

. Is there a formal audit training program in

effect?

. Is the number of unfilled vacancies on the

audit staff considered reasonable?

. Istheturnover of audit personnel acceptable?
. Does management have plansto improveits

audit capability, if needed?

CONTENT AND USE OF THE
AUDIT FREQUENCY AND SCOPE
SCHEDULE

1

Is the audit program formalized and there-
fore on record as a commitment that can
be analyzed and reviewed?

. Are al important bank functions and ser-

vices identified as subjects of the audits?

. Does the audit program include procedures

necessary to ensure compliance with the
Federal Election Campaign Act and the
Foreign Corrupt Practices Act?

. Does the internal audit department have

access to al reports, records, and minutes?

. Are internal audit activities adjusted for

significant changes in the bank’s environ-
ment, structure, activities, risk exposures, or
systems?

6.

10.

11.

12.

13.

14.

15.

16.

17.

Does the frequency and scope schedule
require approval by the audit committee, the
board of directors, regulatory authorities, or
others? If so, by whom, and has such
approval been obtained?

. Does the frequency and scope schedule

comply with state statutory requirements, if
any, for internal audits, including minimum
audit standards?

. Does the auditor periodicaly report his or

her progress in completing the frequency
and scope schedule to the board’'s audit
committee?

a If not to the board’s audit committee, to
whom?

b. Does the committee approve significant
deviations, if any, in the origina
program?

. Doesthe auditor prepare atime budget? Are

budgeted versus actual time analyses used
as a guide in forward planning?

Does the depth of coverage appear to be
sufficient?

Are different entry dates and time periods
between reviews scheduled so as to frus-
trate reliable anticipation of entry dates by
auditees?

Is the bank’ s possession of all assets owned
or managed in fiduciary capacities sub-
jected to verification?

Are controls on opening and closing general
ledger and subsidiary accounts adequate
and is the auditor formally advised of any
changes?

If the bank has automated systems, does the
program call for the application of indepen-
dently prepared computer programs that
employ the computer as an audit tool ?

Will the audit staff examine the documen-
tation of all bank systems and produce their
own documentation?

Are al service-related activities not specifi-
cally manifested in general ledger accounts
subject to adequate periodic review (for
example, supervisory regulations, security,
vacation policy, purchases, traveler’ s checks,
and safekeeping)?

Will appraisals of administrative control be
made for each function, yielding audit com-
ments and suggestions for improvements of
operationa efficiency?

May 2003
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AUDIT DEPARTMENT
PARTICIPATION IN SYSTEMS
DESIGN PROJECTS

1

. Isthe auditor’s

Is there a formal or informal procedure for
notifying the auditor of contemplated new
systems or systems modifications in the
early planning stages?

. Is the auditor a member of an executive

systems planning or steering committee? If

not, does the auditor have access
to and review the minutes of such
committees?

. Does an audit representative review the

activities of systems design teams for audit
and internal control requirements? |Is the
specialized training and experience of the
audit staff sufficient to support effective
reviews?

. Does the audit department avoid over-

participation in systems design, modifica-
tion, and conversion?

“sign-off” on new or modi-
fied systems restricted to control and audit
trail features?

AUDIT MANUAL

1

Has responsibility for the establishment and
maintenance of the audit manual been
clearly assigned?

. Does the audit manual require approva by

the board of directors, the audit committee,
or others? If so, has such approva been
obtained?

. Is the content of the audit manual indepen-

dent from adverse influence by other inter-
ests, such as operating management or
independent CPAS?

. Is the audit manual current, and are proce-

dures for keeping the manua current
adequate?

. Does the audit manual contain the scope

and objective of each audit?

. Does the manual provide for valid devia-

tions from audit procedures to be officially
approved by audit management?

. Doaudit proceduresprovidefor thefollow-up

of exceptions noted in previous audits?

. Does the manual prescribe that each audit

procedure be cross-referenced to the appro-
priate audit workpapers?

. Must an auditor initial each program step as

testimony of his or her performance?

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

Does the manual prescribe that full control
be established at the time of entry over the
records selected for audit?

Is proof of subsidiary to control records
required?

Are subsidiary direct verification programs
covering all forms of customer deposit,
loan, safekeeping, collateral, collection, and
trust accounts included?

Are flow charts called for as evidence of
thorough analytical auditing?

Do the procedures employ scientific sam-
pling techniques that have acceptable relia-
bility and precision?

Does the audit manual provide for the
resolution of exceptions and deficiencies?
Does the audit manua contain provisions
for report format and content and an expres-
sion of the opinion of the auditor regarding
the adequacy, effectiveness, and efficiency
of interna controls?

For each audit, do audit procedures provide
for a documented method of assuring audit
management that a proper study and evalu-
ation of existing interna controls has been
made, such as an internal control question-
naire or memorandum?

Does the audit manual contain a provision
for a review and update of the procedures
for each audit, where required, upon the
audit’s completion?

Does the audit manua provide for the
maintenance of a permanent file for audits
conducted?

Does the audit manual contain provisions
for the formal, standardized preparation and
maintenance of workpapers?

Are applicable statutory and regulatory
requirements included in the audit
procedures?

MAINTENANCE OF AUDIT
RECORDS

1

Are workpapers arranged and maintained
for filing and reference in—

a. the current file?

b. the permanent file?

. Is a reasonable record-retention schedule

and departmental index maintained for audit
records?

. Are audit procedures being complied with

during each audit?
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10.

11.

12.

13.

. Do the workpapers contain evidence that

al significant deviations from standard
audit procedures are documented and
have received the approval of audit
management?

. Are procedures for preparing and maintain-

ing workpapers being adhered to?

. Do workpapers adequately document the

internal audit work performed and support
the audit reports?

. Do workpapers contain a copy of the audit

report, an adequate index, an internal con-
trol questionnaire, audit procedures, and
other appropriate material ?

. Are workpapers numbered, indexed, and

cross-referenced to audit procedures and the
workpapers index?

. Is each workpaper dated and initialed by the

preparer?

a. Are sources of data clearly shown?

b. Are tick marks explained?
From the workpapers, can it be determined
how various sample sizes were determined
(by judgment or statistical sampling), includ-
ing the range and confidence level?
Do workpapers contain evidence that
supervisory personnel of the audit depart-
ment have reviewed the workpapers and
resultant findings?
Are all significant or unresolved exceptions
noted in workpapers required to beincluded
in the report?
Are applicable statutory and regulatory
requirements being complied with?

AUDIT DEPARTMENT’'S FORMAL
REPORTING PROCEDURES

1

2.

Does the auditor submit formal reports? If

s0, to whom?

Do the reports convey to the reader the

auditor’s general observation of the condi-

tion of the operation of the department or
function?

a. Do they adequately reflect the scope of
the audit?

b. Do they contain an opinion of the auditor
regarding the adequacy, effectiveness,
and efficiency of internal controls?

c. Do they call for a prompt response,
where appropriate?

. With regard to audit exceptions and recom-

mendations, is the method of resolving

differences of opinion between audit and
operating management effective?

. Does the auditor maintain a formal record

of al audit reports that contain unresolved
recommendations and exceptions?

. Does the bank promply respond to signifi-

cant identified internal control weaknesses?
Are exceptions and recommendations
generaly resolved within 90 days?

. Are audit reports submitted promptly?
. Are responses received promptly?

USE AND EFFECTIVENESS OF
AUDIT COMPUTER PROGRAMS

1

2.

What audit computer programs are used and
what are their purposes?

Isthere a member of the audit staff qualified
to write and appraise the quality of audit
computer programs?

. Is the auditor satisfied that he or she has

sufficient “free access’ to the computer
files?

. Are audit programs run on reguest?
. Do direct verification programs alow the

auditor flexibility in selecting the criteriato
be used in determining the sample?

. Have procedures been established for the

development and maintenance of documen-
tation for audit computer programs? Are
they adhered to?

. Are changes to audit programs controlled?

INTERNAL AUDIT
OUTSOURCING ARRANGEMENTS

1

2.

If the bank outsources its internal audit
function, does it have a written contract or
an engagement letter with the vendor?
Does the written contract or engagement
letter include provisions that—

a. define the expectations and responsibili-
ties under the contract for both parties?

b. set the scope and frequency of, and the
fees to be paid for, the work to be
performed by the vendor?

c. set the responsibilities for providing and
receiving information, such as the type
and frequency of reporting to senior
management and directors about the sta-
tus of contract work?

d. establish the process for changing the
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terms of the service contract, especially
for expansion of audit work if significant
issues are found, and contain stipulations
for default and termination of the contract?

e. state that interna audit reports are the
property of the institution, that the insti-
tution will be provided with any copies
of the related workpapers it deems nec-
essary, and that employees authorized by
the ingtitution will have reasonable and
timely access to the workpapers prepared
by the outsourcing vendor?

f. specify the locations of internal audit
reports and the related workpapers?

g. specify the period of time (for example,
seven years) that vendors must maintain
the workpapers?

h. state that outsourced internal audit ser-
vices provided by the vendor are subject
to regulatory review and that examiners
will be granted full and timely access to
the interna audit reports and related
workpapers prepared by the outsourcing
vendor?

i. prescribe a process (arbitration, media-
tion, or other means) for resolving
disputes and for determining who bears
the cost of consequential damages
arising from errors, omissions, and
negligence?

j. dtatethat the outsourcing vendor will not
perform management functions, make
management decisions, or act or appear
to act in a capacity equivalent to that of
amember of management or an employee
and, if applicable, will comply with
AICPA, SEC, Public Company Account-
ing Oversight Board (PCAOB), or regu-
latory independence guidance?

3. Does the outsourced internal audit arrange-
ment maintain or improve the quality of the
internal audit function and the bank’s inter-
nal control?

4. Do key employees of the bank and the
outsourcing vendor clearly understand the
lines of communication and how any inter-
nal control problems or other matters noted
by the outsourcing vendor are to be
addressed?

1. If the workpapers are in electronic format, contracts
often call for the vendor to maintain proprietary software that
enables the bank and examiners to access the electronic
workpapers for a specified time period.

. s the scope of the outsourced work revised

appropriately when the bank’ s environment,
structure, activities, risk exposures, or sys-
tems change significantly?

. Have the directors ensured that the out-

sourced internal audit activities are effec-
tively managed by the bank?

. Does the arrangement with the outsourcing

vendor satisfy the independence standards
described in the Policy Statement on the
Internal Audit Function and Its Outsourcing
and thereby preserve the independence of
the internal audit function, whether or not
the vendor is also the bank’s independent
public accountant?

. Has the bank performed sufficient due dili-

gence to satisfy itself of the vendor’s com-
petence before entering into the outsourcing
arrangement, and are there adeguate proce-
dures for ensuring that the vendor maintains
sufficient expertise to perform effectively
throughout the arrangement?

. Does the bank have a contingency plan to

ensure continuity in audit coverage, espe-
cidly for high-risk areas?

EXTERNAL AUDIT ACTIVITIES

1

When state, federal, or supervisory regula-

tions or stock exchange listing require

an independent CPA audit, did the bank

comply?

a If so, was the opinion rendered by the
accounting firm unqualified?

b. If not, has the auditor taken appropriate
action to resolve any deficiencies?

. Does the bank policy prohibit loans to its

externa auditor or the engagement of an
external auditor who is a stockholder? If
not, has the board considered the materiality
of any existing transactions regarding the
auditor’s independence?

. Has an external auditor been engaged to

perform special reviews of specific depart-
ments or areas of the bank since the previ-
ous examination? If deficiencies were cited,
have they been corrected?

. Has the same public accounting firm been

engaged for the prior two years? If not,
obtain a reason for change.

. Have management letters from the external

auditors or other reports from consultants
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been presented to management since the
last examination?

. Do deficiencies in management letters
receive appropriate attention?

. Are the notes pertaining to the financial
statements reviewed for any information
that may allude to significant accounting or
control problems?

. Does the report of examination or the man-
agement letter submitted by the public
accounting firm comprehensively define the
scope of the examination conducted?

REGULATORY EXAMINATION
ACTIVITIES

1

2.

Does the internal audit department have
access to the examination reports?

Does the internal audit department investi-
gate the reasons for adverse comments and
recommendations in the examination re-
ports?

. Does the internal audit department monitor

the progress in dealing with these com-
ments and recommendations?
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Federal Reserve System Bank Watch List and

Surveillance Programs
Effective date November 2000

Section 1020.1

To supplement on-site examinations, the Federal
Reserve System routinely monitors the financial
condition and performance of state member by
banks using automated screening systems. These
surveillance systems rely on cal reports and
other financial regulatory reports, as well as
examination data, to identify institutions exhib-
iting financial deterioration or increased risk
profiles. This surveillance process ensures that
these banks receive timely supervisory attention
and that examination resources can be directed
to weak and potentially troubled banks.

System surveillance screens focus on many
areas evaluated in the supervisory process,
including capitalization, asset growth, loan qual-
ity, loan concentrations, interest-rate risk, and
liquidity. In addition, they flag banks engaging
in new or complex activities. The surveillance
information helps identify weak or deteriorating
banks and those with changing risk profiles.

Examiners also use the surveillance results in
pre-examination planning. For example, before
an on-site review, the examiner will determine
whether a bank is on the System Bank Watch
List (the watch list) and if the bank has failed
any surveillance monitoring screens. This infor-
mation is useful in determining the type of
examination scope (full, limited, or targeted)
and staff resources that will be needed. It can
aso be used to identify bank activities that
may warrant a higher degree of review or
focus during an on-site examination. Thus, the
surveillance information helps examination
and supervision staff plan and schedule more
forward-looking risk-focused examinations.

The surveillance program activities generally
consist of the following three supervisory
components:

1. A set of System monitoring screens of finan-
cial data. The process, referred to as ** screen-
ing,” involves a routine monitoring of the
financia condition, performance, and risk of
banks.

2. Analysis based on the watch list and other
reports. Staff uses the watch list and other
data derived from the surveillance process to
flag outlier institutions using measures that
correspond to areas of supervisory concern.
The monitoring screens and watch list are
designed and used to spot trends and changes

in the institution's financial condition and
performance to determine if identified com-
panies require further review.

3. Corrective action and follow-up. Reserve
Bank follow-up action is performed for the
extreme outlier earmarked institutions. The
nature and extent of follow-up depend on
current conditions at the bank. Actions range
from completing a written analysis of the
factors contributing to the outlier status to
conducting an on-site examination. These
efforts ensure that identified problems are
monitored until they can be corrected or
resolved.

SYSTEM BANK WATCH LIST
PROGRAM

The System Bank Watch List Program, detailed
in SR-00-7, is the Federal Reserve's primary
means for monitoring state member bank per-
formance and condition between on-site exami-
nations. The watch list is a record of banks that
failed selected monitoring screens or ratings
criteria. The watch list helps the Reserve Banks
track and address troubled or potentially weak
banks and identify common supervisory issues
in the banks meeting watch list criteria. The
program consists of five phases. (1) generating,
reviewing, and modifying a watch list of banks
meeting certain inclusion criteria; (2) analyzing
the financia condition and risk profile of each
bank on the final watch list and specifying the
factors responsible for the bank’ s appearance on
the watch list; (3) determining whether the
safety-and-soundness examination schedule
should be accelerated for those banks listed on
the watch list; (4) preparing or updating a risk
assessment for each bank listed on the watch
list; and (5) developing a suitable supervisory
response, including possible corrective action,
that addresses identified problems.

Watch List Coverage and Criteria

The System Bank Watch List Program appliesto
al state member banks. Federal Reserve Board
staff initiates the watch list process each quarter
by subjecting banks to System screens. State
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member banks placed on the watch list require a
significant degree of supervisory attention
because of either their financial condition (as
reflected in quarterly call report data) or recent
examination findings. State member banks are
included on the watch list when they meet one
or more of the following criteria:

e SEER risk rank greater than or equal to

2 percent (the SEER models are described

below)?

SEER rating worse than or equal to 3

CAMELS composite, CAMEL S management

component, or CAMELS risk-management

rating worse than or equal to 3

composite rating of 4 or 5 in any one of the

specialty examination ratings covering con-

sumer compliance, information technology,

and trust

¢ CRA rating of *‘needs to improve” or *sub-
stantial noncompliance”

.

Banks rated 4 and 5 are included on the list
since they have been identified as problem
ingtitutions  subject to increased examination
frequency, monitoring, and supervision. Reserve
Bank and Board staff may also add state mem-
ber banks to the watch list for reasons other than
those listed above. For example, they may elect
to include selected de novo banks, banks report-
ing rapid asset or loan growth or significant
changes in business mix, and other institutions
with financial characteristics that suggest the
need for greater supervisory attention. This
surveillance program and approach gives the
Reserve Banks discretion to determine the scope
of follow-up activities, and it permits examiners
to balance subjective knowledge about the insti-
tution’s management and risk-management sys-
tems with objective, quantitative measures
derived from automated screening tools.

SEER

SEER, the System to Estimate Examination
Ratings, is an off-site, early-warning system for
monitoring the financial condition of banks

1. Historically, less than 5 percent of commercial banks
have had SEER risk ranks greater than 2 percent each quarter.
Annual SEER model vaidation studies have shown that, in
general, banks with risk ranks exceeding 2 percent exhibit
problem characteristics similar to those with less than satis-
factory CAMELS ratings.

during periods between on-site examinations.
The system consists of two econometric models
that generate complementary surveillance scores:
the SEER rating model and the SEER risk-rank
model.

SEER Rating Model

Using the two previous quarters' call report and
examination data, the SEER rating model pro-
vides a statistical relationship between compos-
ite CAMEL S ratings assigned and a selection of
financia ratios and examination data. This sta-
tistical relationship is then used to estimate a
CAMELS rating for each bank based on the
most recent call report data and prior examina
tion ratings. The estimated CAMELS rating,
caled the SEER rating, helps to identify banks
whosefinancial conditionshave changed between
on-site examinations.

SEER Risk-Rank Model

The SEER risk-rank model estimates the prob-
ability, ranging from O to 100 percent, that a
bank will fail within the next two years. The
model uses data from banks that failed during
the period from 1985 to 1991 to provide a
statistical relationship between bank failures and
financial data. This relationship is used to esti-
mate a quarterly SEER risk rank for each bank
using current data from the call report.

Review of Bank Watch List and
Reserve Bank Analysis

After bank call report data are finalized, Federal
Reserve Board staff send (electronically and in
hard copy) the watch list results and the results
of a set of monitoring screens to each Reserve
Bank. The monitoring screens assist Reserve
Bank staff in analyzing the watch list banks and
in identifying other banks that may require
increased supervisory attention. These screens
address areas of supervisory interest, focusing
on aspects of bank performance and condition
considered by the CAMEL S rating system. Upon
receipt of this material, Reserve Bank staff
perform the procedures outlined below.
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» Review and modification of the watch list. The

staff at each Reserve Bank review the prelimi-
nary watch list and add any state member
banks from its district that pose significant
supervisory concerns. For each bank added,
the Reserve Bank submits, by e-mail, the
name, ID RSSD number, location, asset size,
and the reasons for the bank’ sinclusion to the
manager of the Surveillance and Risk Assess-
ment Section at the Federal Reserve Board.
Reserve Bank staff also may recommend
removing banks from the watch list that no
longer appear to require watch list status
(stating the reasons for removal). Board
supervision and surveillance staff will review
the reasons for removal and determine whether
any banks should be removed from the list.
On the tenth business day after distribution of
the preliminary watch list, the watch list is
considered final. The 60-day time frame for
completing all follow-up work commences at
this point.

An assessment of the financial condition and
risk profile of each final watch list bank. Each
bank in a Reserve Bank’s final watch list is
reviewed to assess its financial condition and
risk profile. The review should establish the
root cause for the bank’s inclusion on the list
and determine whether its risk profile has
improved or deteriorated. Supervisory infor-
mation to be considered includes recent
examination findings regarding both the bank
and its affiliates, relevant information included
in correspondence between the bank and the
Reserve Bank, and other outside sources of
information. All appropriate surveillance tools
are to be used in evaluating each bank, includ-
ing the Uniform Bank Performance Report,
resultsof the System Bank Monitoring Screens,
SEER Schedule 1A and Risk Profile Analysis
(RPA) reports,2 the Uniform Bank Holding
Company Performance Report, and the Sys-
tem BHC Monitoring Screen results. Local
Reserve Bank surveillance information also
should be reviewed.

A determination on whether the safety-and-
soundness examination schedule should be
accelerated for any bank included on the
watch list. When substantial deterioration in a
bank’s financial condition is evident or when
a bank’s risk profile has increased signifi-
cantly, the Reserve Bank will commence an

2. These reports facilitate analysis of SEER results by
explaining the factors contributing to abank’s SEER measures.

on-site review of the bank within 60 days after
the release of the fina watch list. Reserve
Banks should commence the on-site reviews
under the circumstances detailed in table 1
unless either (1) the findings of the SEER
models are not indicative of the bank’s finan-
cia condition, or (2) the bank’s most recent
examination (within the last six months) thor-
oughly reviewed the factors responsible for
the deteriorating surveillance results and dem-
onstrated that the factors are not a cause for
supervisory concern or have been adequately
addressed by existing or proposed corrective
actions.

Table 1—Factors Warranting an Expedited

Examination
cwvers R o
Rating Risk Rank
1 3+ 10%+
2 3+ 10%+
3 4+ 10%+

The scope of on-site reviews conducted for
watch list banks may vary, depending on the
risk factors present and Reserve Bank knowl-
edge about the bank and its management. In
some cases, discussing these issues with man-
agement may suffice. In others, a full-scope
examination may be necessary. When a bank
appears on the watch list as a result of an
assigned risk-management rating of 3 or worse,
the Reserve Bank should pay particular atten-
tion to documenting the bank’s progress in
addressing management deficiencies. When
significant progress is not evident within six
months of a bank’s initial appearance on the
list with management weaknesses, a Reserve
Bank should assess whether the bank’ s current
CAMELS rating should be downgraded. This
assessment may require completion of an
on-site review.

Preparation of a risk assessment for each
watch list bank. Within 30 days after receiv-
ing the quarter's final watch list, Reserve
Banks are to document their conclusions on
the banks included in the watch list. The form
of the documentation necessary to provide a
clear assessment of an ingtitution’ srisk profile
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Bank Watch List and Surveillance Programs

may vary. In al cases, Reserve Banks must
address the underlying reasons for a bank’s
inclusion on the watch list and whether the
scheduling of an examination should be accel-
erated. The documentation must aso note
whether a bank’s current CAMELS rating
accurately reflects its condition and the Fed-

eral Reserve' s supervisory concerns. The docu-
mentation should address any adverse SEER
results, referencing information contained in
the SEER Schedule 1A and Risk Profile
Analysis reports. Further, the documentation
should include bank management’s response
to supervisory concerns.

November 2000
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Federal Reserve System Bank Watch List and Surveillance
Programs

Examination Objectives .
Effective date November 2000 Section 1020.2

1. To identify major changes in the financial 3. To check the validity of the data being
condition of the bank between examinations. reported by the bank.

2. To assigt in determining the scope of the 4. Toinvestigate areaswhere an in-depth review
examination and the priority of work to be is indicated.
performed.

Commercial Bank Examination Manual November 2000
Page 1



Federal Reserve System Bank Watch List and Surveillance
Programs

Examination Procedures
Effective date November 2000

Section 1020.3

. Obtain any surveillance screening reports,
such as the watch list and Federal Reserve
System monitoring screens, or other analysis
reports prepared by the Reserve Bank or
Board that have been generated for the bank.
. Review the reports obtained in step 1
and discuss with surveillance staff, if neces-
sary, for clarification or for further back-
ground information.

. If a pre-examination analysis has not been
prepared, create one from information con-
tained in the bank performance report, cur-
rent call report, and previous examination

report. This analysis should be considered
when determining the scope of the examina-
tion, and when making staffing decisions.

. Follow up on unusual aspects revealed in the

surveillance screening reports, in analysis
reports, or on newly obtained data signifi-
cantly different from prior information.

. Perform validity checks necessary to ensure

the quality of reported data. This would
include such normal examination procedures
as validating call report information and
confirming the accuracy and soundness of
past-due and accrual accounting practices.
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Workpapers

Effective date March 1984

Section 1030.1

INTRODUCTION

« information that is of a continuing or perma-
nent nature.
Workpapers are the written documentation of guidance in preparation of workpapers for the
the procedures followed and the conclusions current examination.
reached during the examination of a banke an indication of changes or inconsistencies ir
Accordingly, they include, but are not necessar- accounting procedures or methods of thei
ily limited to, examination procedures and application since the last examination.
verifications, memoranda, schedules, question-
naires, checklists, abstracts of bank documents Accumulation of relevant documentation con-
and analyses prepared or obtained by examinesistent with prior examinations, however, is
The definition of workpapers, their purposeoften insufficient. Workpapers should be pre-
and their quality and organization are importanpared in a manner designed to facilitate ar
because the workpapers as a whole shoufbjective review, should be organized to suppot
support the information and conclusions conan examiner’s current findings and should doc
tained in the related report of examination. Theiment the scope of the current examination
primary purposes of workpapers are to— Minimum content necessary for each section o
workpapers includes:
» organize the material assembled during an
examination to facilitate review and futureSource of Informatior-This is important, not
reference. only in identifying the bank, but also in identi-
« aid the examiner in efficiently conducting thefying the preparer. In subsequent examination:
examination. the preparer should be able to readily determin
document the policies, practices, procedureie bank personnel from whom the information
and internal controls of the bank. was obtained during the previous examinatiol
provide written support of the examinationas well as the examiner who prepared the
and audit procedures performed during th&vorkpapers. Accordingly, each workpaper shoulc
examination. include—
document the results of testing and formalize
the examiner’s conclusions. e bank name and subdivision thereof, eithe
substantiate the assertions of fact or opinion functional or financial.
contained in the report of examination. « statement of title or purpose of the specific
analysis or schedule.
specific identification of dates, examination
date and work performance date.

They also are useful as—

a tool for the examiner-in-charge to use ir
planning, directing, and coordinating the work
of the assistants.

a means of evaluating the quality of the work
performed.

a guide in estimating future personnel and

initials of preparer and initials indicating

review by the examiner designated to perforn
that function. Although appropriate use may
be made of initials, the full names and initials
of all examiners should appear on a time an
planning summary or on an attachment to the

time requirements. file to facilitate future identification.

a record of the procedures used by the bank toname and title of person, or description of

assemble data for reports to the Board of records, that provided the information neede

Governors of the Federal Reserve System. to complete the workpaper.

a guide to assist in the direction of subsequent an index number identifying the workpaper

examinations, inquiries and studies. and facilitating organization of the workpaper
files.

The initial step in preparing workpapers is to
review, where available, the applicable sectionScope of Work-This includes an indication of
of supporting data prepared during the priothe nature, timing and extent of testing in
examination. When reviewing prior workpapersapplication of examination and audit proce-
the examiner should consider the data preparetlres. It also includes the examiner’s evaluatio
in each area for— of and reliance on internal and external audi

March 1994
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procedures and compliance testing of internal Condense information for simplicity.
controls. To the extent that this information is
contained in other workpapers, such as an Frequently, time can be saved by carrying
examination procedure or a questionnaire, forward workpapers from one examination to
reference to the appropriate workpaper will behe next. Thus, when laying out an analysis that
sufficient. might be repeated in future examinations, the
examiner should arrange it in a manner to
Conclusions—-The examiner should develop con-facilitate future use. For example, extra columns
clusions, in accordance with the examinatioimay be left blank within an account analysis
objectives, with respect to the informationdisplaying little activity for insertion of transac-
obtained, documentation provided and théion information during future examinations. In
results of the examination and audit proceduresuch a situation, appropriate space (boxes and
performed. Such conclusions provide the baeolumn headings) should be provided for the
sis for information contained in the report ofsignature or initials of the preparer and reviewer
examination. during each examination. When a workpaper is
removed from one examination file and carried
To develop workpapers that have the qualitieforward, a notation should be made in the file
of clarity, completeness and conciseness, ad&om which the paper is extracted. This is
guate planning and organization of content arenportant in the event workpapers applicable to
essential. Therefore, before the workpaper ia particular examination are needed several
prepared, the examiner should determine thgears after the completion of the examination.
following:

* What examination objective will be satisfielelTlAL PREPARATION BY
by preparing the analysis or workpaper? THERS
e Can preparation of the analysis be avoide(?

by testing the bank’s records and indicatingﬁ\

the nature and extent of testing in an exami- lthough all items included in the report of
nation or an audit procedure or by commen?x"’lmmatlon should be supported by workpa-

on a related schedule or another supportin ers, their preparation may not always require
document? riginal work by the examiner. Frequently, ar-

Is the analysis necessary to support the inforangements can be r_nade for bank personnel,
mation in the report of examination? including '”tema' _aud|tors, to prepare Wor_kpa-
pers for examination use or to make available

Subsequent to the determination that an anaP2Pers prepared by them as part of their regular
ysis is required, but before initiating prepara—c_iu“es' Example_s mclut_j(_a outstanding c_heckllsts,
tion, the examiner should decide if— lists of outstanding certificates of deposit, sched-

ules of employee borrowings, and debt maturity
« previous examination analyses can béchedules. The extent to which examiners can

adapted and carried forward to the currendtilize analyses and data prepared by bank

examination. personnel increases the efficiency with which
« the analysis can be prepared by an interng&xamination procedures are completed.
auditor or other bank personnel. As part of the initial examination planning

the format of the analysis may be designedprocess, arrangements should be made with
in a manner to facilitate its use in futureappropriate bank management for the timely
examinations. completion of bank-prepared data and informa-
tion. The coordinating bank officer(s) must un-
Once it has been determined that preparatioierstand what information is being requested
of an analysis is required, the examiner shouldnd why it is being requested, in order to avoid
consider the following techniques that promoteconfusion and unnecessary regulatory burden.
clarity of workpaper preparation: Arrangements, however, may have to be made
for the bank to supply supporting details or other
< Restrict writing to only one side of the paper.schedules or items to comply with the requests.
e Use a standard size sheet of paper large Upon receipt of bank-prepared analyses, an
enough to avoid overcrowding. examiner should review the documents for over-
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all completeness and note the date of receiptlures should not be made available to ban
This facilitates future planning and provides aemployees.
ready reference as to which analyses have beenin cases where customary examination prac
received from the bank at any given point duringices are not practical, alternative procedure
the examination. Also, all bank-prepared work-and the extent to which they are applied shoul
papers should be tested and the nature ameé documented. The need for completenes
extent of testing performed by the examinerequires that there be no open items, unfinishe
should be indicated on the papers. operations or unanswered questions in the worl
papers at the conclusion of the examination.
The clarity of workpapers should be such tha
INITIAL APPROACH IN an exfglﬁwmer or erdera}:jResedr_\l/e offg:ial ;Jnfgmtil-
iar wi e work could readily understand it.
WORKPAPER PREPARATION Handwritten commentaries should be legible

The initial approach in preparing workpapersconuse and should support the examiner’s cor

that support balances in the statement of Condc_lusions. Descriptions of work done, notations
PP Of conferences with bankers, conclusions reache

tion is quantitative. In using this approach, the nd explanations of symbols used should be fre

examiner obtains an analysis of the composmof}rom ambiguity or obscurity. Excessive use of

of the account balance as of the examination ; -
date. This inventory of the composition may besymbols usually can be avoided by expanding

f 2 . comment to include the nature and extent o
represented by a trial balance of loans, a .l'St'.n%/ork performed instead of using separate sym
of outstanding official checks, a listing of indi-

vidual deposit accounts, or other similar itemsbOIS for each portion of the work performed. In

Only after determining the composition andaddltlon, instructions to assisting personnel con

; : . ,cerning standards or workpaper content ar
insuring that the total agrees with the bank’s ecessary to ensure that they will meet th

records is the examiner in a position to perforng ;
examination procedures and to arrive at a con-uallty standards of the Federal Reserve. Whe

) . . workpapers have the necessary qualities of con
clusion about the overall quality of the items . .
comprising the balance. pleteness, clarity, conciseness and neatness,

. - ualified reviewer may easily determine their
For certain analyses, however, it is preferabl

to include account activity (transactions) in theEIative value in support of conclusions and
- y objectives reached. Incomplete, unclear or vagu
workpapers. Typical examples of such analyse\ﬁ

are those of bank premises and equipment ai gprkpapers should, and usually will, lead 2

of reserve for possible loan losses. The form viewer to the conclusion that the examinatior
X : . a“as not been adequately performed.

for reserve for possible loan losses should include

beginning balances (prior examination ending

balances), provisions for loan losses, collec

tions, charge-offs, other transactions (transferngVIEW PROCEDURES

to/from undivided profits) and ending balance

S r Experienced personnel must review all workpa
as of the examination date. P P P

pers prepared during an examination. Usuall)
that review is performed by the examiner-in-
charge, although in some cases, the examine
CONTROL AND REVIEW in-charge may designate other experienced pe

sonnel to perform an initial review. An overall
All examiners assigned to an examination shouldeview is then performed by the examiner-in-
insure that workpapers are controlled at all timesharge. The two primary purposes of a review o
while the examination is in progress. For examworkpapers by senior personnel are to determir
ple, when in the bank’s offices, the workpapershat the work is adequate given the circum:
should be secured at night and safeguardextances, and to ensure that the record is suff
during the lunch hour or at other times when naient to support the conclusions reached in th
examining personnel are present in the immedieport of examination. The timely review of
ate vicinity. It is essential to completely controlworkpapers and subsequent discussion of the
confidential information provided by the bank.with the individual who prepared them also is
In addition, information relating to the extent of one of the more effective procedures for on-the
tests and similar details of examination procejob training.

Commercial Bank Examination Manual March 1994
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Normally, the review should be performed a2 loans.
soon as practicable after the completion of each reserve for possible loan losses.
work area. This review ideally occurs at thes bank premises and equipment.
bank’s office so that if the need for obtainings other assets.
additional information arises or additional worke deposits.
is required the matter can be promptly attendee other liabilities.
to with minimum loss of efficiency. * capital accounts and dividends.

When the review of workpapers is completed,
the reviewer should sign or initial the applicable Each individual file would normally include—
documents. Although all workpapers should be
reviewed, the depth and degree of detail dependsrelated examination and audit procedures.
on factors such as: * detailed information and other documentation

necessary to indicate the specific procedures

« The nature of the work and its relative performed, the extent of such procedures and
importance to the overall examination the examiner's conclusions for the specific
objectives. area.
The extent to which the reviewer has been a summary, in comparative form, of the sup-
associated with the area during the porting general ledger balances with appropri-

examination. ate cross-references.
* The experience of the examiners who have
carried out the various operations. Judgment is required as to what the file

should include on any specific examination.
Professional judgment must be exercisetlengthy documents should be summarized or
throughout the review process. highlighted (underlined) so that the examiner
who is performing the work in the related area
can readily locate the important provisions,
ORGANIZATION OF WORKPAPER without having to read the entire document. It
FILES also may be desirable to have a complete copy
of the document in the file to support the
Administration of an examination includes— summaries or answer questions of a specific
legal nature.
« organizing the workpaper files. Examples of documents that might be con-
« delegating authority for completion of all tained in the files are—
applicable workpaper sections.
e reviewing and assembling the completea a brief history and organization of the bank.
workpapers. « organization charts of applicable departments
within the bank.
To ensure efficiency in locating informatione copies of, or excerpts from, the charter and
contained in the workpapers and completion of bylaws.
all necessary procedures, workpapers should Becopies of capital stock certificates, debentures
filed and indexed in a standard manner. agreements and lease agreements.
 excerpts from minutes or contracts that are of
interest beyond the current year.
FILES « a chart of accounts and an accounting manual,
if available, supplemented by descriptions of
The file provides the organizational vehicle to unique accounts and unusual accounting
assemble workpapers applicable to specific areasmethods.
of the examination. Files might include detailed |ists of names and titles of the board of
workpapers related to— directors, important committees and relevant
departmental personnel.
¢ management appraisal.
« overall conclusions about the condition of the

bank. Indexing and Cross-Referencing
« cash accounts.
 investments. To promote efficiency and help ensure that all
March 1994 Commercial Bank Examination Manual
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applicable areas of an examination have beenfacilitates the review of the workpapers.
considered and documented, the use of an iR-helps in following the workpapers during the
dexing system aids in the organization of work- succeeding examination.

paper files. A general outline or index including

all examination areas provides a basis for orga-

nization to which a numbering or other sequen-

tial system can be assigned and applied to ea‘WORKPAPER RETENTION
workpaper file.

When all workpapers pertinent to a specifiGzyaminers should retain on a readily available
area of the examlnatlon have been complete(.j,@asiS those workpapers from—
cover sheet listing the contents of each file
should be attached to the front to provide g
permanent record f_or reference. This permits not g, - nination.
only efficient location of a set of workpapers, the most recent general EDP examination
pertinent to a specific area of the examination N 9 o )
(for example, cash or commercial loans), but €xaminations of banks requiring or recom-
also facilitates the location of a specific analysis mended for more than normal or specia
(or other document) within the set. supervisory attention (_comp05|_te rating of 3, 4

Amounts or other pertinent information ©F 5; consumer compliance rating of 3, 4 or 5;
appearing in more than one place in the work- EDP departments rated 4 or 5; or those subje
papers should be cross-referenced between thd® administrative action such as civil money
analyses. A notation on the index, including Penalties) until such banks are no longer th
appropriate cross-referencing of those items Subject of such scrutiny.
removed or filed elsewhere, facilitates locatiort €xaminations disclosing conditions that may
of specific data and records and also helps to !€ad eventually to more than normal or specia
prevent inadvertent loss of documents. An supervisory attention, as described above
example is the cross-referencing of net charge- until the supporting workpapers are no longe
offs obtained in the review of the reserve for appropriate.
possible loan losses to the amount approved in examinations disclosing conditions that lead
the board of director's minutes. Proper cross- or may eventually lead, to a criminal referral
referencing is important because it— or criminal investigation.

the most recent full-scope Federal Reserv

 serves as a means of locating work performed These guidelines are the minimum requirec
for a particular account or group of accountsretention period for workpapers; longer reten-

« identifies the source of supporting amounts iion periods may be set by individual Reserve
a particular analysis. Banks.
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Cash Accounts

Effective date May 1996

Section 2000.1

Cash accountsinclude U.S. and foreign coin and
currency on hand and in transit, clearings, and
cash items.

CASH

Every bank maintains a certain amount of U.S.
currency and some may have foreign currency
on hand. To avoid having excess nonearning
assets and to minimize exposure to misappro-
priation and robbery, each bank should establish
a policy to maintain cash balances at the mini-
mum levels necessary to serve its customers.
The amount will vary from bank to bank
depending on anticipated needs of customers
and the availability of replenishment monies,
with a reasonable allowance made for unusual
demands.

Foreign currency may not be included in cash
positions for management purposes when the
amounts are not significant. However, the coin
and currency of other countries are foreign-
currency assets, as are loans or nostro accounts,
and should be included in the foreign-currency
positions.

CLEARINGS

Clearings are checks, drafts, notes, and other
items that a bank has cashed or received for
deposit that are drawn on other local banks and
cleared directly with them. These items can
usually be exchanged more efficiently among
local banks than through correspondent banks or
the Federal Reserve System. Many communities
with two or more banks have formally organized
clearinghouse associations, which have adopted
rules governing members in the exchange of
checks. Clearinghouse associations often extend
their check-exchange arrangements to other
nearby cities and towns. In most banks, clear-
ings will be found in the department responsible
for processing checks.

Proof and transit were once two separate
functions in a bank: the proving of work (proof)
and the sending of out-of-town cash items (tran-
sit) for collection. Most banks have now com-
bined these two functions. Proof and transit may
be performed by any combination of tellers or
proof clerks, a separate proof and transit depart-

ment, a check-processing department, an out-
clearing department, or some other department
that is characteristic of the area of the country
where the bank operates. The functions may be
centralized or decentralized, manual or auto-
mated, depending on the size of the bank and the
volume of transactions. The volume of clearings
may be so great that the bank’ s proof operations
are conducted after time deadlines for trans-
action posting or courier delivery. In these cases,
daily clearings customarily are determined as of
a specific cutoff time. Checks processed to that
time are carried in one day’s totals, and checks
processed after that time are carried in the
following day’ s totals. However, no matter who
performs the function or how large the bank, the
objectives of a proof and transit system are the
same:

« to forward items for collection so that funds
are available as soon as possible

to distribute all incoming checks and deposits
to their destinations

« to establish whether deposit totals balance
with the totals shown on deposit tickets

to prove the totals of general ledger entries
and other transactions

to collect data for computing the individual
customer’s service charges and determining
the availability of the customer’s funds

to accomplish the assigned functions at the
lowest possible cost

CASH ITEMS

Cash items are checks or other items in the
process of collection that are payable in cash
upon presentation. A separate control of all cash
items is usually maintained on the bank’s gen-
era ledger and, if applicable, on the interna
tional division genera ledger. The ledger is
supported by a subsidiary record of individual
amounts and other pertinent data. Cash items
and the related records are usually in the custody
of one employee at each banking office.

In their normal daily operations, banks have
an internal charge, on the general ledger, to total
demand deposits not charged to individual
accounts because of insufficient funds, computer
misreads, or other problems. Commonly known
as return items or rejected or unposted debits,
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2000.1

Cash Accounts

these items may consist of checks received in
the ordinary course of business, loan-payment
debits, and other debit memos. In some banks,
return items are separated by the bookkeepers
and an entry is made reclassifying them to a
Separate asset account entitled ‘“‘bookkeepers
return items.” Other banks do not use a separate
asset account; instead, the bookkeepers include
the items in a subsidiary control account in the
individual demand deposit ledgers. In that case,
the account would have a debit balance and
would be credited when the bank processes
items for posting or returns the checks to their
source.

Since bookkeepers' return items are usually
processed and posted to an individual account or
returned to their source on the next business day,
the balance of the bookkeepers return items
account should represent the total of only one
day’s returned items.

When data processing systems are used, the
common practice isto post al properly encoded
debit items, regardless of whether an overdraftis
created. The resulting preliminary overdraft list,
together with the items charged, is subsequently
reviewed by bank employees, and unapproved
items are reversed and separated as bookkeep-
ers return items. The total of the resulting final
overdraft list becomes the final overdraft figure
shown on the genera ledger. The examination
of overdraftsisdiscussed in “ Deposit Accounts,”
section 3000.1. The examination of international
overdrafts is discussed in “Due from Banks,”
‘“Borrowed Funds,” and ** | nternational—Foreign
Exchange,” sections 2010.1, 3010.1, and 7100.1,
respectively.

Several types of cash items should be consid-
ered ‘‘cash items not in the process of collec-
tion” and shown in an appropriate ** other assets’
account. Some examples are (1) items that are
payable upon presentation but which the bank
has elected to accumulate and periodicaly for-
ward to the payor, such as Series EE bonds or
food stamps; (2) items that are not immediately
payable in cash upon presentation; and (3) items
that were not paid when presented and require
further collection effort.

In addition to those items carried in the
separate *‘cash items” account on the generd
ledger, most banks will have several sources of
internal float in which irregular cash items can
be conceadled. Such items include any memo-
randa dlips; checks drawn on the bank; checks
returned by other banks; checks of directors,
officers, employees, and their interests;, checks
of affiliates; debits purporting to represent cur-
rency or coin shipments; notes, usually past due;
and all aged and unusual items of any nature that
might involve fictitious entries, manipulations,
or uncollectible accounts.

CURRENCY TRANSACTIONS

The Financial Recordkeeping and Reporting of
Currency and Foreign Transactions regulation,
31 CFR 103, requires financial institutions to
maintain records that might be useful in crimi-
nal, tax, or regulatory investigations. The regu-
lation also seeks to identify persons who attempt
to avoid payment of taxes through transfers of
cash to or from foreign accounts. The examina-
tion procedures for determining compliance with
the regulation require the examiner to ascertain
the quality of the bank’s auditing procedures
and operating standards relating to financial
recordkeeping.! Examiners also determine the
adequacy of written policies and bank training
programs. The Financia Recordkeeping and
Reporting of Currency and Foreign Transactions
checklist (see the Bank Secrecy Act Examination
Manual) is to be used in checking compliance
and for reporting apparent violations. Any vio-
lations noted should be listed with appropriate
comments in the report of examination. Inad-
equate compliance could result in a cease-and-
desist order to effect prompt compliance with
the statute.

1. Section 208.63 of Regulation H establishes procedures
to ensure that state member banks establish and maintain
procedures reasonably designed to ensure and monitor com-
pliance with the regulation.
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Cash Accounts

Examination Objectives .
Effective date May 1996 Section 2000.2

1. To determine if the policies, practices, pro4. To determine compliance with laws and
cedures, and internal controls regarding “cash regulations.
accounts” are adequate. 5. To initiate corrective action when policies,
2. To determine if bank officers and employees practices, procedures, or internal controls ar
are operating in conformance with the estab- deficient or when violations of laws or regu-
lished guidelines. lations have been noted.
3. To determine the scope and adequacy of the
audit function.
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Cash Accounts

Examination Procedures
Effective date March 1984

Section 2000.3

. If selected for implementation, complete or
update the cash accounts section of the
internal control questionnaire.

. Based on the evaluation of interna controls
and the work performed by internal or
external auditors, determine the scope of the
examination.

. Test for compliance with policies, practices,

tive inquiry of responsible bank officials
and review of documentation, whether a
security program that equals or exceeds
the standards prescribed by Regulation H
(12 CFR 208.61(c)) is in effect and that
the annual compliance report and any
other reports requested by the Federal
Reserve System have been filed.

procedures and internal controlsin conjunc- 8. Review compliance with the Financial
tion with performing the remaining exami- Recordkeeping and Reporting of Currency
nation procedures. Also obtain a listing of and Foreign Transactions Act, 31 CFR 103.
any deficiencies noted in the latest review 9. Review tellers’ over and short accounts for
done by internal or external auditors from recurring patterns and any large or unusual
the examiner assigned to that area of exami- items and follow up as considered neces-
nation, and determine if appropriate correc- sary. Investigate differences centered in any
tions have been made. one teller or banking office. Determine
. Scan the general ledger cash accounts for whether corrective action has been taken, if
any unusual items or abnormal fluctuations. required.
Investigate any such items and document  10. Determine, by discreet corroborative inquiry
any apparent noncompliance with policies, of responsible bank officials and review of
practices and procedures for later review documentation, whether defal cations and/or
with appropriate management personnel. mysterious disappearances of cash since the
. Obtain teller settlement sheet recap or simi- preceding examination have been properly
lar document as of the examination date and reported pursuant to current requirements of
agree to the general ledger. Scan for reason- the Board of Governors.
ableness and conformity to bank 11, Review foreign-currency control ledgers
policy. and dollar book value equivalents for the
. Obtain detailed listings of cash items, includ- following:
ing any bank items which are carried in the a. accuracy of caculations and book|ng
general ledger under *other assets,” agree procedures
listings to genera ledger _balanc&s and scan b. unusual fluctuations
for propriety and conformity to bank policy. .
. . ) c. concentrations
. Test compliance with Regulation H .
(12 CFR 208) by— d. unusual items .
a sdlecting teller and banking office cash- 12. Review international division revaluation
balance sheets and determining that calc_ulatlons and pr.oce(.jures ) )
balances are within currency limits 13. Review the following items with appropri-
established: ate management personnel (or prepare a
b. selecting bait money and agreeing serial memo to other examining personnel for
numbers to applicable records; thqr use in reviewing W|t_h managemgn_t):
c. reviewing documentation showing train- a. internal-control exceptions and deficien-
ing sessions held since the preceding ciesin, or noncompllance with, written
examination; policies, practices and procedures
d. performing any visual inspectionsdeemed b. uncorrected audit deficiencies
appropriate; c. violations of law
e. analyzing the bank’s system of security d. inaccurate booking of U.S. dollar book
and protection against external crimes value equivalents for foreign currencies
(Guidance for thisanalysisis provided in e. inaccurate revaluation calculations and
the internal control questionnaire in this procedures performed by cash-account
section of the manual.); and operations staff
f. determining, through discreet corrobora-  14. Prepare comments on deficiencies or
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violations of law noted above for inclusion  15. Update the workpapers with any informa
in the examination report. tion that will facilitate future examinations.
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Cash Accounts

Internal Control Questionnaire
Effective date November 2000

Section 2000.4

Review the bank’s internal-control policies, prac- 15
tices, and procedures for cash accounts. The
bank’s system should be documented com-
pletely and concisely and should include, where

appropriate, narrative descriptions, flow charts, 16.

copies of forms used, and other pertinent infor-

mation. Items marked with an asterisk require 17.

substantiation by observation or testing.

18.

CASH ON HAND

*19.
*20.

*1. Do all tellers, including relief tellers, have
sole access to their own cash supply, and
are all spare keys kept under dual control?

*2. Do tellers have their own vault cubicle or
controlled cash drawer in which to store
their cash supply?

3. When a teller is leaving for vacation or for
any other extended period of time, is that
teller’'s total cash supply counted?

4. |Is each teller's cash verified periodically
on a surprise basis by an officer or other
designated official (if so, is a record of
such count retained)?

*5. Are cash drawers or teller cages provided 23.

with locking devices to protect the cash

during periods of the teller's absence? 24

6. Is a specified limit in effect for each

teller’'s cash? 25.

*7. Is each teller's cash checked daily to an
independent control from the proof or
accounting control department?

8. Are teller differences cleared daily?

9. Is an individual, cumulative over and short
record maintained for all persons han-
dling cash, and is the record reviewed by
management?

10. Does the teller prepare and sign a daily
proof sheet detailing currency, coin, and
cash items?

*21.

. Are maximum amounts established foi

tellers’ cashing checks or allowing with-

drawal from time deposit accounts without

officer approval?

Does the currency at each location includ

a supply of bait money?

Are tellers provided with operational guide-

lines on check-cashing procedures an

dollar limits?

Is a record maintained showing amount

and denominations of reserve cash?

Is reserve cash under dual custody?

Are currency shipments—

a. prepared and sent under dual contrc
and

b. received and counted under dual control

If the bank uses teller machines—

a. is the master key controlled by some-
one independent of the teller function,

b. is the daily proof performed by some-
one other than the teller, and

c. are keys removed by the teller during
any absence?

*22. Is dual control maintained over mail

deposits?
Is the night depository box under a dual
lock system?
Is the withdrawal of night deposits made
under dual control?
Regarding night depository transactions—
a. are written contracts in effect;
b. are customers provided with lockable
bags; and
c. are the following procedures completec
with two employees present:
« opening of the bags
« initial recording of bag numbers,
envelope numbers, and depositors
names in the register
e counting and verification of the
contents

*11. Are large teller differences required to be*26. Regarding vault control—

reported to a responsible official for
clearance?

12. Is there a policy against allowing teller
“kitties”?

*13. Are teller transactions identified through
use of a teller stamp?

*14. Are teller transfers made by tickets or
blotter entries which are verified and
initialed by both tellers?

a. is a register maintained which is signec
by the individuals opening and closing
the vault;

b. are time-clock settings checked by &

second officer;

. is the vault under dual control; and

. are combinations changed periodically

and every time there is a change in
custodianship?

[oRN 9}
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Cash Accounts: Internal Control Questionnaire

27. Aretéllersprohibited from processing their

own checks?

*28. Are tellers required to clear all checks
from their funds daily?

*29. Are tellers prevented from having access
to accounting department records?

*30. Are teller duties restricted to teller
operations?

CASH-DISPENSING MACHINES

*31. Is daly access to the automated teller
machine (ATM) made under dual control?
*32. When maintenance is being performed on

a machine, with or without cash in it, isa

representative of the bank required to bein
attendance?

*33. Arecombinations and keysto the machines
controlled (if so, indicate controls)?

34. Do the machines and the related system
have built-in controls that—

a. limit the amount of cash and number of
times dispensed during a specified
period (if so, indicate detail) and

b. capture the card if the wrong PIN (per-
sonal identification number) is consecu-
tively used?

35. Doesthe machine automatically shut down
after it experiences recurring errors?

36. Islighting around the machine provided?

37. Does the machine capture cards of other
banks or invalid cards?

38. If the machine is operated “ off line,” does
it have negative-file capability for present
and future needs, which includes lists of
lost, stolen, or other undesirable cards
which should be captured?

39. Is use of an ATM by an individua cus-
tomer in excess of that customer’s past
history indicated on a“ suspicious-activity”
report to be checked out by bank manage-
ment (for example, three uses during past
three days as compared with a history of
one use per month)?

40. Have safeguards been implemented at the
ATM to prevent, during use, the disclosure
of a customer’s PIN by others observing
the PIN pad?

41. Are “fi sh-proof” receptacles provided for
customers to dispose of printed receipts,
rather than insecure trash cans, etc.?

42. Doesacommunicationinterruption between

*45,
*46.

47.

*49.

*50.

51.

52.

an ATM and the central processing unit
trigger the alarm system?

Are alarm devices connected to all auto-
mated teller machines?

For on-line operations, are all messages to
and from the central processing unit and
the ATM protected from tapping, message
insertion, modification of message or sur-
veillance by message encryption (scram-
bling techniques)? (One recognized encryp-
tion formula is the National Bureau of
Standards Algorithm.)

Are PINs mailed separately from cards?
Are bank personnel who have custody of
cards prohibited from aso having custody
of PINs at any stage (issuance, verifica-
tion, or reissuance)?

Are magnetic stripe cards encrypted
(scrambled) using an adequate agorithm
(formula) including a total message
control?

Are encryption keys, i.e., scramble plugs,
under dual control of personnel not asso-
ciated with operations or card issuance?
Are captured cards under dua control of
persons not associated with bank operation
card issuance or PIN issuance?

Are blank plastics and magnetic stripe
readers under dual control?

Are dl cards issued with set expiration
dates?

Are transaction journals provided that
enable management to determine every
transaction or attempted transaction at the
ATM?

CASH ITEMS

*53.

54.

55.

56.

Are returned items handled by someone
other than the teller who originated the
transaction?

Does an officer or other designated indi-
vidual review the disposition of all cash
items over a specified dollar limit?

Is a daily report made of &l cash items,
and is it reviewed and initided by the
bank’s operations officer or other desig-
nated individual ?

Is there a policy requiring that all cash
items uncollected for a period of 30 days
be charged off?

November 2000
Page 2

Commercial Bank Examination Manual



Cash Accounts: Internal Control Questionnaire

2000.4

57.

58.

*59.

Do the bank’s present procedures forbid
the holding of overdraft checks in the
cash-item account?

Are al cash items reviewed at least
monthly at an appropriate level of
management?

Are cash items recommended for charge-
off reviewed and approved by the board
of directors, a designated committee
thereof, or an officer with no operational
responsibilities?

PROOF AND TRANSIT

60.

61.

62.

63.

65.

66.

Are individuas working in the proof and
transit department precluded from work-
ing in other departments of the bank?

Is the handling of cash letters such that—

a they are prepared and sent on a daily
basis;

b. they are photographed before they leave
the bank;

c. copy of proof or hand-run tape is prop-
erly identified and retained;

d. records of cash letters sent to correspon-
dent banks are maintained with identi-
fication of the subject bank, date, and
amount; and

e. remittances for cash letters are received
by employeesindependent of those who
send out the cash letters?

Are dl entries to the general ledger either

originated or approved by the proof

department?

Are al entries prepared by the general

ledger and/or customer accounts depart-

ment reviewed by responsible supervisory
personnel other than the person preparing
the entry?

. Are errors detected by the proof operator

in proving deposits corrected by another

employee or designated officer?

Are al postings to the general ledger and

subsidiary ledgers supported by source

documents?

Are returned items—

*a. handled by an independent section of
the department or delivered unopened
to personnel not responsible for pre-
paring cash letters or handling cash,

b. reviewed periodicaly by responsible
supervisory personnel to determine that
items are being handled correctly by

67.

68.

*69.

*70.

71.

72.

this section and are clearing on a
timely basis,
*c. scrutinized for employee items, and
d. reviewed for large or repeat items?
Are holdover items—
a. appropriately identified in the general
ledger,
*b. handled by an independent section of
the department, and
c. reviewed periodically by responsible
supervisory personnel to determine that
items are clearing on a timely basis?
Does the proof and transit department
maintain a procedures manual describing
the key operating procedures and func-
tions within the department?
Are items reported missing from cash
letter promptly traced and a copy sent for
credit?
Is there a formal system to ensure that
work distributed to proof machine opera-
tors is formally rotated?
Are proof machine operators prohibited
from—
a. filing checks or deposit dlips or
b. preparing deposit account statements?
Are proof machine operators instructed to
report unusually large deposits or with-
drawals to aresponsible officer (if so, over
what dollar amount $ )?

REGULATION H (12 CFR 208)—
COMPLIANCE QUESTIONNAIRE

73.

74.

75.

76.

7.

Has a security officer been designated by
the board of directors in accordance with
Regulation H (12 CFR 208.61(b))?

Has a security program been developed
and implemented in accordance with Regu-
lation H (12 CFR 208.61(c))?

Does the bank have security devices that
give a genera level of protection and that
are at least equivalent to the minimum
requirements of Regulation H?

Has the installation, maintenance, and
operation of security devices considered
the operating environment of each office
and the requirements of Regulation H (12
CFR 206.61(c))?

Does the security officer report at least
annually to the bank’s board of directors
on the administration and effectiveness of
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the security program in accordance with
Regulation H (12 CFR 206.61(d))?

31 CFR 103—COMPLIANCE
QUESTIONNAIRE

78.

Is the bank in compliance with the
financial recordkeeping and reporting regu-
lations?

INTERNATIONAL DIVISION

*79.

*80.

Are foreign-currency control ledgers and
dollar-book-value equivalents posted
accurately?

Is each foreign currency revalued at least
monthly, and are profit and loss entries
passed on to the appropriate income
accounts?

*81. Arerevaluation calculations, including the

rates used, periodically reviewed for accu-

*82.

racy by someone other than the foreign-
currency tellers?

Does the internal auditor periodically
review for accuracy revaluation calcu-
lations, including the verification of
rates used and the resulting general ledger
entries?

CONCLUSION

83.

Isthe foregoing information considered an
adequate basis for evaluating internal con-
trol in that there are no significant defi-
ciencies in areas not covered in this ques-
tionnaire that impair any controls? Explain
negative answers briefly, and indicate any
additional examination procedures deemed
necessary.

Based on a composite evaluation as evi-
denced by answers to the foregoing
questions, internal control is considered
(adequate/inadequate). A separate evalua
tion should be made for each areg, i.e,
cash on hand, cash items, etc.
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Due from Banks _
Effective date May 1996 Section 2010.1

Banks maintain deposits in other banks to faciliform, and maturity of the exposure. Sec-
tate the transfer of funds. Those bank assetipn 206.4(a) of Regulation F stipulates that any
known as “due from bank deposits” or “corre- FDIC-insured depository institution must limit
spondent bank balancesare a part of the its interday credit exposure to an individual
primary, uninvested funds of every bank. Acorrespondent that is not “adequately capital
transfer of funds between banks may result fronzed”2 to 25 percent of the institution’s total
the collection of cash items and cash letters, theapital3 For a more detailed discussion of Regu-
transfer and settlement of securities transadation F, refer to SR-93-36 (“Examiner Guide-
tions, the transfer of participating loan funds, thdines for Regulation F—Interbank Liabilities,”
purchase or sale of federal funds, and manyune 18, 1993).
other causes.

In addition to deposits kept at the Federal
Reserve Bank and with correspondent banks, BALANCES WITH FEDERAL

bank may maintain interest-bearing time depOSRESERVE BANKS
its with international banks. Those deposits are a

form of investment, and relevant examinationA
considerations are included in “InvestmentI
Securities and End-User Activities,” section

Il state member banks are required by Regu
ation D (12 CFR 204) to keep reserves equal t
” . specified percentages of the deposits on the
2020.1, and “International—Due from E""’mks_books. These reserves are maintained in tt

Time,” section 7070.1. . form of vault cash or deposits with the Federa
Banks also use other banks to provide certai

o) : . ~'reserves are kept at required levels. The reserv
its size or geographic location. These serwceE

. ) “~provide the Federal Reserve System with :
include processing of cash letters, packaging,eang of controlling the nation’s money supply.
Ioar_l agreements, performlng EDP Services, co hanges in the level of required reserves affe
lecting out-of-area items, providing safekeeping,s oy ajlability and cost of credit in the econ-
for bank and customer securities, exchanging

forei d iding fi 2l advi my. The examiner must determine that the
oreign currency, and provicing tinancial abviC&nqrmation supplied to the Federal Reserve

in specialized loan areas. When the service 8ank for computing reserves is accurate
one way, the receiving bank usually maintains a The Monetary Control Act of 1980 enables a

minimum balance ‘at the providing bank to,,,member financial institution to borrow from
compensate in full or in part for the ServiceSo Reserve Bank's discount window on the

received. same terms and conditions as member bank
For member banks, loan transactions are usual
effected through their reserve account. For nor
DEPOSITS WITH OTHER member banks, the Reserve Bank typicall
DEPOSITORY INSTITUTIONS requires the institution to open a special accour

called a clearing account. The loan transaction
Section 206.3 of Regulation F (12 CFR 206)are then processed through the clearing accour
requires FDIC-insured depository institutions taHowever, in some instances, the Reserve Bar
adopt written policies and procedures to addressay allow a nonmember institution to proces:s
the risk arising from exposure to a correspondiscount loan transactions through the accour
dent, and to prevent excessive exposure to arnf a member bank. In most of these isolatec
individual correspondent. These policies and
p_rocedur(_a_s should take into account the flr!an' 2. See section 206.5(a) of Regulation F for the capita
cial condition of a correspondent and the Siz&atios necessary for a correspondent bank to be consider
adequately capitalized.
3. The Board may waive this requirement if the primary
1. Balances due from such institutions include all interestfederal supervisor of the insured institution advises the Boar
bearing and non-interest-bearing balances, whether in thbat the institution is not reasonably able to obtain necessar
form of demand, savings, or time balances, including certifiservices, including payment-related services and placement
cates of deposit, but excluding certificates of deposit held ifunds, without incurring exposure to a correspondent in exces
trading accounts. of the otherwise applicable limit.
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Due from Banks

cases, a transaction of a nonmember institution
is being processed through the account of the
bank with which the nonmember institution has
a correspondent relationship.

Under the reserve account charge agreements
used by most Federal Reserve Banks, the mem-
ber bank’s reserve account may be charged if
the nonmember bank defaults on the loan pro-
cessed through the member bank’s account.
Since member banks may not act as the guaran-
tor of the debts of another, member banks may
only legally enter into revocable reserve account
charge agreements. Revocable agreements allow
the member bank, at its option, to revoke the
charge and thus avoid liability for the debt of the
nonmember correspondent. In contrast, irrevo-
cable charge agreements constitute a binding
guarantee of the nonmember correspondent’s
debt and generally cannot be entered into by a
member bank. Banks that enter into revocable
charge agreements should establish written pro-
cedures to ensure their ability to make prudent,
timely decisions.

DEPOSIT BROKERS

On the asset side of the balance sheet, examiners
should review the activities of banks that place
deposits through money brokers. These banks
should have sufficient documentation to, among
other things, verify the amounts and terms of
individual deposits and the names of depository
institutions in which the deposits are placed.
Banks should also be able to demonstrate that
they have exercised appropriate credit judgment
with respect to each depository institution in
which they have placed funds. Deficiencies in
this area could constitute an unsafe or unsound
banking practice. A more detailed discussion of
brokered deposits is included in “ Deposit
Accounts,” section 3000.1 of this manual.

DUE FROM FOREIGN BANKS

Due from foreign banks demand or nostro
accounts are handled in the same manner as due
from domestic bank accounts, except that the
balances due are generally denominated in for-
eign currency.

A bank must be prepared to make and receive
payments in foreign currencies to meet the
needs of itsinternational customers. This can be

accomplished by maintaining accounts (nostro
balances) with banks in foreign countries in
whose currencies receipts and payments are
made.

Nostro balances may be compared with an
inventory of goods and must be supervised in
the same manner. For example, payment to
import goods manufactured in France to the
United States can be made through aU.S. bank’s
French franc account with another bank in
France. Upon payment in France, the U.S. bank
will credit its nostro account with the French
bank and charge its U.S. customer’s dollar
account for the appropriate amount in dollars.
Conversely, exporting U.S. goods to France
results in a debit to the U.S. bank’s French
correspondent account. The first transaction
results in an outflow of the U.S. bank’s “ inven-
tory” of French francs, while the second trans-
action resultsin an inflow of French francs. The
U.S. bank must maintain adequate balancesin its
nostro accounts to meet unexpected needs and to
avoid overdrawing those accounts for which
interest must be paid. However, the bank should
not maintain excessive idle nostro balances that
do not earn interest, causing a loss of income.

The U.S. bank also runs risks by being either
long or short in a particular foreign currency or
by maintaining undue gaps. Losses could result
if that currency appreciates or depreciates sig-
nificantly or if the bank must purchase or
borrow the currency at a higher rate.

Excessive nostro overages and shortages can
be avoided by entering into spot and forward
exchange contracts to buy or sell such nostro
inventories. Those contracts are discussed in
“ International—Foreign Exchange,” section
7100.1. However, all foreign-currency transac-
tions, except over-the-counter cash trades, are
settled through nostro accounts. Therefore, the
volume of activity in those accounts may be
substantial and the accounts must be properly
controlled.

In addition, an account service known as a
payable-through account is being marketed by
U.S. banks, Edge corporations, and the U.S.
branches and agencies of foreign banks to for-
eign banks that otherwise would not have the
ability to offer their customers access to the U.S.
banking system. This account service, referred
to by other names such as pass-through accounts
and pass-by accounts, involves a U.S. banking
entity’s opening of a deposit account for the
foreign bank. Policies and procedures should be
developed to guard against the possible improper
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or illegal use of payable-through account facili- part of the Bank Secrecy Act Examination
ties by foreign banks and their customers. Manual.
Examination procedures relating to this area are
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Due from Banks

Examination Objectives .
Effective date May 1996 Section 2010.2

1. To determine if the policies, practices, pro5. To determine the scope and adequacy of th
cedures, and internal controls regarding due audit coverage.
from banks are adequate. . . . .

2. To determine if banlcj officers and employeeg' To determlr_le compliance with laws, rulings,

S : and regulations.

are operating in conformance with the estab-
lished guidelines. 7. To initiate corrective action when policies,

3. To determine that all due from accounts are practices, procedures, or internal controls ar
reasonably stated and represent funds on deficient or when violations of law, rulings,
deposit with other banks. or regulations have been noted.

4. To evaluate the credit quality of banks with
whom demand accounts are maintained.
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Examination Procedures
Effective date March 1984

Section 2010.3

. If selected for implementation, complete or
update the Due From Banks Internal Con-
trol Questionnaire.

. Determine the scope of the examination,
based on the evaluation of internal controls

and the work performed by internal/external 9.

auditors.

. Test for compliance with policies, practices,
procedures and internal controls in conjunc-
tion with performing the remaining exami-
nation procedures. Also, obtain a listing of
any deficiencies noted in the latest review
done by internal/external auditors from
the examiner assigned “Internal Control,”
and determine if corrections have been
accomplished.

. Scan the most recent bank-prepared recon-
cilements for any unusual items and deter-
mine that closing balances listed on recon-
cilements agree with the general ledger and
with the balance shown on the cut-off state-
ment if one has been obtained.

. If the bank’s policy for charge-off of old
open items provides for exceptions in
extenuating circumstances, review excepted

items and determine if charge-off is10.

appropriate.

. If the bank has no policy for charge-off of

old open items, review any items which are

large or unusual or which have been out-

standing for over two months, along with

related correspondence, and determine if

charge-off is appropriate.

. Test the bank’s calculation of its Federal

Reserve requirement and determine that

reports are accurate and complete by:

a. Performing a limited review of a sample
of line items if the bank has effective

operating procedures and has an audil-

program covering the required reports.
b. Performing a detailed review of all line
items if the bank has not established
operating procedures or does not have an
audit program covering the required
reports.
. Confer with the examiner assigned to check

for compliance with the laws and regula-12.

tions relating to insider loans at correspon-
dent banks and loans to insiders of corre-

list, or verify a bank supplied list, of corre-

spondent banks. (This effort should be coor

dinated with the examiner assigned to

“Deposit Accounts” to avoid duplication of

work.)

Review the maximum deposit balance

established for each due from bank accour

and determine if the maximum balance:

a. Is established after consideration of com
pensating balance requirements resultin
from commitments or credit lines made
available to the bank or its holding
company. Coordinate this effort with
examiner assigned “Bank-Related
Organizations.”

b. Appears to be related to loans of execu
tive officers or directors or to loans
which have been used to acquire stock
control of the bank under examination.
« If such due from accounts are detected

provide full details of the account to

the examiner assigned to check for
compliance with the law relating to

loans to insiders of correspondent
banks (title VIII of FIRA).

Determine the existence of any concentra

tions of assets with other banks. Include

correspondent accounts, time deposits an
any federal funds sold in computation. For
concentrations exceeding 25 percent of thi
bank’s capital structure, forward the infor-
mation to examiners assigned “Concentra
tions of Credit” for possible inclusion in the
report of examination.

Note: Procedures 11 through 21 apply to
due from foreign banks—demand (nostra
accounts).

Obtain or prepare a trial balance (includinc

local currency book values) of due from

foreign banks—demand by bank custome

and:

a. Agree or reconcile balances to depart
ment controls and the general ledger.

b. Review reconciling items for
reasonableness.

Using the appropriate sampling technique

select demand account banks foi

examination.

spondent banks (subpart B of Regulation (13. Prepare credit line sheets to include:

and title VIII of FIRA) and either provide a

a. Customer’s aggregate due from banks—
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14.

15.

demand liability in foreign currency
amount and local currency equivalent.
b. Amount of customer’s line designated by
the bank.
c. Frequency of recent overdrawn nostro
accounts.

(Overdrawn nostro accounts as they relate
to foreign exchange activities are discussed
in the International—Foreign Exchange sec-
tion. Also, the examiner assigned “Bor-
rowed Funds” must obtain (or prepare) a
listing of overdrawn nostro accounts for
inclusion in the borrowing section of the
report of examination.)

d. Past compliance with customer’s line
limitation as determined from review of
liability ledger records.

Obtain from the examiner assigned

“International—Loan Portfolio Manage-

ment,” schedules on the following, if they

are applicable to the due from foreignl6.

banks—demand:

a. Delinquencies.

b. Miscellaneous loan debit and credit sus-
pense accounts.

c. Criticized shared national credits.

d. Interagency Country Exposure Review
Committee credits.

e. Loans criticized during the previous
examination.

f. Information on directors, officers and
their interests, as contained in statements
required under Regulation O.

g. Specific guidelines in the bank policy
relating to due from banks—demand.

h. Current listing of due from foreign 19.

banks—demand approved customer

lines.

i. Any useful information resulting from
the review of the minutes of the loan
and discount committee or any similar
committee.

Reports furnished to the board of directors20.
Rewew the information received and per-
form the following for:

a. Miscellaneous loan debit and credit sus-
pense accounts:

« Discuss with management any large or

old items.

» Perform additional

deemed appropriate.

b. Interagency Country Exposure Review
Committee Credits:

» Compare the schedule to the trial bal-

procedures as

17.

18.

ance to determine which due from
foreign banks—demand deposits are
portions of Interagency Country Expo-
sure Review Committee credits.

e For each due from foreign bank—
demand deposit so identified, tran-
scribe appropriate information to
line sheets and forward the informa-
tion to the examiner assigned
“International—Loan Portfolio
Management.”

c. Loans criticized during the previous
examination (due from foreign banks—
demand portion):

» Determine the disposition of the due
from foreign banks—demand so criti-
cized by transcribing:

— Current balance and payment
status, or

— Date the deposit was paid and the
source of repayment.

Transcribe or compare information from the
above schedules to credit line sheets, where
appropriate, and indicate any cancelled
bank lines.
Prepare credit line cards for any due from
foreign banks—demand not in the sample
which, based on information derived from
the above schedules, requires in-depth
review.
Obtain liability and other information on
common borrowers from examiners as-
signed to cash items, overdrafts and loan
areas and together decide who will review
the borrowing relationship. Pass or retain
completed credit line cards.

Obtain credit files for all due from foreign

banks—demand for whom credit line cards

were prepared and complete credit line
cards where appropriate. To analyze the
loans, perform the procedures set forth in
step 14 of the International—Due From

Banks—Time section.

By reviewing appropriate bank records,

determine that:

a. Profit or losses resulting from revalua-
tion adjustment on net open positions
spot are passed properly to the respective
due from foreign bank—demand
(nostro) account (usually monthly).

b. At the delivery of the “swap” forward
contract, proper entries are made to the
respective due from foreign bank—
demand (nostro) and swap adjustment
accounts.

March 1994
Page 2

Commercial Bank Examination Manual



Due From Banks: Examination Procedures

2010.

21.

22.

23.

Determine compliance with laws, regula-
tions and rulings pertaining to due from
foreign banks—demand activities by per-
forming the following for:

a. Reporting of Foreign Exchange Activities: 24.

» Determine that Foreign Currency Forms
FC-1, FC-2, FC-la and FC-2a, as
required, are submitted to the Depart-
ment of the Treasury under the provi-
sions of 31 CFR 128.

» Check that copies of those forms are
forwarded by each state member bank
to the Federal Reserve at each filing
time specified in 31 CFR 128.

Note: Due from foreign banks—demand
(nostro) deposits will be reviewed, dis-
cussed with appropriate bank officers, and
prepared in suitable report form by the
examiner assigned “International—Due
From Banks—-Time”, if the bank maintains
international due from banks—time and/or
call money deposits.

Forward list of due from banks accounts to
the examiner assigned to “Investment

Securities” and to “Loan Portfolio
Management.”
Consult with the examiner assigned “Asset/

Liability Management” and provide the

following, if requested:

a. Alisting, by maturity and amount, of due
from banks—time deposits.

b. The amounts of due from banks—

25.

demand deposits that exceed the require
reserve balance at the Federal Reserv
Bank and that exceed the working bal-
ances at correspondent banks.

Discuss with appropriate officer(s) and pre

pare in suitable report form of:

a. Cancelled due from foreign banks—
demand deposit lines that are unpaid.

b. Violations of laws, regulations and rulings.

c. Internal control exceptions and deficien-
cies, or noncompliance with written pol-
icies, practices and procedures.

d. Any items to be considered for
charge-off.

e. Uncorrected audit deficiencies.

f. Due from foreign banks—demand depos:
its not supported by current and com-
plete financial information.

g. Due from foreign banks—demand depos
its on which documentation is deficient.

h. Concentrations.

i. Criticized loans (portions applicable to
due from foreign banks—demand
deposits).

j- Due from foreign banks—demand depos:

its which for any other reason are
questionable as to quality and ultimate
collection.

k. Other matters regarding condition of the
department.

Update the workpapers with any informa-

tion that will facilitate future examinations.

Commercial Bank Examination Manual

March 1994
Page 3



Due From Banks

Internal Control Questionnaire
Effective date March 1984

Section 2010.4

Review the bank’s internal controls, policies,
practices and procedures for due from bank
accounts. The bank’s system should be docu-
mented in a complete and concise manner and
should include, where appropriate, narrative *5,
descriptions, flowcharts, copies of forms used
and other pertinent information. Items marked
with an asterisk require substantiation by obser-
vation or testing.

sign of alteration and are payments or paic

drafts compared with such statements b

the persons who prepare bank reconcile

ments (if so, skip question 5)?

If the answer to question 4 is no, are bank

statements and paid drafts or payment

handled before reconcilement only by per-
sons who do not also:

a. Issue drafts or official checks and pre-
pare, add or post the general or subsid
iary ledgers?

b. Handle cash and prepare, add o
post the general ledger or subsidiary
ledgers?

Are bank reconcilements prepared by per

sons who do not also:

a. Issue drafts or official checks?

b. Handle cash?

c. Prepare general ledger entries?

Concerning bank reconcilements:

a. Are amounts of paid drafts or repay-
ments compared or tested to entries ol
the ledgers?

. Are entries or paid drafts examined or
reviewed for any unusual features?

c. Whenever a delay occurs in the clear
ance of deposits in transit, outstanding
drafts and other reconciling items, are
such delays investigated?

d. Is a record maintained after an item ha:
cleared regarding the follow-up and

POLICIES FOR DUE FROM BANK
DOMESTIC AND FOREIGN—
DEMAND ACCOUNTS .
1. Has the board of directors, consistent with
its duties and responsibilities, adopted
written policies for due from bank accounts
that:

a. Provide for periodic review and approval
of balances maintained in each such
account?

. Indicate person(s) responsible for mon-
itoring balances and the application of
approved procedures?

. Establish levels of check-signing
authority?

. Indicate officers responsible for approval
of transfers between correspondent
banks and procedures for documenting
such approval?

. Indicate the supervisor responsible for

7.

regular review of reconciliations and
reconciling items?
f. Indicate that all entries to the accounts
are to be approved by an officer or
appropriate supervisor and that such
approval will be documented?
Establish time guidelines for charge-off
of old open items?
. Are the policies for due from bank accounts
reviewed at least annually by the board or
the board's designee to determine their
adequacy in light of changing conditions?

g.

reason for any delay?

. Are follow-up and necessary adjusting
entries directed to the department orig-
inating or responsible for the entry for
correction with subsequent review of
the resulting entries by the person
responsible for reconcilement?

f. Is a permanent record of the accoun
reconcilement maintained?

. Are records of the account reconcile-

ments safeguarded against alteration?

Are all reconciling items clearly

described and dated?

i. Are details of account reconcilement

reviewed and approved by an officer or

h.

BANK RECONCILEMENTS €
supervisory employee?

Does the person performing reconcile-
ments sign and date them?
Are reconcilement duties for foreign

3. Are bank reconcilements prepared J-
promptly upon receipt of the statements?

*4. Are bank statements examined for any k.

March 1994
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demand accounts rotated on a formal
basis?

DRAFTS

8. Are procedures in effect for the handling

of

*a.

b.
c.

*K.

drafts so that:

All unissued drafts are maintained
under dual control?

All drafts are prenumbered?

A printer’s certificate is received with
each supply of new prenumbered
drafts?

each bank?

. Drafts are never issued payable Qg4
cash? ’
Voided drafts are adequately cancelled
to prevent possible reuse?

. Arecord of issued and voided drafts is*12

maintained?

. Drafts outstanding for an unreason-

able period of time (perhaps six months

or more) are placed under speciaLls
controls? '
All drafts are signed by an authorized

employee?

The employees authorized to sign

drafts are prohibited from doing so «
before a draft is completely filled out?

If a check-signing machine is used,

controls are maintained to prevent its
unauthorized use?

FOREIGN CASH LETTERS

9. 1Is

that:

a.

b.

C.

*a. They are delivered unopened and
reviewed by someone who is not
responsible for preparation of cash
letters?

. All large unusual items or items on
which an employee is listed as maker,
payee or endorser are reported to an
officer?

. Items reported missing from cash let-
ters are promptly traced and a copy
sent for credit?

. . FOREIGN EXCHANGE
. A separate series of drafts is used fo/rACTIVITIES

Are persons handling and reconciling due
from foreign bank—demand accounts
excluded from performing foreign ex-
change and position clerk functions?

Is there a daily report of settlements made
and other receipts and payments of foreign
currency affecting the due from foreign
bank—demand accounts?

Is each due from foreign bank—-demand
foreign currency ledger revalued monthly
and are appropriate profit or loss entries
passed to applicable subsidiary ledgers
and the general ledger?

14. Does an officer not preparing the calcula-

tions review revaluations of due from
foreign bank—demand ledgers, including
the verification of rates used and the
resulting general ledger entries?

OTHER—FOREIGN

the handling of foreign cash letters such

They are prepared and sent on a daily
basis?

They are copied or photographed prior
to leaving the bank?

A copy of proof or hand run tape is
properly identified and retained?

. Records of foreign cash letters sent to

correspondent banks are maintained,
identifying the subject bank, date an
amount?

18.

FOREIGN RETURN ITEMS

10. Are there procedures for the handling of
return items so that:

*15.

16.

q 17

Are separate dual currency general ledger
or individual subsidiary accounts main-

tained for each due from foreign bank—

demand account, indicating the foreign

currency balance and a U.S. dollar (or
local currency) equivalent balance?

Do the above ledger or individual subsid-
iary accounts clearly reflect entry and

value dates?

Are the above ledger or individual sub-

sidiary accounts balanced to the general
ledger on a daily basis?

Does international division management
receive a daily trial balance of due from

foreign bank—demand customer balances
by foreign currency and U.S. dollar (or

local currency) equivalents?

March 1994
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2010.

OTHER

19. Is a separate general ledger account or

20.

21.

individual subsidiary account maintained
for each due from bank account?

Are overdrafts of domestic and foreign

due from bank accounts properly recorded 22.

on the bank’s records and promptly re-

ported to the responsible officer?

Are procedures for handling the Federal

Reserve account established so that:

a. The account is reconciled on a daily
basis?

b. Responsibility is assigned for assuring 23.

that the required reserve is maintained?

c. Figures supplied to the Federal Reserve
for use in computing the reserve require-

ment are reviewed to ensure they do no
include asset items ineligible for meet-
ing the reserve requirement, and tha
all liability items are properly classified
as required by Regulation D and its
interpretations?
Does the foregoing information constitute
an adequate basis for evaluating interna
control in that there are no significant
deficiencies in areas not covered in this
questionnaire that impair any controls?
Explain negative answers briefly and indi-
cate any additional examination proce-
dures deemed necessary.
Based on a composite evaluation, a
evidenced by answers to the foregoing
questions, internal control is considerec
(adequate/inadequate).
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Investment Securities and End-User Activities
Effective date November 2004 Section 2020.1

This section provides guidance on the managd-|MITATIONS AND

ment of a depository institution’s investmentRESTRICTIONS ON SECURITIES
and end-user activities. The guidance applies tjOLDINGS

(1) all securities in held-to-maturity and available-

for-sale accounts as defined in the Statement @fany states extend the investment authority th
Financial Accounting Standards No. 115 (FASg ayaijlable to national banks to their charterex
115), (2) all certificates of deposit held forpanks—often by direct reference. The securit
investment purposes, and (3) all derivative conpyestments of national banks are governed i
tracts not held in trading accounts (end-useyyrn by the seventh paragraph of 12 USC 2:
derlvatlvg gontractsﬂ).The gwdance also covers (section 5136 of the Revised Statutes) and b
all securities used for investment purposespe investment securities regulations of the Of
including money market instruments, fixed- andice of the Comptroller of the Currency (OCC).
floating-rate notes and bonds, structured noteg, siate law permits, state member banks ar
mortgage pass-through and other asset-backggpject to the same limitations and condition:
securities, and mortgage-derivative products. Al hyrchasing, selling, underwriting, and hold-
end-user derivative instruments used for nonpq investment securities and stocks as nation:
traqllng purposes, §uch as swaps, futures, apd ks are under 12 USC 24 (seventh). T
options, are also discussed. o determine whether an obligation qualifies as :

Institutions must ensure that their investmengermissible investment for state member bank:
and end-user activities are permissible andnq to calculate the limits with respect to the
appr_op_nate within establl_shed Ilmltatlon_s andpurchase of such obligations, a state membe
restrictions on bank holdings of these instruhank is advised to see the OCC’s investmer
ments. Institutions should also employ soundecurities regulation at 12 CFR 1. (See als

risk-management practices consistently acrosgction 208.21(b) of Regulation H (12 CFR
these varying product categories, regardless 9g 21(b)).)

their legal characteristics or nomenclature. This ynder 12 USC 24, an “investment security”

section provides examiners with guidance on—s defined as a debt obligation that is not pre
o ) dominantly speculative. A security is not pre-
* the permissibility and appropriateness ofjominantly speculative if it is rated investment
securities h0|dlngS by state member banks; grade. An “investment-grade Security" is a
sound risk-management practices and interngkcurity that has been rated in one of the fou
controls used by banking institutions in theirhighest rating categories by two or more nation
investment and end-user activities; ally recognized statistical rating organizations
the review of securities and derivatives(one rating may suffice if the security has beet
acquired by the bank’s international divisionrated by only one organization). For example
and overseas branches for its own account, @gcurities rated AAA, AA, A, and BBB by
well as the bank’s foreign equity investmentsstandard and Poor’s and Aaa, Aa, A or A-1, anc
that are held either directly or through EdgeBaa-1 or Baa by Moody'’s are considered invest

Act corporations; ment grade. In the case of split ratings—
* banking agency policies on certain high-riskdifferent ratings from different rating

mortgage-derivative products; and organizations—the lower rating applies. Althougt
* unsuitable investment practices. the analyses of major rating agencies are bas

cally sound and are updated frequently, ban

— personnel should keep in mind that ratings ar

1. In general terms, derivatives are financial contract©nly evaluations of probabilities. To determine

whose value derives from the value of one or more underlyinggppropriate credit limits for a particular coun-

assets, interest rates, exchange rates, commodities, or financfé‘, arty. the bank should supplement bond ra
or commodity indexes. . P Y’ . . pp. .

ings with its own credit analysis of the issuer.

(See table 1 for a summary of rating systems.,

Commercial Bank Examination Manual November 2004
Page 1



2020.1

Investment Securities and End-User Activities

Table 1—Summary of Raing Systems

Sandard & Poor’s Moody's

Description

Bank-quality investments

AAA Aaa Highest-grade obligations
AA Aa High-grade obligations
A A, A-1 Upper-medium grade
BBB Baa-1, Baa Medium-grade, on the borderline between defi-
nitely sound obligations and those containing
predominantly speculative elements
Soeculative and defaulted issues
BB Ba Lower-medium grade with only minor investment
characteristics
B B Low-grade, default probable
CCC,CC,C, D Caa, Ca, C Lowest-rated class, defaulted, extremely poor pros-

pects

Bank-Eligible Securities

The OCC' sinvestment securities regulation iden-
tifies five basic types of investment securities
(types 1, I, I1I, 1V, and V) and establishes
limitations on abank’ sinvestment in those types
of securities based on the percentage of

capital and surplus that such holdings represent.
For calculating concentration limits, the term
“ capital and surplus’ includes the balance of a
bank’s allowance for loan and lease losses not
included in tier 2 capital. Table 2 on the next
page summarizes bank-eligible securities and
their investment limitations.
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Table 2—Summary of New Investment-Type Categories

Type Category

Characteristics

Limitations

Type | securities

Type Il securities

Type Il securities

U.S. government securities
genera obligations of a state or
political subdivision

municipal bond activities by well-
capitalized* banks, other than
types 11, 11, IV, or V securities
obligations backed by the full
faith and credit of the U.S.
government

FHLB, Fannie Mae, and FHLMC
debt or similarly collateralized
debt of a state or political subdi-
vision backed by thefull faith and
credit of the U.S. government

state obligations for housing, uni-
versity, or dormitory purposes that
would not qualify as a type |
municipal security

obligations of international devel-

opment banks
debt of Tennessee Valley
Authority

debt of U.S. Postal Service
obligations that a national bank is
authorized to deal in, underwrite,
purchase, or sell under 12 USC
24 (seventh), other than type |
securities

an investment security that does
not qualify astypel, II, IV, or V
municipal revenue bonds, except
those that qualify as a type |
municipal security

corporate bonds

No limitations on banks' investment,
dealing, or underwriting abilities.
With respect to all municipal securi-
ties, a member bank that is well
capitalized* may deal in, underwrite,
purchase, and sell any municipal
bond for its own account without any
limit tied to the bank’s capital and
surplus.

Banks may deal in, underwrite, or
invest subject to the limitation that the
aggregate par value of the obligation of
any one obligor may not exceed 10 per-
cent of a bank’s capital and surplus.

The aggregate par value of a bank’s
purchases and sales of the securities
of any one obligor may not exceed
10 percent of a bank’s capital and
surplus.

continued

* subject to the statutory prompt-corrective-action standards (12 USC 18310)
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Type Category

Characteristics

Limitations

Type IV securities

Type V securities

» small business—related securities
that are rated investment-grade or
the equivalent and that are fully
secured by a loan pool
residential  or  commercial
mortgage—related securities rated
AA or Aaor higher

« asset-backed securities (credit
card, auto, home equity, student
loan, manufactured housing)

that are investment-grade and are
marketable

residential  and commercial
mortgage—related securities rated
below AA or Aa but still

For securitiesrated AA or Aaor higher,
no investment limitations.

For lower-rated investment-grade secu-
rities, the aggregate par vaue of a
bank’s purchases and sales of the se-
curities of any one obligor may not
exceed 25 percent of a bank’s capital
and surplus.

For mortgage-related securities, no
investment limitations.

A bank may deal in type IV securities
with limitation.

The aggregate par value of a bank’s
purchases and sales of the securities of
any one obligor may not exceed 25 per-
cent of a bank’s capital and surplus.

investment-grade

Type | securities are those debt instruments
that national and state member banks can deal
in, underwrite, purchase, and sell for their own
accounts without limitation. Type | securities
are obligations of the U.S. government or its
agencies, general obligations of states and
political subdivisions; municipal bonds (includ-
ing municipal revenue bonds) other than a type
I, 11, 1V, or V security by a bank that is well
capitalized; and mortgage-related securities. A
bank may purchase type | securities for its own
account subject to no limitations, other than the
exercise of prudent banking judgment. (See 12
USC 24(7) and 15 USC 78(c)(8)(41).)

Type Il securities are those debt instruments
that national and state member banks may deal
in, underwrite, purchase, and sell for their own
account subject to a 10 percent limitation of a
bank’s capital and surplus for any one obligor.
Type Il investments include obligations issued
by the International Bank for Reconstruction
and Development, the Inter-American Develop-
ment Bank, the Asian Development Bank, the
Tennessee Valley Authority, and the U.S. Postal
Service, as well as obligations issued by any
state or political subdivision for housing, uni-

versity, or dormitory purposes that do not qualify
as atype | security and other issuers specifically
identified in 12 USC 24(7).

Type Il is a residual securities category
consisting of al types of investment securities
not specifically designated to another security
“type” category and that do not qualify as a
type | security. Banks cannot deal in or under-
write type Il securities, and their holdings of
these instruments are limited to 10 percent of the
bank’s capital and surplus for any one obligor.

TypelV securitiesinclude the following asset-
backed securities (ABS) that are fully secured
by interests in pools of loans made to numerous
obligors:

* investment-grade residential mortgage—related
securities that are offered or sold pursuant to
section 4(5) of the Securities Act of 1933 (15
USC 77d(5))

* residential mortgage—related securities as
described in section 3(a)(41) of the Securities
Exchange Act of 1934 (15 USC 78c(a)(41))
that are rated in one of the two highest
investment-grade rating categories

* investment-grade commercial mortgage secu-
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rities offered or sold pursuant to section 4(5)
of the Securities Act of 1933 (15 USC 77d(5))
commercial mortgage securities as described
in section 3(a)(41) of the Securities Exchange
Act of 1934 (15 USC 78c(a)(41)) that are
rated in one of the two highest investment-
grade rating categories

investment-grade, small-business-loan securi-
ties as described in section 3(a)(53)(A) of the
Securities Exchange Act of 1934 (15 USC
78c(a)(53)(A))

For al type IV commercial and residential
mortgage securities and for type IV small-
business-loan securities rated in the top two
rating categories, there is no limitation on the
amount a bank can purchase or sell for its own
account. Type IV investment-grade, small-
business-loan securities that are not rated in the
top two rating categories are subject to alimit of
25 percent of a bank’s capital and surplus for
any one issuer. In addition to being able to
purchase and sell type IV securities, subject to
the above limitation, a bank may dedl in those
type IV securities that are fully secured by type
| securities.

Type V securities consist of al ABS that are
not type IV securities. Specificaly, they are
defined as marketable, investment-grade-rated
securities that are not type IV and are “fully
secured by interests in a pool of loans to
numerous obligors and in which a national bank
could invest directly.” TypeV securitiesinclude
securities backed by auto loans, credit card
loans, home equity loans, and other assets. Also
included are residential and commercia mort-
gage securities as described in section 3(a)(41)
of the Securities Exchange Act of 1934 (15 USC
78c(a)(41)) that are not rated in one of the two
highest investment-grade rating categories but
that are ill investment grade. A bank may
purchase or sell type V securities for its own
account provided the aggregate par value of type
V securitiesissued by any oneissuer held by the
bank does not exceed 25 percent of the bank’s
capital and surplus.

As mentioned above, type Il securities rep-
resent a residual category. The OCC requires a
national bank to determine (1) that the type IlI
instrument it plans to purchase is marketable
and of sufficiently high investment quality and
(2) that the obligor will be able to meet al
payments and fulfill all the obligations it has
undertaken in connection with the security. For
example, junk bonds, which are often issued to

finance corporate takeovers, are usualy not
considered to be of investment quality because
they are predominately speculative and have
limited marketability.

The purchase of type Il and type |11 securities
is limited to 10 percent of equity capital and
surplus for each obligor when the purchase is
based on adequate evidence of the maker's
ability to perform. That limitation is reduced to
5 percent of equity capital and reserves for al
obligors in the aggregate when the judgment of
the obligor’ s ahility to perform is based predomi-
nantly on “ reliable estimates” The term “ reli-
able estimates” refers to projections of income
and debt-service requirements or conditional
ratings when factual credit information is not
available and when the obligor does not have a
record of performance.

OCC regulations specificaly providefor sepa-
rate type I, I, IlI, 1V, and V limits. In the
extreme, therefore, national banks can lend
15 percent of their capital to a corporate bor-
rower, buy the borrower's corporate bonds
amounting to another 10 percent of capital and
surplus (type Il securities), and purchase the
borrower’s ABS up to an additional 25 percent
of capital (type V securities), for a total expo-
sure of 50 percent of the bank’'s capital and
surplus. This could be expanded even further if
the borrower also issued highly rated type IV
securities, upon which there is no investment
limitation. However, an exposure to any one
issuer of 25 percent or more should be consid-
ered a credit concentration, and banks are
expected to justify why exposures in excess of
25 percent do not entail an undue concentration.
(See table 2 for a summary of the new
investment-type categories.)

Municipal Revenue Bonds

Upon enactment of the Gramm-Leach-Bliley
Act (the GLB Act), most state member banks
were authorized to deal in, underwrite, purchase,
and sell municipal revenue bonds (12 USC 24
(seventh)). Effective March 13, 2000, these
activities (involving type | securities) could be
conducted by well-capitalizedla banks, without
limitation as to the level of these activities
relative to the bank’s capital. Previously, banks
were limited to only underwriting, dealing in, or

la See the prompt corrective action at 12 USC 18310 and
see subpart D of the Federal Reserve's Regulation H (12 CFR
208).
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investing in, without limitation, general obliga-
tion municipal bonds backed by the full faith
and credit of an issuer with general powers of
taxation. Member banks could purchase for their
own account, but not underwrite or deal in,
municipal revenue bonds, but the purchases and
sales of such investment securities for any
obligor were limited to 10 percent of a member
bank’s capital and surplus. As a result of the
GLB Act amendment, municipal revenue bonds
are the equivalent of type | securities for well-
capitalized state member banks. 1P (See SR-01-
13)

The expanded municipal revenue bond author-
ity under the GLB Act necessitates heightened
awareness by banks, examiners, and supervisory
staff of the particular risks of municipal revenue
bond underwriting, dealing, and investment
activities. Senior management of a state member
bank has the responsibility to ensure that the
bank conducts municipal securities underwrit-
ing, dealing, and investment activities in a safe
and sound manner, in compliance with applica-
blelawsand regulations. Sound risk-management
practices are critical. State member banks
engaged in municipal securities activities should
maintain written policies and procedures gov-
erning these activities and make them available
to examiners upon request.

Prudent municipal securities investment in-
volves considering and adopting risk-
management policies, including appropriate limi-
tations, on the interest-rate, liquidity, price,
credit, market, and legal risks in light of the
bank’s appetite and tolerance for risk. Histori-
cally, municipal revenue bonds have had higher
default rates than municipal general obligation
bonds. The risks of certain industrial develop-
ment revenue bonds have been akin to the risks
of corporate bonds. Therefore, when bondhold-
ers are relying on a specific project or private-
sector obligation for repayment, banks should
conduct a credit analysis, using their normal
credit standards, to identify and evaluate the
source of repayment before purchasing the
bonds. Banks must also perform periodic credit
analyses of those securities that remain in the
bank’s investment portfolio. Prudent banking
practices require that management adopt appro-
priate exposure limits for individual credits and
on credits that rely on a similar repayment

1b. The OCC published final anendmentsto itsinvestment
securities regulation (12 CFR 1) on July 2, 2001 (66 Fed. Reg.
34784).

source; these limits help ensure adequate risk
diversification. Furthermore, examiners and other
supervisory staff should be aware of the extent
to which state laws place further restrictions on
municipal securities activities but should defer
to state banking regulators on questions of legal
authority under state laws and regulations.

For underwriting and dealing activities, the
nature and extent of due diligence should be
commensurate with the degree of risk posed by
and the complexity of the proposed activity.
Bank dealer activities should be conducted sub-
ject to the types of prudential limitations
described above but should aso be formulated
in light of the reputational risk that may accom-
pany underwriting and dealing activities. Senior
management and the board of directors should
establish credit-quality and position-risk guide-
lines, including guidelinesfor concentration risk.

A bank serving as a syndicate manager would
be expected to conduct extensive due diligence
to mitigate its underwriting risk. Due diligence
should include an assessment of the creditwor-
thiness of the issuer and a full analysis of
primary and any contingent sources of repay-
ment. Offering documents should be reviewed
for their accuracy and completeness, as well as
for full disclosure of al of the offering’s rel-
evant risks.

UNIFORM AGREEMENT ON THE
CLASSIFICATION OF ASSETS
AND THE APPRAISAL OF
SECURITIES

On June 15, 2004, the agenciesc issued a joint
interagency statement that revised the Uniform
Agreement on the Classification of Assets and
Appraisal of Securities Held by Banks and
Thrifts (the uniform agreement). (See SR-04-9.)
The uniform agreement amends the examination
procedures that were established in 1938 and
then revised and issued on July 15, 1949, and on
May 7, 1979. The uniform agreement sets forth
the definitions of the classification categories
and the specific examination procedures and
information for classifying bank assets, includ-
ing securities. The uniform agreement’s classi-

1c. The statement was issued by the Board of Governors of
the Federal Reserve System, the Office of the Comptroller of
the Currency, the Federal Deposit Insurance Corporation, and
the Office of Thrift Supervision (the agencies).
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fication of loans remains unchanged from the
1979 revision.

The June 15, 2004, agreement changes the
classification standards applied to banks hold-
ings of debt securities by—

« eliminating the automatic classification of sub-
investment-grade debt securities when a bank-
ing organization has developed an accurate,
robust, and documented credit-risk-
management framework to analyze its securi-
ties holdings;

« conforming the uniform agreement to current
generally accepted accounting principles by
basing the recognition of depreciation on all
available-for-sale securities on the bank’s
determination as to whether the impairment of
the underlying securities is “ temporary” or
“ other than temporary” ;

« eliminating the preferential treatment given to
defaulted municipal securities;

* clarifying how examiners should address
securities that have two or more different
ratings, split or partially rated securities, and
nonrated debt securities;

« identifying when examiners may diverge from
conforming their ratings to those of the rating
agencies; and

* addressing the treatment of Interagency Coun-
try Exposure Review Committee ratings.

The uniform agreement’s classification catego-
ries also apply to the classification of assets held
by the subsidiaries of banks. Although the clas-
sification categories for bank assets and assets
held by bank subsidiaries are the same, the
classification standards may be difficult to apply
to the classification of subsidiary assets because
of differences in the nature and risk character-
istics of the assets. Despite the differences that
may exist between assets held directly by abank
and those held by its subsidiary, the standards
for classifying investment securities are to be
applied directly to securities held by a bank and
its subsidiaries.

Classification of Assatsin
Examinations

Classification units are designated as Substan-
dard, Doubtful, and Loss. A Substandard asset is
inadequately protected by the current sound
worth and paying capacity of the obligor or of

the collateral pledged, if any. Assets so classi-
fied must have a well-defined weakness or
weaknesses that jeopardize the liquidation of the
debt. They are characterized by the distinct
possihility that the institution will sustain some
loss if the deficiencies are not corrected. An
asset classified Doubtful has all the weaknesses
inherent in one classified Substandard, with the
added characteristic that the weaknesses make
collection or liquidation in full, on the basis of
currently existing facts, conditions, and values,
highly questionable and improbable. Assets clas-
sified Loss are considered uncollectible and of
such little value that their continuance as bank-
able assets is not warranted. This classification
does not mean that the asset has absolutely no
recovery or salvage value but rather that it is not
practical or desirable to defer writing off this
basically worthless asset even though partia
recovery may be effected in the future. Amounts
classified Loss should be promptly charged off.

Appraisal of Securities in Bank
Examinations

In an effort to streamline the examination pro-
cess and achieve as much consistency as pos-
sible, examiners will use the published ratings
provided by nationally recognized dtatistical
ratings organizations (NRSROs) as a proxy for
the supervisory classification definitions. Exam-
iners may, however, assign a more- or less-
severe classification for an individual security,
depending on a review of applicable facts and
circumstances.

Investment-Quality Debt Securities

Investment-quality debt securities are market-
able obligations in which the investment char-
acteristics are not distinctly or predominantly
speculative. Thisgroup generadly includesinvest-
ment securities in the four highest rating cate-
gories provided by NRSROs and includes
unrated debt securities of equivalent quality.
Because investment-quality debt securities do
not exhibit weaknesses that justify an adverse
classification rating, examiners will generaly
not classify them. However, published credit
ratings occasionally lag demonstrated changes
in credit quality, and examiners may, in limited
cases, classify a security notwithstanding an
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investment-grade rating. Examiners may use
such discretion, when justified by credit infor-
mation the examiner believes is not reflected in
the rating, to properly reflect the security’s
credit risk.

Sub-Investment-Quality Debt Securities

Sub-investment-quality debt securities are those
in which the investment characteristics are dis-
tinctly or predominantly speculative. This group
generally includes debt securities, including
hybrid equity instruments (for example, trust
preferred securities), in grades below the four
highest rating categories; unrated debt securities
of equivalent quality; and defaulted debt
securities.

In order to reflect asset quality properly, an
examiner may in limited cases “ pass’ a debt
security that is rated below investment quality.
Examiners may use such discretion when, for
example, the ingtitution has an accurate and
robust credit-risk-management framework and
has demonstrated, based on recent, materially
positive credit information, that the security is
the credit equivalent of investment grade.

Rating Differences

Some debt securities may have investment-
quality ratings by one (or more) rating agencies
and sub-investment-quality ratings by others.
Examiners will generally classify such securi-
ties, particularly when the most recently as-
signed rating is not investment quality. How-
ever, an examiner has discretion to “pass’ a
debt security with both investment-quality and
sub-investment-quality ratings. The examiner
may use that discretion if, for example, the
institution has demonstrated through its docu-
mented credit analysis that the security is the
credit equivalent of investment grade.

Solit or Partially Rated Securities

Some individual debt securities have ratings for
principal but not interest. The absence of a
rating for interest typicaly reflects uncertainty
regarding the source and amount of interest the
investor will receive. Because of the speculative
nature of the interest component, examiners will
generaly classify such securities, regardless of
the rating for the principal.

Nonrated Debt Securities

The agencies expect ingtitutions holding indi-
vidually large nonrated debt security exposures,
or having significant aggregate exposures from
small individual holdings, to demonstrate that
they have made prudent pre-acquisition credit
decisions and have effective, risk-based stan-
dards for the ongoing assessment of credit risk.
Examiners will review the institution’s program
for monitoring and measuring the credit risk of
such holdings and, if the assessment process is
considered acceptable, generally will rely upon
those assessments during the examination pro-
cess. If an institution has not established inde-
pendent risk-based standards and a satisfactory
process to assess the quality of such exposures,
examiners may classify such securities, includ-
ing those of a credit quality deemed to be the
equivalent of subinvestment grade, asappropriate.

Some nonrated debt securities held in invest-
ment portfolios represent small exposures rela-
tive to capital, both individually and in aggre-
gate. While ingtitutions generally have the same
supervisory requirements (as applicable to large
holdings) to show that these holdings are the
credit equivalent of investment grade at pur-
chase, comprehensive credit analysis subse-
guent to purchase may be impractical and not
cost effective. For such small individual expo-
sures, institutions should continue to obtain and
review available financia information, and as-
sign risk ratings. Examiners may rely upon the
bank’s internal ratings when evaluating such
holdings.

Foreign Debt Securities

The Interagency Country Exposure Review
Committee (ICERC) assigns transfer-risk rat-
ings for cross-border exposures. Examiners
should use the guidelines in this uniform agree-
ment rather than ICERC transfer-risk ratings in
assigning security classifications, except when
the ICERC ratings result in a more-severe clas-
sification.

Treatment of Declines in Fair Value

Below Amortized Cost on Debt Securities

Under generally accepted accounting principles
(GAAP), an institution must assess whether a
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decline in fair valueld below the amortized cost
of asecurity isa*“ temporary” or an “ other-than-
temporary” impairment. When the decline in
fair value on an individual security represents
“ other-than-temporary” impairment, the cost
basis of the security must be written down to fair
value, thereby establishing a new cost basis for
the security, and the amount of the write-down
must be reflected in current-period earnings. If
aningtitution’s processfor ng impairment
is considered acceptable, examiners may use
those assessments in determining the appropri-
ate classification of declines in fair value below
amortized cost on individual debt securities.

Any decline in fair value below amortized
cost on defaulted debt securities will be classi-
fied asindicated in table 3. Apart from classifi-
cation, for impairment write-downs or charge-
offs on adversely classified debt securities, the
existence of a payment default will generally be
considered a presumptive indicator of “ other-
than-temporary” impairment.

Classification of Other Types of
Securities

Some investments, such as certain equity hold-
ings or securitieswith equity-like risk and return
profiles, have highly speculative performance
characteristics. Examiners should generally clas-
sify such holdings based on an assessment of the
applicable facts and circumstances.

Summary Table of Debt Security
Classification Guidelines

Table 3 outlines the uniform classification
approach the agencies will generally use when
assessing credit quality in debt securities
portfolios.

The general debt security classification guide-
lines do not apply to private debt and equity
holdings in a small business investment com-
pany or an Edge Act corporation. The uniform
agreement does not apply to securities held in
trading accounts, provided the institution dem-

1d. As currently defined under GAAR, the fair value of an
asset is the amount at which that asset could be bought or sold
in a current transaction between willing parties, that is, other
than in aforced or liquidation sale. Quoted market prices are
the best evidence of fair value and must be used as the basis
for measuring fair vaue, if available.

onstrates through its trading activity a short-
term holding period or holds the security as a
hedge for a customer’ s valid derivative contract.

Credit-Risk-Management Framework
for Securities

When an ingtitution has developed an accurate,
robust, and documented credit-risk-management
framework to analyze its securities holdings,
examiners may choose to depart from the gen-
era debt security classification guidelines in
favor of individual asset review in determining
whether to classify those holdings. A robust
credit-risk-management framework entails
appropriate pre-acquisition credit due diligence
by qualified staff that grades a security’s credit
risk based on an analysis of the repayment
capacity of the issuer and the structure and
features of the security. It aso involves the
ongoing monitoring of holdings to ensure that
risk ratings are reviewed regularly and updated
in a timely fashion when significant new infor-
mation is received.

The credit analysis of securities should vary
based on the structural complexity of the secu-
rity, the type of collateral, and external ratings.
The credit-risk-management framework should
reflect the size, complexity, quality, and risk
characteristics of the securities portfolio; the
risk appetite and policies of the institution; and
the quality of its credit-risk-management staff,
and should reflect changes to these factors over
time. Policies and procedures should identify
the extent of credit analysis and documentation
required to satisfy sound credit-risk-management
standards.

Transfers of Low-Quality Securities
and Assets

The purchase of low-quality assets by a bank
from an affiliated bank or nonbank affiliate is a
violation of section 23A of the Federal Reserve
Act. The transfer of low-quality securities from
one depository ingtitution to another may be
done to avoid detection and classification dur-
ing regulatory examinations; this type of trans-
fer may be accomplished through participations,
purchases or sales, and asset swaps with other
affiliated or nonaffiliated financial institutions.
Broadly defined, low-quality securities include
depreciated or sub-investment-quality securi-
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Table 3—General Debt Security Classification Guidelines

Type of security Classification
Substandard Doubtful Loss
Investment-quality debt securities with — — —
“temporary” impairment
Investment-quality debt securities with — — Impairment
“ other-than-temporary” impairment
Sub-investment-quality debt securities Amortized — —
with “ temporary” impairment? cost
Sub-investment-quality debt securities Fair — Impairment
with “ other-than-temporary” impair- value

ment, including defaulted debt
securities

Note. Impairment is the amount by which amortized cost
exceeds fair value.

1. For sub-investment-quality available-for-sale (AFS) debt
securitieswith “ temporary” impairment, amortized cost rather
than the lower amount at which these securities are carried on
the balance shest, i.e., fair value, is classified Substandard.
This classification is consistent with the regulatory capital
treatment of AFS debt securities. Under GAAP, unrealized

ties. Situationsin which an institution appears to
be concealing low-quality securities to avoid
examination scrutiny and possible classification
represent an unsafe and unsound activity.

Any situations involving the transfer of low-
quality or questionable securities should be
brought to the attention of Reserve Bank super-
visory personnel who, in turn, should notify the
local office of the primary federal regulator of
the other depository institution involved in the
transaction. For example, if an examiner deter-
mines that a state member bank or holding
company has transferred or intends to transfer
low-quality securities to another depository
institution, the Reserve Bank should notify the
recipient institution’s primary federal regulator
of the transfer. The same notification require-
ment holds true if an examiner determines that a
state member bank or holding company has
acquired or intends to acquire low-quality secu-

gains and losses on AFS debt securities are excluded from
earnings and reported in a separate component of equity
capital. In contrast, these unrealized gains and losses are
excluded from regulatory capital. Accordingly, the amount
classified Substandard on these AFS debt securities, i.e.,
amortized cost, also excludes the balance-sheet adjustment for
unrealized losses.

rities from another depository institution. This
procedure applies to transfers involving savings
associations and savings banks, as well as com-
mercia banking organizations.

Situations may arise when transfers of secu-
rities are undertaken for legitimate reasons. In
these cases, the securities should be properly
recorded on the books of the acquiring institu-
tion at their fair value on the date of transfer. If
the transfer was with the parent holding com-
pany or a nonbank affiliate, the records of the
affiliate should be reviewed as well.

Permissible Stock Holdings

The purchase of securities convertibleinto stock
at the option of the issuer is prohibited (12 CFR
1.6). Other than as specified in table 4, banks are
prohibited from investing in stock.
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Table 4—Permitted Stock Holdings by Member Banks

Type of stock

Authorizing statute and limitation

Federal Reserve Bank

Safe deposit corporation

Corporation holding bank
premises

Small business investment
company

Edge Act and agreement
corporations and
foreign banks

Bank service company

Federal National Mortgage
Corporation

Bank’s own stock

Corporate stock acquired
through debt previously

contracted (DPC) transaction

Operations subsidiaries

Federal Reserve Act, sections 2 and 9 (12 USC 282 and 321) and
Regulation | (12 CFR 209). Subscription must equal 6 percent of
the bank’s capital and surplus, 3 percent paid in.

12 USC 24. 15 percent of capital and surplus.

Federal Reserve Act, section 24A (12 USC 371(d)). 100 percent of
capital stock. Limitation includes total direct and indirect invest-
ment in bank premises in any form (such as loans). Maximum
limitation may be exceeded with permission of the Federa
Reserve Bank for state member banks and the Comptroller of the
Currency for national banks.

Small Business Investment Act of August 21, 1958, section 302(b)
(15 USC 682(b)). Banks are prohibited from acquiring shares of
such a corporation if, upon making the acquisition, the aggregate
amount of shares in small business investment companies then
held by the bank would exceed 5 percent of its capital and surplus.

Federal Reserve Act, sections 25 and 25A (12 USC 601 and 618).
The aggregate amount of stock held in all such corporations may
not exceed 10 percent of the member bank’s capital and surplus.
Also, the member bank must possess capital and surplus of
$1 million or more before acquiring investments pursuant to
section 25.

Bank Service Corporation Act of 1958, section 2 (12 USC 1861
and 1862). (Redesignated as Bank Service Company Act.) 10 per-
cent of paid in and unimpaired capital and surplus. Limitation
includes total direct and indirect investment in any form. No
insured banks shall invest more than 5 percent of their total assets.

National Housing Mortgage Association Act of 1934, sec-
tion 303(f) (12 USC 1718(f)). No limit.

12 USC 83. Shares of the bank’s own stock may not be acquired
or taken as security for loans, except as necessary to prevent loss
from a debt previously contracted in good faith. Stock so acquired
must be disposed of within six months of the date of acquisition.

Case law has established that stock of any corporation debt may be
acquired to prevent loss from a debt previously contracted in good
faith. See Oppenheimer v. Harriman National Bank & Trust Co. of
the City of New York, 301 US 206 (1937). However, if the stock
is not disposed of within areasonable time period, it losesits status
as a DPC transaction and becomes a prohibited holding under
12 USC 24(7).

12 CFR 250.141. Permitted if the subsidiary is to perform, at
locations at which the bank is authorized to engage in business,
functions that the bank is empowered to perform directly.
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Type of stock

Authorizing statute and limitation

State housing corporation
incorporated in the state
in which the bank is located

Agricultural credit
corporation

Government National
Mortgage Association

Student Loan Marketing
Association

Bankers' banks

Mutual funds

Community development
corporation

12 USC 24. 5 percent of its capital stock, paid in and unimpaired,
plus 5 percent of its unimpaired surplus fund when considered
together with loans and commitments made to the corporation.

12 USC 24. 20 percent of capital and surplus unless the bank owns
over 80 percent. No limit if the bank owns 80 percent or more.

12 USC 24. No limit.

12 USC 24. No limit.

12 USC 24. 10 percent of capital stock and paid-in and unimpaired
surplus. Bankers' banks must be insured by the FDIC, owned
exclusively by depository ingtitutions, and engaged solely in
providing banking services to other depository institutions and
their officers, directors, or employees. Ownership shall not result in
any bank’s acquiring more than 5 percent of any class of voting
securities of the bankers' bank.

12 USC 24(7). Banks may invest in mutual funds as long as the
underlying securities are permissible investments for a bank.

Federal Reserve Act, section 9, paragraph 23 (12 USC 338a). Up
to 10 percent of capital stock and surplus' subject to 12 CFR

208.22.

1. Section 208.2(d) of Regulation H defines “ capital stock
and surplus” to mean tier 1 and tier 2 capital included in a
member bank's risk-based capital and the balance of a
member bank’s allowance for loan and lease losses not
included in its tier 2 capital for calculation of risk-based
capital, based on the bank’s most recent consolidated Report
of Condition and Income. Section 9 of the Federal Reserve
Act (12 USC 338a) provides that the Board has the authority

LIMITED EQUITY INVESTMENTS

Investing in the equity of nonfinancial compa-
nies and lending to private-equity-financed com-
panies (that is, companies financed by private
equity) have emerged as increasingly important
sources of earnings and business rel ationships at
a number of banking organizations (BOs). In
this guidance, the term private equity refers to
shared-risk investments outside of publicly
quoted securities and also covers activities such
as venture capital, leveraged buyouts, mezza-
nine financing, and holdings of publicly quoted
securities obtained through these activities. While
private equity securities can contribute substan-
tially to earnings, these activities can giverise to

under this law to approve public-welfare or other such
investments, up to the sum of 5 percent of paid-in and
unimpaired capital stock and 5 percent of unimpaired surplus,
unless the Board determines by order that the higher amount
will pose no significant risk to the affected deposit insurance
fund, and the bank is adequately capitalized. In no case may
the aggregate of such investments exceed 10 percent of the
bank’s combined capital stock and surplus.

increased volatility of both earnings and capital.
The supervisory guidance in SR-00-9 on private
equity investments and merchant banking activi-
ties is concerned with a BO's proper risk-
focused management of its private equity invest-
ment activities so that these investments do not
adversely affect the safety and soundness of the
affiliated insured depository institutions.

An ingtitution’s board of directors and senior
management are responsible for ensuring that
the risks associated with private equity activities
do not adversely affect the safety and soundness
of the banking organization or any other affili-
ated insured depository institutions. To this end,
sound investment and risk-management prac-
tices and strong capital positions are critical
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elements in the prudent conduct of these
activities.

Lega and Regulatory Authority

Depository ingtitutions are able to make limited
equity investments under the following statutory
and regulatory authorities:

» Depository institutions may make equity
investments through small business invest-
ment corporations (SBICs). Investments made
by SBIC subsidiaries are allowed up to a total
of 50 percent of a portfolio company’s out-
standing shares, but can only be made in
companies defined asasmall business, accord-
ing to SBIC rules. A bank’s aggregate invest-
ment in the stock of SBICs is limited to
5 percent of the bank’s capital and surplus.

» Under Regulation K, which implements sec-
tions 25 and 25A of the Federal Reserve Act
(FRA) and section 4(c)(13) of the Bank Hold-
ing Company Act of 1956 (BHC Act), a
depository institution may make portfolio
investments in foreign companies, provided
theinvestments do not in the aggregate exceed
25 percent of the tier 1 capital of the bank
holding company. In addition, individua
investments must not exceed 19.9 percent of a
portfolio company’s voting shares or 40 per-
cent of the portfolio company’s total equity.1e

Equity investments made under the authori-
ties listed above may be in publicly traded
securities or privately held equity interests. The
investment may be made as a direct investment
in a specific portfolio company, or it may be
made indirectly through a pooled investment
vehicle, such as a private equity fund.Xf In
generad, private equity funds are investment
companies, typically organized as limited part-
nerships, that pool capital from third-party
investors to invest in shares, assets, and owner-
ship interests in companies for resale or other
disposition. Private-equity-fund investments may
provide seed or early-stage investment funds to
start-up companies or may finance changes in

le. Shares of a corporation held in trading or dealing
accounts or under any other authority are aso included in the
calculation of a depository institution’s investment. Portfolio
investments of $25 million or less can be made without prior
notice to the Board. See Regulation K for more detailed
information.

1f. For additional stock holdings that state member banks
are authorized to hold, see table 4.

ownership, middle-market business expansions,
and mergers and acquisitions.

Oversight by the Board of Directors
and Senior Management

Equity investment activities require the active
oversight of the board of directors and senior
management of the depository institution that is
conducting the private equity investment activi-
ties. The board should approve portfolio objec-
tives, overall investment strategies, and general
investment policies that are consistent with the
institution’s financial condition, risk profile, and
risk tolerance. Portfolio objectives should ad-
dress the types of investments, expected busi-
ness returns, desired holding periods, diversifi-
cation parameters, and other elements of sound
investment-management oversight. Board-
approved objectives, strategies, policies, and
procedures should be documented and clearly
communicated to al the personnel involved in
their implementation. The board should actively
monitor the performance and risk profile of
equity investment business lines in light of the
established objectives, strategies, and policies.

The board aso should ensure that there is an
effective management structure for conducting
the institution’s equity activities, including
adequate systems for measuring, monitoring,
controlling, and reporting on the risks of equity
investments. The board should approve policies
that specify lines of authority and responsibility
for both acquisitions and sales of investments.
The board should aso approve (1) limits on
aggregate investment and exposure amounts;
(2) the types of investments (for example, direct
and indirect, mezzanine financing, start-ups,
seed financing); and (3) appropriate
diversification-related aspects of equity invest-
ments such as industry, sector, and geographic
concentrations.

For its part, senior management must ensure
that there are adequate policies, procedures, and
management information systems for managing
equity investment activities on a day-to-day and
longer-term basis. Management should set clear
lines of authority and responsibility for making
and monitoring investments and for managing
risk. Management should ensure that an institu-
tion’s equity investment activities are conducted
by competent staff whose technical knowledge
and experience are consistent with the scope of
the institution’s activities.
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Management of the Investment
Process

Depository institutions engaging in equity invest-
ment activities should have a sound process for
executing all elements of investment manage-
ment, including initial due diligence, periodic
reviews of holdings, investment valuation, and
realization of returns. This process requires
appropriate policies, procedures, and manage-
ment information systems, the formality of which
should be commensurate with the scope, com-
plexity, and nature of an institution’s equity
investment activities. The supervisory review
should be risk-focused, taking into account the
institution’s stated tolerance for risk, the ability
of senior management to govern these activities
effectively, the materiaity of activities in com-
parison to the ingtitution’s risk profile, and the
capital position of the institution.

Depository institutions engaging in equity
investment activities require effective policies
that (1) govern the types and amounts of invest-
ments that may be made, (2) provide guidelines
on appropriate holding periods for different
types of investments, and (3) establish param-
eters for portfolio diversification. Investment
strategies and permissible types of investments
should be clearly identified. Portfolio-
diversification policies should identify factors
pertinent to the risk profile of the investments
being made, such as industry, sector, geo-
graphic, and market factors. Policies establish-
ing expected holding periods should specify the
general criteria for liquidation of investments
and guidelines for the divestiture of an under-
performing investment. Decisions to liquidate
underperforming investments are necessarily
made on a case-by-case basis considering all
relevant factors. Policies and procedures, how-
ever, should require more frequent review and
analysis for investments that are performing
poorly or that have been in a portfolio for a
considerable length of time, as compared with
the other investments overall.

Policies and Limits

Policies should identify the aggregate exposure
that the ingtitution is willing to accept, by type
and nature of investment (for example, direct or
indirect, industry sectors). The limits should
include funded and unfunded commitments. For-
mal and clearly articulated hedging policies and

strategies should identify limits on hedged
exposures and permissible hedging instruments.

Procedures

Management and staff compensation play a
critical role in providing incentives and control-
ling risks within a private equity business line.
Clear policies should govern compensation
arrangements, including co-investment struc-
tures and staff sales of portfolio company
interests.

Institutions have different procedures for
assessing, approving, and reviewing invest-
ments based on the size, nature, and risk profile
of an investment. The procedures used for direct
investments may be different than those used for
indirect investments made through private equity
funds. For example, different levels of due
diligence and senior management approvals may
be required. When constructing management
infrastructures for conducting these investment
activities, management should ensure that oper-
ating procedures and internal controls appropri-
ately reflect the diversity of investments.

The potential diversity in investment practice
should be recognized when conducting supervi-
sory reviews of the equity investment process.
The supervisory focus should be on the appro-
priateness of the process employed relative to
the risk of the investments made and on the
materiality of this business line to the overal
soundness of the depository institution, as well
as the potential impact on affiliated depository
institutions. The procedures employed should
include the following:

* Investment analysis and approvals, including
well-founded analytical assessments of invest-
ment opportunities and formal investment-
approval processes.

The methods and types of analyses conducted
should beappropriately structured to adequately
assess the specific risk profile, industry
dynamics, management, specific terms and
conditions of the investment opportunity, and
other relevant factors. All elements of the
analytical and approval processes, from initial
review through the forma investment deci-
sion, should be documented and clearly
understood by the staff conducting these
activities.

The evauation of existing and potential
investments in private equity funds should
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involve an assessment of the adequacy of a
fund’ s structure. Consideration should be given
to the (1) management fees, (2) carried inter-
est and its computation on an aggregate port-
folio basis,19 (3) sufficiency of capital com-
mitments that are provided by the general
partners in providing management incentives,
(4) contingent liabilities of the general partner,
(5) distribution policies and wind-down pro-
visions, and (6) performance benchmarks and
return-calculation methodologies.
Investment-risk ratings.
Internal risk ratings should assign each invest-
ment a rating based on factors such as the
nature of the company, strength of manage-
ment, industry dynamics, financial condition,
operating results, expected exit strategies, mar-
ket conditions, and other pertinent factors.
Different rating factors may be appropriate for
indirect investments and direct investments.
Periodic and timely investment strategy and
performance (best, worst, and probable case
assessment) reviews of equity investments,
conducted at the individual and portfolio
levels.
Management should ensure that periodic and
timely review of theingtitution’ s equity invest-
mentstakes placeat both individual-investment
and portfolio levels. Depending on the size,
complexity, and risk profile of the investment,
reviews should, when appropriate, include
factors such as—

— the history of the investment, including
the total funds approved;

— commitment amounts, principal-cash-
investment amounts, cost basis, carrying
value, major-investment cash flows, and
supporting information including valua-
tion rationales and methodol ogies;

— thecurrent actual percentage of ownership
in the portfolio company on both a diluted
and undiluted basis;

— a summary of recent events and current
outlook;

— the recent financial performance of port-
folio companies, including summary com-
pilations of performance and forecasts,
historical financia results, current and
future plans, key performance metrics, and
other relevant items;

1g. The carried interest is the share of a partnership’s

return that is received by the general partners or investment
advisers.

— internal investment-risk ratings and rating-
change triggers;

— exit strategies, both primary and contin-
gent, and expected internal rates of return
upon exit; and

— other pertinent information for assessing
the appropriateness, performance, and
expected returns of investments.

Portfolio reviews should include an aggre-
gation of individual investment-risk and per-
formance ratings; an analysis of appropriate
industry, sector, geographic, and other perti-
nent concentrations; and total portfolio valu-
ations. Portfolio reports that contain the cost
basis, carrying values, estimated fair values,
valuation discounts, and other factors summa-
rizing the status of individual investments are
integral tools for conducting effective port-
folio reviews. Reports containing the results
of al reviews should be available to supervi-
sors for their inspection.

Given the inherent uncertainties in equity
investment activities, institutions should
include in their periodic reviews consideration
of the best case, worst case, and probable case
assessments of investment performance. These
reviews should evaluate changes in market
conditions and the aternative assumptions
used to val ue investments—including expected
and contingent exit strategies. Major assump-
tions used in valuing investments and fore-
casting performance should be identified.
These assessments need not be confined to
guantitative analyses of potential losses, but
may aso include qudlitative analyses. The
formality and sophistication of investment
reviews should be appropriate for the overall
level of risk the depository institution incurs
from this business line.

Assessment of the equity investment valuation

and accounting policies and the procedures

used, their impact on earnings, and the extent
of their compliance with generally accepted
accounting principles (GAAP).

Valuation and accounting policies and proce-

dures can have a significant impact on the

earnings of institutions engaged in equity
investment activities. Many equity invest-
ments are made in privately held companies,
for which independent price quotations are
either unavailable or not available in sufficient

volume to provide meaningful liquidity or a

market valuation. Valuations of some equity

investments may involve a high degree of
judgment on the part of management or the
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skillful use of peer comparisons. Similar cir-
cumstances may exist for publicly traded
securities that are thinly traded or subject to
resale and holding-period restrictions, or when
the institution holds a significant block of a
company’s shares. It is of paramount impor-
tance that an institution’s policies and proce-
dures on accounting and val uation methodol o-
gies for equity investments be clearly
articulated.

Under GAAPR, equity investments held by
investment companies, held by broker-dealers,
or maintained in the trading account are
reported at fair value, with any unrealized
appreciation or depreciation included in earn-
ings and flowing to tier 1 capital. For some
holdings, fair value may reflect adjustments
for liquidity and other factors.

Equity investments that are not held in
investment companies, by broker-deders, or
in the trading account and that have a readily
determinable fair value (quoted market price)
are generaly reported as available-for-sale
(AFS). They are marked to market with unre-
alized appreciation or depreciation recognized
in GAAP-defined “ comprehensive income”
but not earnings. Appreciation or depreciation
flows to equity, but, for regulatory capital
purposes only, depreciation is included in tier
1 capital .1h Equity investments without readily
determinable fair values generally are held at
cost, subject to write-downs for impairments
to the value of the asset. Impairments of value
should be promptly and appropriately recog-
nized and written down.

In determining fair value, the valuation
methodology plays a critical role. Formal
valuation and accounting policies should be
established for investments in public compa-
nies; direct private investments; indirect fund
investments; and, where appropriate, other
types of investments with special characteris-
tics. When establishing valuation policies,
ingtitutions should consider market condi-
tions, taking account of lockout provisions,
the restrictions of Securities and Exchange
Commission Rule 144, liquidity features, the
dilutive effects of warrants and options, and
industry characteristics and dynamics.

1h. Under the risk-based capital rule, supplementary (tier
2) capital may include up to 45 percent of pretax unrealized
holding gains (that is, the excess, if any, of the fair value over
historical cost) on AFS equity securities with readily deter-
minable fair values.

Accounting and valuation of equity invest-
ments should be subject to regular periodic
review. In al cases, valuation reviews should
produce documented audit trailsthat are avail-
ableto supervisors and auditors. These reviews
should assess the consistency of the method-
ologies used in estimating fair value.

Accounting and valuation treatments should
be assessed in light of their potential for
abuse, such as through the inappropriate man-
agement or manipulation of reported earnings
on equity investments. For example, high
valuations may produce overstatements of
earnings through gains and losses on invest-
ments reported at “ fair value” On the other
hand, inappropriately understated valuations
can provide vehicles for smoothing earnings
by recognizing gains on profitable invest-
ments when an institution’s earnings are oth-
erwise under stress. While reasonable people
may disagree on valuations given to illiquid
private equity investments, institutions should
have rigorous valuation procedures that are
applied consistently.

Increasingly, equity investments are contrib-
uting to an institution’s earnings. The poten-
tial impact of these investments on the com-
position, quality, and sustainability of overall
earnings should be appropriately recognized
and assessed by both management and
supervisors.

A review of assumed and actual equity-
investment exit strategies and the extent of
their impact on the returns and reported
earnings.

The principal means of exiting an equity
investment in a privately held company include
initial public stock offerings, sales to other
investors, and share repurchases. An institu-
tion’s assumptions on exit strategies can sig-
nificantly affect the valuation of the invest-
ment. Management should periodically review
investment exit strategies, with particular focus
on larger or less-liquid investments.

Policies and procedures governing the sale,
exchange, transfer, or other disposition of
equity investments.

Policies and procedures to govern the sale,
exchange, transfer, or other disposition of the
institution’s investments should state clearly
the levels of management or board approval
required for the disposition of investments.
Internal methods for allocating capital based
on the risk inherent in the equity investment
activities, including the methods for identify-
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ing all material risks and their potential
impact on the safety and soundness of the
institution.

Consistent with SR-99-18, depository institu-
tions that are conducting material equity
investment activities should have internal
methods for allocating economic capital. These
methods should be based on the risk inherent
in the equity investment activities, including
the identification of all material risks and their
potential impact on the ingtitution. Organiza-
tions that are substantially engaged in these
investment activities should have strong capi-
tal positions supporting their equity invest-
ments. The economic capital that organiza-
tions allocate to their equity investments
should be well in excess of the current regu-
latory minimums applied to lending activities.
The amount of percentage of capital dedicated
to the equity investment business line should
be appropriate to the size, complexity, and
financia condition of the institution. Assess-
ments of capital adequacy should cover not
only the institution’s compliance with regula-
tory capital requirements and the quality of
regulatory capital, but should also include an
institution's methodologies for internaly
allocating economic capital to this business
line.

Internal Controls

An adequate system of internal controls, with
appropriate checks and balances and clear audit
trails, is critical to conducting equity investment
activities effectively. Appropriate internal con-
trols should address al the elements of the
investment-management process. The internal
controls should focus on the appropriateness of
existing policies and procedures; adherence to
policies and procedures; and the integrity and
adequacy of investment valuations, risk identi-
fication, regulatory compliance, and manage-
ment reporting. Any departures from policies
and procedures should be documented and
reviewed by senior management, and this docu-
mentation should be available for examiner
review.

As with other financial activities, the assess-
ments of an organization’s compliance with
both written and implied policies and proce-
dures should be independent of line decision-
making functions to the fullest extent possible.
When fully independent reviews are not pos-

sible in smaller, less-complex institutions, alter-
native checks and balances should be estab-
lished. These alternatives may include random
internal audits, reviews by senior management
who are independent of the function, or the use
of outside third parties.

Documentation

Documentation of key elements of the invest-
ment process, including initial due diligence,
approval reviews, valuations, and dispositions,
is an integral part of any private equity invest-
ment internal control system. This documenta-
tion should be accessible to supervisors.

Legal Compliance

An ingtitution’s interna controls should focus
on compliance with all federal laws and regula-
tions that are applicable to the institution’s
investment activities. Regulatory compliance
requirements, in particular, should be incorpo-
rated into internal controls so managers outside
of the compliance or legal functions understand
the parameters of permissible investment
activities.

To ensure compliance with federal securities
laws, institutions should establish policies, pro-
cedures, and other controls addressing insider
trading. A “restricted list” of securities for
which the ingtitution has inside information is
one example of a widely used method for
controlling the risk of insider trading. In addi-
tion, control procedures should be in place to
ensure that appropriate reports are filed with
functiona regulators.

The limitations in sections 23A and 23B of
the FRA, which deal with transactions between
a depository institution and its effiliates, are
presumed by the Gramm-L each-Bliley Act (GLB
Act) to apply to certain transactions between a
depository institution and any portfolio com-
pany in which an affiliate of the institution owns
at least a 15 percent equity interest. This own-
ership threshold is lower than the ordinary
definition of an affiliate, which is typicaly
25 percent.

Compensation

Often, key employees in the private equity
investment units of banking organizations may
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co-invest in the direct or fund investments made
by the unit. These co-investment arrangements
can be an important incentive and risk-control
technique, and they can help to attract and retain
qualified management. However, “ cherry pick-
ing,” or selecting only certain investments for
employee participation while excluding others,
should be discouraged.

The employees' co-investment may be funded
through loans from the depository institution or
its affiliates, which, in turn, would hold a lien
against the employees’ interests. The adminis-
tration of the compensation plan should be
appropriately governed pursuant to formal agree-
ments, policies, and procedures. Among other
matters, policies and procedures should address
the terms and conditions of employee loans and
the sales of participants interests before the
release of the lien.

Disclosure of Equity Investment
Activities

Given the important role that market discipline
plays in controlling risk, institutions should
ensure that they adequately disclose the infor-
mation necessary for the markets to assess the
ingtitution’s risk profile and performance in this
business line. Indeed, it is in the ingtitution’'s
interest, as well as that of its creditors and
shareholders, to publicly disclose information
about earnings and risk profiles. Institutions are
encouraged to disclosein public filings informa-
tion on the type and nature of investments,
portfolio concentrations, returns, and their con-
tributions to reported earnings and capital.
Supervisors should fully review and use these
disclosures, aswell as periodic regulatory reports
filed by publicly held banking organizations, as
part of the information they review routinely.
The following topics are relevant for public
disclosure, though disclosures on each of these
topics may not be appropriate, relevant, or
sufficient in every case:

the size of the portfolio

the types and nature of investments (for exam-
ple, direct or indirect, domestic or interna-
tional, public or private, equity or debt with
conversion rights)

initial cost, carrying value, and fair value of
investments and, when applicable, compari-
sons to publicly quoted share values of port-
folio companies

« the accounting techniques and valuation meth-
odologies, including key assumptions and
practices affecting valuation and changes in
those practices

« the realized gains (or losses) arising from
sales and unrealized gains (or |osses)

* insights regarding the potential performance
of equity investments under alternative mar-
ket conditions

Lending to or Engaging in Other
Transactions with Portfolio
Companies

Additional risk-management issues may arise
when adepository institution or an affiliate lends
to or has other business relationships with (1) a
company in which the depository ingtitution or
an dfiliate has invested (that is, a portfolio
company), (2) the general partner or manager of
a private equity fund that has also invested in a
portfolio company, or (3) a private-equity-
financed company in which the banking institu-
tion does not hold a direct or indirect ownership
interest but which is an investment or portfolio
company of a general partner or fund manager
with which the banking organization has other
investments. Given the potentialy higher-than-
normal risk attributes of these lending relation-
ships, institutions should devote specia atten-
tion to ensuring that the terms and conditions of
such relationships are at arm’s length and are
consistent with the lending policies and proce-
dures of the institution. Similar issues may arise
in the context of derivatives transactions with or
guaranteed by portfolio companies and general
partners. Lending and other business transac-
tions between an insured depository institution
and a portfolio company that meet the definition
of an dffiliate must be negotiated on an arm'’s-
length basis, in accordance with section 23B of
the FRA.

When a depository institution lends to a
private-equity-financed company in which it has
no equity interest but in which the borrowing
company is a portfolio investment of private
equity fund managers or general partners with
which the ingtitution may have other private-
equity-related relationships, care must be taken
to ensure that the extension of credit is con-
ducted on reasonable terms. In some cases,
lenders may wrongly assume that the general
partners or another third party implicitly guar-
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antees or stands behind such credits. Reliance on
implicit guarantees or comfort |etters should not
substitute for reliance on a sound borrower that
is expected to service its debt with its own
resources. As with any type of credit extension,
absent awritten contractual guarantee, the credit
quality of aprivate equity fund manager, general
partner, or other third party should not be used to
upgrade the internal credit-risk rating of the
borrower company or to prevent the classifica-
tion or special mention of a loan.

When an ingtitution lends to a portfolio com-
pany in which it has a direct or an indirect
interest, implications arise under sections 23A
and 23B of the FRA, which govern credit-
related transactions and asset purchases between
adepository ingtitution and its affiliates. Section
23A applies to transactions between a deposi-
tory ingtitution and any company in which the
institution's holding company or shareholders
own at least 25 percent of the company’s voting
shares. The GLB Act extends this coverage by
establishing a presumption that a portfolio com-
pany is an affiliate of a depository institution if
the financial holding company (FHC) uses the
merchant banking authority of the GLB Act to
own or control more than 15 percent of the
equity of the company. Institutions should obtain
the assistance of counsel in determining whether
such issues exist or would exist if loans were
extended to a portfolio company, genera part-
ner, or manager. Supervisors, including examin-
ers, should ensure that the institution has con-
ducted a proper review of these issues to avoid
violations of law or regulations.

EVALUATING RISK
MANAGEMENT AND
INTERNAL CONTROLS

Examiners are expected to conduct an adequate
evaluation of the risk-management process used
to acquire and manage the securities and deriva-
tive contracts used in nontrading activities. In
conducting thisanalysis, examiners should evalu-
ate the following four key elements of a sound
risk-management process:

* active board and senior management oversight

« adequate risk-management policies and limits

* appropriate risk-measurement and reporting
systems

» comprehensive internal controls

Thissectionidentifiesbasic factorsthat examiners
should consider in evaluating these elements for
investment and end-user activities; it reiterates
and supplements existing guidance and direc-
tives on the use of these instruments for non-
trading purposes as provided in various super-
visory letters and examination manuals.2

In evaluating an institution’ s risk-management
process, examiners should consider the nature
and size of its holdings. Examiner judgment
plays a key role in assessing the adequacy of an
institution’s risk-management process for secu-
rities and derivative contracts. Examiners should
focus on evaluating an institution’s understand-
ing of the risks involved in the instruments it
holds. Regardless of any responsibility, legal or
otherwise, assumed by a dealer or counterparty
for a particular transaction, the acquiring insti-

2. Existing policies and examiner guidance on various
supervisory topics applicable to securities and off-balance-
sheet instruments can be found in this manual, the Bank
Holding Company Supervision Manual, and the Trust Activi-
ties Examination Manual, as well as in various supervision
and regulation (SR) letters, including SR-90-16, “ Implemen-
tation of Examination Guidelines for the Review of Asset
Securitization Activities” ; SR-91-4, “ Inspection of Investment-
Adviser Subsidiaries of Bank Holding Companies” ; SR-92-1,
“ Supervisory Policy Statement on Securities Activities”;
SR-93-69, “Risk Management and Internal Controls for
Trading Activities”; and SR-95-17, “Evaluating the Risk
Management and Internal Controls of Securities and Deriva-
tive Contracts Used in Nontrading Activities.” Examiners of
U.S. branches and agencies of foreign banks should take the
principles included in these guidelines into consideration in
accordance with the procedures set forth in the Examination
Manual for Branches and Agencies of Foreign Banking
Organizations.
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tution is ultimately responsible for understand-periodically review information that is suffi-
ing and managing the risks of the transactionsiently detailed and timely to allow them to
into which it enters. Failure of an institution to understand and assess the credit, market, a
adequately understand, monitor, and evaluat&uidity risks facing the institution as a whole
the risks involved in its securities or derivativeand its securities and derivative positions ir
positions, either through lack of internal experparticular. These reviews should be conducted :
tise or inadequate outside advice, constitutes daast quarterly and more frequently when the
unsafe and unsound banking practice. institution holds significant positions in complex
As with all risk-bearing activities, institutions instruments. In addition, the board should peri
should fully support the risk exposures of nonodically reevaluate the institution’s business
trading activities with adequate capital. Bankingstrategies and significant risk-management pol
organizations should ensure that their capitaties and procedures, placing special emphas
positions are sufficiently strong to support all theon the institution’s financial objectives and risk
risks associated with these activities on a fulljolerances. The minutes of board meetings an
consolidated basis and should maintain adequagécompanying reports and presentation mater
capital in all affiliated entities engaged in thesels should clearly demonstrate the board’s ful
activities. In evaluating the adequacy of arfillment of these basic responsibilities. The sec
institution’s capital, examiners should considetion of this guidance on managing specific risks
any unrecognized net depreciation or appreci@rovides guidance on the types of objectives
tion in an institution’s securities and derivativerisk tolerances, limits, and reports that director:
holdings. Further consideration should also b&hould consider.
given to the institution’s ability to hold these The board of directors should also conduc
securities and thereby avoid recognizing lossegnd encourage discussions between its membe
and senior management, as well as betwee
senior management and others in the institutior
. . on the institution’s risk-management proces:
Board of Directors and Senior and risk exposures. Although it is not essentia
Management Oversight for board members to have detailed technice
knowledge of these activities, if they do not, it is
Active oversight by the institution’s board of their responsibility to ensure that they have
directors and relevant senior management isdequate access to independent legal and pr
critical to a sound risk-management procesgessional advice on the institution’s securities
Examiners should ensure that these individualsnd derivative holdings and strategies. The
are aware of their responsibilities and that theyamiliarity, technical knowledge, and awarenes:
adequately perform their appropriate roles irof directors and senior management should b
overseeing and managing the risks associatedmmensurate with the level and nature of al
with nontrading activities involving securities institution’s securities and derivative positions.
and derivative instruments. Accordingly, the board should be knowledge-
able enough or have access to independe
advice to evaluate recommendations presente
Board of Directors by management or investment advisors.

The board of directors has the ultimate respon-

sibility for the level of risk taken by the institu- Senior Management

tion. Accordingly, the board should approve

overall business strategies and significant poliSenior management is responsible for ensurin
cies that govern risk-taking, including thosethat there are adequate policies and procedur
involving securities and derivative contracts. Infor conducting investment and end-user activi
particular, the board should approve policiesies on both a long-range and day-to-day basi:
identifying managerial oversight and articulat-Management should maintain clear lines of
ing risk tolerances and exposure limits for secuauthority and responsibility for acquiring instru-
rities and derivative activities. The board shouldnents and managing risk, setting appropriat
also actively monitor the performance and riskimits on risk-taking, establishing adequate sys
profile of the institution and its various securi-tems for measuring risk, setting acceptable star
ties and derivative portfolios. Directors shoulddards for valuing positions and measuring per
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formance, establishing effective internal controlstive holdings and the adequacy of the process
and enacting a comprehensive risk-reportingsed in managing those exposures. Depending
and risk-management review process. To pramn the size and nature of the institution, this
vide adequate oversight, management shoulgview function may be carried out by either
fully understand the institution’s risk profile, management or a board committee. Regard-
including that of its securities and derivativeless of size and sophistication, institutions
activities. Examiners should review the reportshould ensure that back-office, settlement, and
to senior management and evaluate whethéransaction-reconciliation responsibilities are
they provide both good summary informationconducted and managed by personnel who
and sufficient detail to enable management tare independent of those initiating risk-taking
assess the sensitivity of securities and derivativgositions.
holdings to changes in credit quality, market
prices and rates, liquidity conditions, and other
important risk factors. As part of its oversightponcies Procedures. and Limits
responsibilities, senior management should peri- ’ ’
odically review the organization's risk- nstitutions should maintain written policies and
management procedures to ensure that theyocedures that clearly outline their approach
remain appropriate and sound. Senior managgsr managing securities and derivative instru-
ment should also encourage and participate igients. These policies should be consistent with
active discussions with members of the boarghe organization’s broader business strategies,
and with risk-management staff regarding riskapita| adequacy, technical expertise, and gen-
measurement, reporting, and management prggg| willingness to take risks. They should
cedures. _ identify relevant objectives, constraints, and
Management should ensure that investmeny,igelines for both acquiring instruments and
and end-user activities are conducted by conmnanaging portfolios. In doing so, policies should
petent staff whose technical knowledge andstaplish a logical framework for limiting the
experience is consistent with the nature angarioys risks involved in an institution’s securi-
scope of the institution’s activities. There shouldjes and derivative holdings. Policies should
be sufficient depth in staff resources to managgearly delineate lines of responsibility and
these activities if key personnel are not availythority over securities and derivative activi-
able. Management should also ensure that bacfas They should also provide for the systematic
office and financial-control resources are suffireyiew of products new to the firm. Examiners
cient to manage and control risks effectively. ghoy|d evaluate the adequacy of an institution’s
risk-management policies and procedures in

. . . relation to its size, its sophistication, and the
Independence in Managing Risks scope of its activities.

The process of measuring, monitoring, and con-

trolling risks within an institution should be Specifying Objectives

managed as independently as possible from

those individuals who have the authority tO|nstitutions can use securities and derivative
initiate transactions. Otherwise, conflicts of internstruments for several primary and complemen-
est could develop. The nature and extent of thigyry purposes. Banking organizations should
independence should be commensurate Withyticulate these objectives clearly and identify
the size and complexity of an institution’s seCuthe types of securities and derivative contracts to
rities and derivative activities. Institutions withpe |sed for achieving them. Objectives also
large and complex balance sheets or with sigshoyld be identified at the appropriate portfolio
nificant holdings of complex instruments wouldang institutional levels. These objectives should

be expected to have risk managers or riskyyige the acquisition of individual instruments
management functions fully independent of the
individuals who have the authority to conduct————
transactions. Institutions with less complex hold- 3. Such purposes include, but are not limited to, generating
ings should ensure that there is some mechaniqiﬁm'.”gsucrea“”g funding opportunities, providing liquidity,

. . edging risk exposures, taking risk positions, modifying and
f_or independently reviewing bOt_h_ the level Qfmanaging risk profiles, managing tax liabilities, and meeting
risk exposures created by securities and derivatedging requirements.
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and provide benchmarks for periodically evaludimit excesses. Positions that exceed establishe
ating the performance and effectiveness of alimits should receive the prompt attention of
institution’s holdings, strategies, and programsappropriate management and should be resolve
Whenever multiple objectives are involved, manaccording to approved policies.
agement should identify the hierarchy of poten- | imits should implement the overall risk
tially conflicting objectives. tolerances and constraints articulated in gener
policy statements. Depending on the nature ¢
an institution’s holdings and its general sophis:
Identifying Constraints, Guidelines, and tication, limits can be identified for individual
Limits business units, portfolios, instrument types, o
specific instruments. The level of detail of risk
An institution’s policies should clearly articulate |imits should reflect the characteristics of the
the organization’s risk tolerance by identifyinginstitution’s holdings, including the types of risk
its willingness to take the credit, market, anto which the institution is exposed. Regardles:
||qU|d|ty risks involved in hOIdIng securities and of their Specific form or level of aggrega’[ion’
derivative contracts. A statement of authorize@imits should be consistent with the institution’s
instruments and activities is an important Vehiovera” approach to managing various types 0
cle for communicating these risk tolerancesisks. They should also be integrated to the
This statement should clearly identify permis-yllest extent possible with institution-wide lim-
sible instruments or instrument types and th@s on the same risks as they arise in othe
purposes or objectives for which the institutionactivities of the firm. Later in this section,
may use them. The statement also should identifpecific examiner considerations for evaluating
permissible credit quality, market-risk SenSitiVity,the policies and limits used in managing eacl
and liquidity characteristics of the instrumentspf the various types of risks involved in non-
and portfolios used in nontrading activities. Forrading securities and derivative activities are
example, in the case of market risk, policiesddressed.
should address the permissible degree of price
sensitivity and/or effective maturity volatility,
taking into account an instrument’s or port-
folio’s option and leverage characteristics. SpeciNew-Product Review
fications of permissible risk characteristics
should be consistent with the institution’s over-An institution’s policies should also provide for
all credit-, market-, and liquidity-risk limits and effective review of any products being consid-
constraints, and should help delineate a clear seted that would be new to the firm. An institu-
of institutional limits for use in acquiring spe- tion should not acquire a meaningful position in
cific instruments and managing portfolios. Lim-a new instrument until senior management an
its can be specified either as guidelines withirall relevant personnel (including those in internal:
the overall policies or in management operatingontrol, legal, accounting, and auditing func-
procedures. Further guidance on managing spgens) understand the product and can integrat
cific risks and on the types of constraints andt into the institution’s risk-measurement and
limits an institution might use in managing thecontrol systems. An institution’s policies should
credit, market, and liquidity risk of securities define the terms “new product” and “meaning-
and derivative contracts is provided later in thidul position” consistent with its size, complex-
section. ity, and sophistication. Institutions should not be
Limits should be set to guide acquisition anchesitant to define an instrument as a new proc
ongoing management decisions, control expaict. Small changes in the payment formulas o
sures, and initiate discussion within the organiether terms of relatively simple and standarc
zation about apparent opportunities and riskproducts can greatly alter their risk profiles anc
Although procedures for establishing limits andustify designation as a new product. New-
operating within them may vary among institu-product reviews should analyze all of the rel-
tions, examiners should determine whether thevant risks involved in an instrument and asses
organization enforces its policies and procehow well the product or activity achieves speci-
dures through a clearly identified system of riskied objectives. New-product reviews also shoulc
limits. The organization’s policies should alsoinclude a description of the relevant accounting
include specific guidance on the resolution ofjuidelines and identify the procedures for mea
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suring, monitoring, and controlling the risksexposures arising from lending and other busi-

involved. ness activities to obtain the institution’s overall
risk profile.
Examiners should evaluate whether the risk
Accounting Guidelines measures and the risk-measurement process

are sufficient to accurately reflect the different
The accounting systems and procedures used fiypes of risks facing the institution. Institutions
general-purpose financial statements and regahould establish clear risk-measurement stan-
latory reporting purposes are critically importantdards for both the acquisition and ongoing
to enhancing the transparency of an institution’snanagement of securities and derivative posi-
risk profile. Accordingly, an institution’s poli- tions. Risk-measurement standards should pro-
cies should provide clear guidelines on accounttide a common framework for limiting and
ing for all securities and derivative holdings.monitoring risks and should be understood
Accounting treatment should be consistent withy relevant personnel at all levels of the
specified objectives and with the institution’sinstitution—from individual managers to the
regulatory requirements. Furthermore, instituboard of directors.
tions should ensure that they designate each
cash or derivative contract for accounting purAcquisition standardsinstitutions conducting
poses consistent with appropriate accountingecurities and derivative activities should have
policies and requirements. Accounting for nonthe capacity to evaluate the risks of instruments
trading securities and OBS derivative contractbefore acquiring them. Before executing any
should reflect the economic substance of thtransaction, an institution should evaluate the
transactions. When instruments are used fonstrument to ensure that it meets the various
hedging purposes, the hedging rationale anabjectives, risk tolerances, and guidelines iden-
performance criteria should be well docu-ified by the institution’s policies. Evaluations of
mented. Management should reassess these déw credit-, market-, and liquidity-risk exposures
ignations periodically to ensure that they remairshould be clearly and adequately documented
appropriate. for each acquisition. Documentation should be

appropriate for the nature and type of instru-

ment; relatively simple instruments would prob-

. . ably require less documentation than instru-
Risk-Measurement and Reporting ments with significant leverage or option
Systems characteristics.

Institutions with significant securities and
Clear procedures for measuring and monitoringerivative activities are expected either to con-
risks are the foundation of a sound risk-duct in-house preacquisition analyses or use
management process. Examiners should enswpecific third-party analyses that are indepen-
that an institution sufficiently integrates thesedent of the seller or counterparty. Analyses
functions into its ongoing management procesgrovided by the originating dealer or counter-
and that relevant personnel recognize their rolparty should be used only when a clearly defined
and understand the instruments held. investment advisory relationship exists. Less
active institutions with relatively uncomplicated
holdings may use risk analyses provided by the
Risk Measurement dealer only if the analyses are derived using
standard industry calculators and market con-
An institution’s system for measuring the credit,ventions. Such analyses must comprehensively
market, liquidity, and other risks involved in depict the potential risks involved in the acqui-
cash and derivative contracts should be as comsition, and they should be accompanied by
prehensive and accurate as practicable. Thibcumentation that sufficiently demonstrates that
degree of comprehensiveness should be corthie acquirer understands fully both the analyses
mensurate with the nature of the institution’sand the nature of the institution’s relationship
holdings and risk exposures. Exposures to eachith the provider of these analyses. Notwith-
type of risk (that is, credit, market, liquidity) standing information and analyses obtained from
should be aggregated across securities amditside sources, management is ultimately
derivative contracts and integrated with similaresponsible for understanding the nature and
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risk profiles of the institution’s securities andprovided by dealers or counterparties. More
derivative holdings. active institutions should conduct periodic

When reviewing an instrument, it is a prudentevaluations and portfolio analyses using eithe
practice for institutions to obtain and compardn-house capabilities or outside-party analytica
price quotes and risk analyses from more thagsystems that are independent of sellers or coul
one dealer before acquisition. Institutions shoulderparties. Institutions should recognize tha
ensure that they clearly understand the respomdicative price quotes and model revaluation:
sibilities of any outside parties that providemay differ from the values at which transactions
analyses and price quotes. If analyses and prican be executed.
quotes provided by dealers are used, institutions
should assume that each party deals at armStress testingAnalyzing the credit, market, and
length for its own account unless a writtenliquidity risk of individual instruments, port-
agreement stating otherwise exists. Institution®lios, and the entire institution under a variety
should exercise caution when dealers limit thef unusual and stressful conditions is an impor
institution’s ability to show securities or deriva-tant aspect of the risk-measurement proces
tive contract proposals to other dealers to receiviglanagement should seek to identify the types o
comparative price quotes or risk analyses. As situations, or the combinations of credit anc
general sound practice, unless the dealer @narket events, that could produce substanti
counterparty is also acting under a specifitosses or liquidity problems. Typically, manage-
investment advisory relationship, an investor oment considers the institutions’s consolidatec
end-user should not acquire an instrument agxposures when managing nontrading securitie
enter into a transaction if its fair value or theand derivative contracts; therefore, the effect o
analyses required to assess its risk cannot Istress on these exposures should be reviewe
determined through a means that is independeBtress tests should evaluate changes in mark
of the originating dealer or counterparty. conditions, including alternatives in the under-

lying assumptions used to value instruments. Al

Portfolio-management standardgnstitutions major assumptions used in stress tests should |
should periodically review the performance anddentified.
effectiveness of instruments, portfolios, and Stress tests should not be limited to quantita
institutional programs and strategies. This revieviive exercises that compute potential losses ¢
should be conducted at least quarterly and shoutghins, but should include qualitative analyses o
evaluate the extent to which the institution’sthe tools available to management to deal witl
securities and derivative holdings meet the varivarious scenarios. Contingency plans outlining
ous objectives, risk tolerances, and guidelinesperating procedures and lines of communicatior
established by the institution’s policié$nstitu- both formal and informal, are important prod-
tions with large or highly complex holdings ucts of such qualitative analyses.
should conduct reviews more frequently. The appropriate extent and sophistication o

For internal measurements of risk, effectivean institution’s stress testing depend heavily ol
measurement of the credit, market, and liquiditghe scope and nature of its securities and derivz
risks of many securities and derivative contracttive holdings and on its ability to limit the effect
requires mark-to-market valuations. Accord-of adverse events. Institutions holding securitie:
ingly, the periodic revaluation of securities andor derivative contracts with complex credit,
derivative holdings is an integral part of anmarket, or liquidity risk profiles should have an
effective risk-measurement system. Periodiestablished regime of stress testing. Examinel
revaluations should be fully documented. Whershould consider the circumstances at each inst
available, actual market prices should be usedution when evaluating the adequacy or need fc
For less liquid or complex instruments, institu-stress-testing procedures.
tions with only limited holdings may use prop-
erly documented periodic prices and analyses

Risk Reporting

4. For example, the performance of instruments and portAn accurate, informative, and timely manage-
folios used to meet objectives for tax-advantaged earningﬁ,]ent information system is essential. Examiner
should be evaluated to ensure that they meet the neces'sarl’\{I L
credit-rating, market-sensitivity, and liquidity characteristicsSNOUld evaluate the adequacy of an institution’
established for this objective. monitoring and reporting of the risks, returns,
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2020.1 Investment Securities and End-User Activities

and overall performance of security and derivanecessary expertise to identify and evaluate the
tive activities to senior management and thémportant assumptions incorporated in the risk-
board of directors. Management reports shoultheasurement methodologies it uses.
be frequent enough to provide the responsible
individuals with adequate information to judge
the changing nature of the institution’s risk .
profile and to evaluate compliance with statecpomprehens've Internal Controls and
policy objectives and constraints. Audit Procedures

Management reports should translate mea-
sured risks from technical and quantitative forInstitutions should have adequate internal
mats to formats that can be easily read angontrols to ensure the integrity of the manage-
understood by senior managers and directorg}ent process used in investment and end-user
who may not have specialized and technicalctivities. Internal controls consist of proce-
knowledge of all financial instruments used bydures, approval processes, reconciliations,
the institution. Institutions should ensure thaféviews, and other mechanisms designed to
they use a common conceptual framework foprovide a reasonable assurance that the institu-
measuring and limiting risks in reports to seniotion’s risk-management objectives for these
managers and directors. These reports shou@gtivities are achieved. Appropriate internal con-
include the periodic assessment of the perfotrols should address all of the various elements
mance of appropriate instruments or portfolio®f the risk-management process, including

in meeting their stated objective, subject to thé@dherence to polices and procedures, the adequacy
relevant constraints and risk tolerances. of risk identification, and risk measurement and

reporting.
An important element of a bank’s internal
Management Evaluation and Review controls for investment and end-user activities is
comprehensive evaluation and review by man-
Management should regularly review the instiagement. Management should ensure that the
tution’s approach and process for managingarious components of the bank’s risk-
risks. This includes regularly assessing the mettimanagement process are regularly reviewed and
odologies, models, and assumptions used ®valuated by individuals who are independent of
measure risks and limit exposures. Proper docthe function they are assigned to review.
mentation of the elements used in measuringlthough procedures for establishing limits and
risks is essential for conducting meaningfuffor operating within them may vary among
reviews. Limits should be compared with actuabanks, management should conduct periodic
exposures. Reviews should also consider whethegviews to determine whether the organization
existing measures of exposure and limits areomplies with its investment and end-user risk-
appropriate in view of the institution’s holdings, management policies and procedures. Positions
past performance, and current capital positionthat exceed established limits should receive the
The frequency of the reviews should reflecprompt attention of appropriate management
the nature of an institution’s holdings and theand should be resolved according to the process
pace of market innovations in measuring andlescribed in approved policies. Periodic reviews
managing risks. At a minimum, institutions with of the risk-management process should also
significant activities in complex cash or deriva-address any significant changes in the nature of
tive contracts should review the underlyinginstruments acquired, limits, and internal con-
methodologies of the models they use at leagtols that have occurred since the last review.
annually—and more often as market conditions Examiners should also review the internal
dictate—to ensure that they are appropriate antbntrols of all key activities involving securities
consistent. Reviews by external auditors or otheand derivative contracts. For example, for trans-
qualified outside parties, such as consultant@ction recording and processing, examiners
with expertise in highly technical models andshould evaluate and assess adherence to the
risk-management techniques, may often supplevritten policies and procedures for recording
ment these internal evaluations. Institutiondransactions. They should also analyze the
depending on outside parties to provide variougansaction-processing cycle to ensure the integ-
risk-measurement capabilities should ensure thaty and accuracy of the institution’s records and
the outside institution has personnel with thenanagement reports. Examiners should review
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Investment Securities and End-User Activities 2020.

all significant internal controls associated withating, and legal risks involved in securities anc
the management of the credit, market, liquidityderivative contracts for nontrading activities are
operational, and legal risks involved in securi-described below.
ties and derivative holdings.

The examiner should review the frequency,
scope, and findings of any independent internalredit Risk
and external auditors relative to the institution’s
securities and derivative activities. When appliBroadly defined, credit risk is the risk that an
cable, internal auditors should audit and test thissuer or counterparty will fail to perform on an
risk-management process and internal controBbligation to the institution. The policies of an
periodically. Internal auditors are expected tdnstitution should recognize credit risk as a
have a strong understanding of the specifisignificant risk posed by the institution’s secu-
products and risks faced by the organization. Inities and derivative activities. Accordingly, poli-
addition, they should have sufficient expertise t@ies should identify credit-risk constraints, risk
evaluate the risks and controls of the institutiontolerances, and limits at the appropriate instru
The depth and frequency of internal auditsnent, portfolio, and institutional levels. In doing
should increase if weaknesses and significaso, institutions should ensure that credit-risk
issues exist or if portfolio structures, modelingconstraints are clearly associated with specifie
methodologies, or the overall risk profile of theobjectives. For example, credit-risk constraint
institution has changed. and guidelines should be defined for instrument

In reviewing risk management of nontradingused to meet pledging requirements, genera
securities and derivative activities, internaltax-advantaged income, hedge positions, gene
auditors should thoroughly evaluate the effecate temporary income, or meet any other spe
tiveness of the internal controls used for meacifically defined objective.
suring, reporting, and limiting risks. Internal As a matter of general policy, an institution
auditors should also evaluate compliance witishould not acquire securities or derivative con
risk limits and the reliability and timeliness of tracts until it has assessed the creditworthines
information reported to the institution’s seniorof the issuer or counterparty and determined thz
management and board of directors, as well d§e risk exposure conforms with its policies. The
the independence and overall effectiveness @fedit risk arising from these positions should be
the institution’s risk-management process. Théncorporated into the overall credit-risk profile
level of confidence that examiners place in a®f the institution to the fullest extent possible.
institution’s audit programs, the nature of theGiven the interconnectedness of the variou
audit findings, and management’s response tisks facing the institution, organizations shoulc
those findings will influence the scope of thealso evaluate the effect of changes in issuer
current examination of securities and derivative€ounterparty credit standing on an instrument’s
activities. market and liquidity risk. As a matter of policy,

Examiners should pay special attention tdhe board of directors and responsible senic
significant changes in the nature of instrument§'anagement should be informed of the institu
acquired, risk-measurement methodologies, linfion’s total credit-risk exposures at least quarterly
its, and internal controls that have occurred

since the last examination. Significant changeSelection of securities dealersn managing
in earnings from securities and derivative contheir credit risk, institutions also should conside!

tracts, in the size of positions, or in the valueSettlement and presettlement credit risk. Th

at-risk associated with these activities shoul@election of dealers, investment bankers, an

also receive attention during the examination. brokers is particularly important in managing
these risks effectively. An institution’s policies

should identify criteria for selecting these orga-

. . nizations and list all approved firms. The

Evaluating Management of Specific  approval process should include a review o

Risks each firm’s financial statements and an evalue
tion of its ability to honor its commitments. An

Specific considerations in evaluating the keynquiry into the general reputation of the dealel

elements of sound risk-management systems &salso appropriate. The board of directors or «

they relate to the credit, market, liquidity, oper-committee thereof should set limits on the
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amounts and types of transactions authorized ferin those instances when the institution relies
each firm. They should also periodically review on the advice of a dealer's sales representa-
and reconfirm the list of authorized dealers, tive, the experience and expertise of the sales
investment bankers, and brokers. representative with whom business will be

The management of a depository institution conducted
should have sufficient knowledge about the N )
securities firms and personnel with whom theyn addition, the board of directors (or an appro-
are doing business. A depository institutiorPriate committee of the board) must ensure that
should not engage in securities transactions witie depository institution’s management has
any securities firm that is unwilling to provide established appropriate procedures to obtain and
complete and timely disclosure of its financialmaintain possession or control of securities
condition. Management should review the secupurchased. Purchased securities and repurchase-
rities firm’s financial statements and evaluat@greement collateral should only be left in
the firm’s ability to honor its commitments both Safekeeping with selling dealers when (1) the
before entering into transactions with the firmpoard of directors or an appropriate committee
and periodically thereafter. An inquiry into thethereof is completely satisfied as to the credit-
general reputation of the dealer also is necegvorthiness of the securities dealer and (2) the
sary. The board of directors or an appropriat@dgregate market value of securities held in
committee of the board should periodica”ysafekeeplng is within credit Ilmltatlpns that have
review and approve a list of securities firms withPeen approved by the board of directors (or an
whom management is authorized to do businesgPpropriate committee of the board) for unse-
The board or an appropriate committee therecﬁur.ed transactions (See the October 1985 FFIEC
should also periodically review and approvePolicy statement “Repurchase Agreements of
limits on the amounts and types of transactionBepository Institutions with Securities Dealers
to be executed with each authorized securitiegnd Others”).
firm. Limits to be considered should include State lending limits generally do not extend to
dollar amounts of unsettled trades, safekeepi::ﬁe safekeeping arrangements described above.
arrangements, repurchase transactions, secuNotwithstanding this general principle, a bank’s
ties |ending and borrowing, other transactiongoard of directors should establish prudent lim-
with credit risk, and total credit risk with an its for safekeeping arrangements. These pruden-
individual dealer. tial limits generally involve a fiduciary relation-

At a minimum, depository institutions should SiP: Which presents operational rather than

consider the following in selecting and retainingcr'?l_d't ”Sk.sd' . f h
a securities firm: 0 avoid concentrations of assets or other

types of risk, banking organizations should, to

the ability of the securities dealer and itsth® €xtent possible, try to diversify the firms

subsidiaries or affiliates to fulfill commit- "€y use for safekeeping arrangements. Further,

ments as evidenced by their capital strengtHNh”e certain transactions with securities dealers
liquidity, and operating results (This evidenceand safekee_plng custodians may en_tall only
should be gathered from current ﬁnanciapperatlonal risks, other transactions with these

data, annual reports, credit reports, and Othé}arties may involve credit risk that could, under
sour'ces of financial fnformation ) ’ some limited circumstances, be subject to statu-

, ) i _ tory lending limits, depending on applicable
* the dealer's general reputation or financiaiaie |aws. If certain transactions are deemed
stability and its fair and honest dealings W'thsubject to a state’s legal lending limit statute
customers (Other depository institutions thahacause of a particu